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Summary

Information technology (IT) has enabled U.S. businesses to increase their employees’ productivity, integrate their supply chains, and automate and improve their interactions with customers. However, as with all emerging technologies, the complexity of IT requires equally complex supporting infrastructures. 

One particularly important IT infrastructure is computer security. As organizations increase the functionality and information offered on internal and external networks, controlling access to information and other resources becomes more difficult and expensive. However, security failures can be even more costly by disrupting an organization’s operations and can have financial, legal, human safety, personal privacy, and public confidence impacts.

Role-based access control (RBAC) is a relatively new technology for controlling access to computer networks. RBAC maps to organizational-specific structures in a way that reduces direct and indirect administrative cost and improves security. Previous access control technologies depended on the discretion of the network administrator, which worked fairly well for small local area networks but becomes cumbersome to manage and error prone as the size and complexity of networks have increased.

Based on interviews with software developers and companies that integrate RBAC products into their business operations (end users), the Research Triangle Institute (RTI) estimates that by 2006 between 30 and 50 percent of employees in the service sector and between 10 and 25 percent of employees in the non-service sectors will be managed by RBAC systems. RTI also estimates that this degree of market penetration will result in economic benefits to the U.S. economy through 2006 of approximately $671 million in net present value terms. This estimate is conservative because it reflects only the administrative and productivity benefits from RBAC. Most companies interviewed indicated that RBAC would reduce the frequency and severity of security violations. However, because this information is highly sensitive, the study was not able to quantify the benefits from improved system security.

NIST’s Information Technology Laboratory (ITL) began working on RBAC in the early 1990s after a NIST study of federal agency security requirements identified the need to develop a better method for managing large networked systems and complex access issues. At the time of NIST’s involvement, industry believed that a lack of standardization was hampering of advanced access control products. For example, one of the critical requirements for industry investment in the research and development (R&D) of new access control systems was assurances that such systems could operate across a wide range of network communications operating systems, thereby allowing the projection of larger markets. NIST’s RBAC project responded to a demonstrated need for improved security infratechnologies and the associated standards necessary to support the development and adoption of new complex networked security systems by supplying infrastructure tools to industry, publishing in the professional literature (models of  generic RBAC technologies, reference implementations, etc.), and demonstrations of implementations at conferences.

RTI conducted telephone interviews and Internet surveys with software developers and end users. In addition, a case study was conducted with a multi-product insurance company. Technical and economic metrics for RBAC’s impact on end users were developed for the Internet surveys. Key metrics are administrative savings associated with managing access to information systems and reduced employee downtime from waiting to receive system access. 

Based on interviews with software developers and end users of RBAC products, RTI concluded that the activities of the NIST RBAC project 

· accelerated the development and adoption of RBAC by one year and

· lowered R&D costs for software vendors by approximately six percent.

Because RBAC is still in the early stages of market penetration, RTI performed a sensitivity analysis to obtain a range of economic impact estimates from the NIST/ITL project, reflecting the range of possible market sizes through a projected technology life cycle ending in 2006. A median estimate attributes 44 percent of the benefits from RBAC to NIST’s infratechnologies and associated infrastructure support efforts, which results in a net present value of $292 million. This estimate translates into a benefit-cost ratio of 109:1 and an internal rate of return of 62 percent. Because of the study’s inability to estimate security benefits, these estimates are conservative.

Electronic copies of the study can be downloaded from 

http://www.nist.gov/director/prog-ofc/report02-1.pdf
Paper copies can be requested from dherbert@nist.gov
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