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SRR Results Report

Unclassified Until Filled In

CIRCLE ONE

FOR OFFICIAL USE ONLY (mark each page)

CONFIDENTIAL and SECRET (mark each page and each finding)

Classification is based on classification of system reviewed:

Unclassified System = FOUO Checklist

Confidential System = CONFIDENTIAL Checklist

Secret System = SECRET Checklist

Top Secret System = SECRET Checklist

A copy of this checklist will be provided to the site prior to the start of the SRR process.  It will be provided in sufficient time to allow for collection of the data by the site and submission to Field Security Operations prior to the start of the review.
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SUMMARY OF CHANGES

1) Changed the following:

a) LIXF0010– Changed STIG section reference from 6 to 7.
b) LIXF0020– Changed STIG section reference from 6 to 7.

c) LIXF0030– Changed STIG section reference from 6 to 7 
d) LIXF0030– Changed severity code to Cat II.

e) LIXF0040– Changed STIG section reference from 6 to 7.

f) LIXF0050– Changed STIG section reference from 6 to 7.

g) LIXF0060– Changed STIG section reference from 6 to 7.

h) LIXF0070– Changed STIG section reference from 6 to 7.

i) LIXF0080– Changed STIG section reference from 6 to 7.

j) LIXF0080– Corrected spelling of utility name to IXCL1DSU.

k) LIXF0090– Changed STIG section reference from 6 to 7.

l) LIXF0090– Corrected spelling of utility name to IXCMIAPU.

m) LIXF0100– Changed STIG section reference from 6 to 7.

n) LIXF0110– Changed STIG section reference from 6 to 7.

o) LIXF0120– Changed STIG section reference from 6 to 7.

p) LICS0030– Added the word “not” to explanation.

q) LICS0040– Added the word “not” to explanation.

r) LICS0050– Added additional note to check indicating that if the data set is listed in the LINKLIST then it is APF authorized.

s) LICS0060– Changed finding explanation and removed the word “The” and capitalized the letter “u”.

t) LICS0070– Changed in c) “NO”  to “a”.

u) LICS0080– Changed in c) “NO”  to “a”.

v) LICS0090– Changed in c) “NO”  to “a”.

w) LICS0100– Changed in c) “NO”  to “a”.
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Preliminary Data Collection Checklist - Part 1 of 2
A copy of this checklist will be provided to the site prior to the start of the SRR process.  It will be provided in sufficient time to allow for collection of the data by the site and submission to Field Security Operations prior to the start of the review.

___
1.
Completed Documentation Worksheet.  The worksheet accompanies this document.


Reference:
LPAR STIG
1.12

___
2.
Completed Access Control Product (ACP) Worksheet.  The worksheet accompanies this document.

Reference:
LPAR STIG
1.12

This page is intentionally left blank.

Documentation Worksheet

Site:______________________________________
Date:_______________________________

Completed By:_________________________________________________________________

(Systems Security Administrator)

Phone Number:_____________________________
Fax Number:_________________________


Please provide the requested information in hard copy or soft copy format and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, indicate the DSN where it is stored.  The Field Security Operations SRR team will need READ access to this data set.

___
1.
All documents and procedures that apply to system startup, shutdown, hardware configuration/reconfiguration, backup, recovery, and Power on Reset (POR)

___
2.
All procedural documentation regarding the physical security protection of the hardware configuration

___
3.
All procedural documentation regarding the security protection of the software used in the LPAR development/production environments

___
4.
Documents and procedures that describe restricting access to the hardware components

___
5.
Documents and procedures that describe restricting access to the functions of the service subsystem from the control panel

___
6.
Documents and procedures that describe restricting access to the functions of the service subsystem from the local and/or remote operator consoles (e.g., physical access, password control, key-lock switch of modems, etc.)

This page is intentionally left blank.

Access Control Product (ACP) Worksheettc  \l 2 "RACF Access Control Product (ACP) Worksheet"
Site:______________________________________
LPAR/SMF ID:______________________

Completed By:_________________________________________________________________

(Systems Security Administrator)

Phone Number:_____________________________
Fax Number:_________________________


Please provide the requested information in hard copy or soft copy format and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, indicate the DSN where it is stored.  The Field Security Operations SRR team will need READ access to this data set.

___
Identify the Access Control Product used for each Logical Partition (LPAR).  Please fill in the Central Processor Complex Domain/LPAR Names table that follows.

This page is intentionally left blank.

Central Processor Complex Domain/LPAR Names

	HOST

NAME
	DOMAIN/

LPAR NAME
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Vendor Products Listtc  \l 2 "Vendor Products List"
Please provide the requested information specific to the MVS-based software products installed in each Logical Partition.  This sheet may be copied and one filled out for each Logical Partition. Include associated product version/release levels if known, and check the security interface item that applies for the product as appropriate.  You may substitute your own product list for this information provided the requested information is included.

VERSION
SECURITY INTERFACE
PRODUCT









RELEASE
ACP  PRODUCT  OTHER
OPERATING SYSTEM:
________________
_________

(i.e., MVS/SP, MVS/XA,

MVS/ESA, VM/ESA, LINUX)

ACCESS CONTROL S/W:
________________
_________

(i.e., ACF2, RACF,

TOP SECRET)

JES:











_________
____
____

____

VTAM:










_________
____
____

____

SMP/E:










_________
____
____

____

SESSION MANAGER:

________________
_________
____
____

____

(e.g., CL/SUPERSESSION,

NETVIEW, CA-VMAN)

TERMINAL MON. PGMS:
________________
_________
____
____

____

(e.g., TSO, ROSCOE)

________________
_________
____
____

____

TRANSACTION

PROCESSORS:



________________
_________
____
____

____

(e.g., CICS)

________________
_________
____
____

____

________________
_________
____
____

____

VERSION
SECURITY INTERFACE
PRODUCT









RELEASE
ACP  PRODUCT  OTHER
DYNAMIC  HARDWARE  
________________
_________
____
____

____

CONFIGURATION (HCD)

ESCON MULTIPLE          
________________
_________
____
____

____

IMAGE FACILITY (EMIF)

INTEGRATED COUPLING
________________
_________
____
____

____

MIGRATION FACILITY

(ICMF)

MULTIPLE DOMAIN        
________________
_________
____
____

____

FEATURE (MDF)

MULTIPLE LOGICAL       
________________
_________
____
____

____

PROCESSOR FACILITY

(MLPF)

PROCESSOR RESOURCE/
________________
_________
____
____

____

SYSTEMS MANAGER

(PR/SM)

OTHER S/W:



________________
_________
____
____

____

________________
_________
____
____

____

________________
_________
____
____

____

________________
_________
____
____

____

Preliminary Data Collection Checklist - Part 2 of 2tc  \l 1 "Preliminary Data Collection Checklist - Part 2 of 2"
A copy of this checklist will be provided to the site in sufficient time to allow for collection of the data by the site and analysis by the review team prior to the start of the resolution meeting. The site will make the following items available for review by the resolution team upon arrival.

___
1.
All documents and procedures that apply to the following sections and/or units:

a.
Operations  Includes system IPL procedures, POR (Power On Reset) procedures, shutdown and recovery procedures

b.
Security Management and Tracking  Includes logs and procedures

c.
Change Management  Includes Hardware Configuration Definition change procedures, and backup and recovery procedures of the production and work IODF files

Reference:
OS/390 STIG
ALL



LPAR STIG
1.15
___
2.
Hard copy sample documentation that demonstrates the use of the SOPs as required by the LPAR STIG (e.g., review of APF-authorized libraries)

Reference:
OS/390 STIG
ALL



LPAR STIG
1.15
___
3.
List of all Multiple User Access Systems in use on each partition.  These are systems that run in a single address space, but allow multiple users to sign on to them (e.g., CICS regions, Session Managers, etc.).  For each region, also include corresponding userids, profiles, data management files, and a brief description (of each region).

Reference:
OS/390 STIG
3.1.2

3.1.2.1

3.2.2.3

7.1

8  (ALL)

9.3  (ALL)

12.3  (ALL)


LPAR STIG
1.15

Data Sets
CA-EXAMINE will be used as a vehicle to collect the MVS data necessary to conduct the Security Readiness Review (SRR).  Some CA-EXAMINE usage will be done on-line using ISPF/PDF and CA-EXAMINE.  The rest of the CA-EXAMINE usage will be done in a batch mode.  The data sets below can be created either using TSO or batch.  In all cases the Data Control Block (DCB) information is the same.  To allocate a data set in TSO, use option 3.2.  If batch mode is used, run an IEFBR14 to allocate the data sets.

Once the data sets have been created, upload the file located on the SRR Data Collection diskette to the mainframe.  Using any 3270 Terminal Host Emulation software, establish a host connection and TSO session from a PC.  From the TSO READY prompt or ISPF/PDF option 6, upload the file in the WORKLIB directory on the SRR Data Collection diskette to the SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.WORKLIB on the host.  It contains batch jobs that will be used for data collection.  (Specify CR/FL and Convert to EBCDIC during the upload.)

NOTE:
The PDS members must be given the same names as the text files on the diskette due to references in this checklist and batch JCL.

Some LPAR SRR data sets may be created to store information about the SRR.  If they are created, ensure that they follow the format below:

NOTE:
This document contains several references to the character strings 'xxxx' and 'mmmyyyy'.  Throughout this checklist, replace all occurrences of:

1)
'xxxx' with the SMF ID of the domain being reviewed.

2)
'mmmyyyy' with the month and year of the review, e.g., MAR1997.

If data needs to be stored, save it in the following partitioned data sets:

1.
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT – 


CA-EXAMINE reports

2.
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.PARMLIB –


Copies of various system parmlib members

3.
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.IOF –


IODF information

4.
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.WORKLIB –


Tools used to collect data

5.
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RACFCMDS.RPT – 


RACF reports

These permanent data sets must be located on a domain accessible to DISA Field Security Operations personnel and will be required for follow-up SRR data analysis.  The data sets should be backed up and retained by the site for future reference.

A copy of this checklist should be provided to the site prior to the start of the SRR process.

NOTE:
Running of CA-EXAMINE reports and the creation of the above data sets are not necessary if the site is willing to provide access to a security person and a systems programmer who can provide the required information to conduct the SRR.

Sample JCL

//jobname
JOB
(xxxx,xxxx),’SRR TEAM’, CLASS=x,MSGCLASS=x

//JS10
EXEC
PGM=IEFBR14

//DD1
DD
DSN= SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT,

//


DISP=(NEW,CATLG,DELETE),

//


UNIT=disk                                  (i.e. SYSDA)

//


VOL=SER=nnnnn                 (nnnnn is supplied by the site)

//


SPACE=(CYL,(1,1,10))

//


DCB=(LRECL=80,

//


RECFM=FB,BLKSIZE=6160,DSORG=PO)

//DD2
DD
DSN= SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.PARMLIB,

//


DISP=(NEW,CATLG,DELETE),

//


UNIT=disk                                  (i.e. SYSDA)

//


VOL=SER=nnnnn                 (nnnnn is supplied by the site)

//


SPACE=(CYL,(1,1,10))

//


DCB=(LRECL=80,

//


RECFM=FB,BLKSIZE=6160,DSORG=PO)

//DD3
DD
DSN= SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.IOF,

//


DISP=(NEW,CATLG,DELETE),

//


UNIT=disk                                  (i.e. SYSDA)

//


VOL=SER=nnnnn                 (nnnnn is supplied by the site)

//


SPACE=(CYL,(1,1,10))

//


DCB=(LRECL=80,

//


RECFM=FB,BLKSIZE=6160,DSORG=PO)

//DD4
DD
DSN= SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.WORKLIB,

//


DISP=(NEW,CATLG,DELETE),

//


UNIT=disk                              (i.e. SYSDA)

//


VOL=SER=nnnnn                 (nnnnn is supplied by the site)

//


SPACE=(CYL,(1,1,10))

//


DCB=(LRECL=80,

//


RECFM=FB,BLKSIZE=6160,DSORG=PO)

//DD5
DD
DSN=SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RACFCMDS.RPT,

//


DISP=(NEW,CATLG,DELETE),

//


UNIT=disk,

//


VOL=SER=nnnnn,                (nnnnn is supplied by the site)

//


SPACE=(CYL,(20,20,10)),

//


DCB=(LRECL=80,

//


RECFM=FB,BLKSIZE=8000,DSORG=PO)

//

NOTE:
The lower case information will have to be provided by the site.  Once the job is run on the system, check the return code (it should equal zero [RC=0]).  This job can also be used to verify whether an ACP is active by looking at the output log to see ACP messages.
CA-EXAMINE

___
1.
Collect data using the on-line CA-EXAMINE ISPF application.
To use CA-EXAMINE (on-line), do the following:

___
a.
From ISPF/PDF option 6, issue the following command.  This will allow CA-EXAMINE to write output to this PDS member when using the CA‑EXAMINE REPORT command:

alloc f (exam$out) da('sys3.fso.srrlpar.xxxx.mmmyyyy.rpt(reportname)')
Organization:
PO
Record format:
FB
Record length:
80
Block size:
6160 (suggested)

Primary cylinders:
1
Secondary cylinders:
1
Directory blocks:
10
NOTE:
This data set is used to store all data collection.

___
b.
Enter the command REPORT ON from the command line to activate CA-EXAMINE continuous reporting mode.

___
c.
After all data sets are searched, enter the command REPORT OFF from the command line to deactivate CA‑EXAMINE continuous reporting mode and exit the CA‑EXAMINE application.

___
d.
Exit CA-EXAMINE and issue the following command:

free fi(exam$out)

CA-EXAMINE

___
2.
Collect data using the batch CA-EXAMINE application.
To use CA-EXAMINE (batch), do the following:

___
Select the JCL from the report member in the WORKLIB data set and change the Job Card.  Following are the changes to be made:



Jobname – Will be using your userid or whatever the site specifies.



Accounting information – Will have to be supplied by the site.



Class – Will have to be changed to an acceptable batch class.


Msgclass – Will have to be changed to whatever held output class is used at the site.

SRR Data Availability Report

Site:______________________________________
SMF ID:____________________________

Date Reviewed:_____________________________

The following are the names of the data sets that may be produced as a result of the SRR Data Collection:

MVS Data Collection related data set(s) –

____________________________________________________________________

____________________________________________________________________

ACP Data Collection related data set(s) –

____________________________________________________________________

____________________________________________________________________

LPAR Data Collection related data set(s) –

____________________________________________________________________

____________________________________________________________________

Please ensure that these DASD-resident data sets remain available as named for the next three (3) weeks to allow the Field Security Operations SRR team to complete its data analysis.  Thereafter, retain these data sets on DASD or tape for future SRR follow-up activities.
Reviewer:_____________________________________________________________________

Confirmation of Receipt:_________________________________________________________

NOTE:
The creation of the above data sets are not necessary if the site is willing to provide access to a security person and a systems programmer who can provide the required information to conduct the SRR.

LPAR Data Analysis Checklists

NOTE:
This checklist has been designed to address the different Mission Assurance Category (MAC) Levels, and Confidentiality Levels as specified in DODI 8500.2 Enclosure 4 Attachment 1 to 6, as dated 6 February 2003.  All checks now include the IA Control reference, the MAC and confidentiality levels associated with the IA Control reference and any differing requirements.  A check may apply to multiple IA controls because of the type of checking performed.  It should be noted that MAC levels and confidentiality levels are different.

As the reviewer performs each of the checks, the reviewer should consider the requirements of each of the MAC and the requirements for each confidentiality level as they apply to the processing environment and the information processed.  The following is an example and breakdown of the MAC and confidentiality levels as indicated in this document.  In the example below a check having the following listed would apply to all MAC and Confidentiality levels.

ECTP-1:

(MAC I, II, III, classified, sensitive, public)   Requires contents of audit trails to be protected against unauthorized access, modification, or deletion.

	Field
	Explanation

	ECTP-1
	The IA Control Reference as indicated in DODI 8500.2

	(MAC I, II, III, classified, sensitive, public)  
	In this example this check applies to all MAC level systems and all information confidentiality levels.  If a MAC level or confidentiality level was not applicable, it would not be listed in the parenthesis.

	Requires contents of audit trails be protected against unauthorized access, modification or deletion.
	Requirement of the MAC and Confidentiality Levels


Administrative Data Analysis Checklisttc  \l 2 "Administrative Data Analysis Checklist"
___
PDI Sort Order:  LIAM0010



Default Severity: Category II
I.
ISSO Responsibilities

a)
Conduct an interview with the ISSO to determine the following:

___
Does the ISSO maintain access based on approved personnel security investigations/security clearances, need-to-know, and written authorization?

___
Does the ISSO maintain a log of all dial-out to vendors for maintenance?

b)
If both of the above are true, there is NO FINDING.

c)
If either of the above is untrue, this is a FINDING.  The finding should read:

The ISSO roles and responsibilities, as outlined in DISAI 630-230-19, are not being performed.
DCSD-1
(MAC I, II, III, classified, sensitive, public)  Requires a system security plan.
PRAS-1

(MAC- I, II, III sensitive)  For sensitive information DOD personnel security access authorization is required.

PRAS-2

(MAC- I, II, III classified)  For classified information DOD personnel security access authorization is required.

EBRP-1

(MAC- I, II, III classified, sensitive)  Remote access to privileged functions is controlled.

PRMP-1
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.
Reference:
DISAI 630-230-19, Chapter 1, Section 8.b

DISA Computing Services Security Handbook - 2.3.2 and 11.6

LPAR STIG 1.7

DODI 8500.2

II.
Classified Procedures

a)
Conduct an interview with the ISSO to determine the following:

___
Do written procedures exist for handling the introduction of classified information into the system?

b)
If the above is true, there is NO FINDING.

c)
If the above is untrue, this is a FINDING.  The finding should read:

No written procedures exist for handling classified information processed on the system.
PECS-2: 

(MAC- I, II, III classified)  Require clearing and sanitizing of classified information.

PESS-1:

(MAC- I, II, III classified, sensitive)  Requires approved storage of classified information.

PESP-1:

(MAC- I, II, III classified, sensitive)  Requires workplace security procedures.

ECML-1:

(MAC- I, II, III classified, sensitive)  Requires approved marking and labeling of classified information.

Reference:
DISA Computing Services Security Handbook - 3.4.1

DISAI 630-230-19, Chapter 2, Item 9.h (2)

LPAR STIG   4.2.3.1
DODI 8500.2

III.
Contingency Plan

a)
Conduct an interview with the ISSO to determine the following:

___
Does the site have a contingency plan in place?

b)
If the above is true, there is NO FINDING.

c)
If the above is untrue, this is a FINDING.  The finding should read:

No contingency processing plan exists.
CODP-1:

(MAC III, classified, sensitive, public)  Requires a disaster plan that provides partial resumption of mission or business essential functions within 5 days of activation.

CODP-2:

(MAC II, classified, sensitive, public)  Requires a disaster plan that provides for the resumption of mission or business essential functions within 24 hours activation.

CODP-3:

(MAC I, classified, sensitive, public)  Requires a disaster plan that provides for a smooth transfer of all mission or business essential functions to an alternate site for the duration of an event with little or no loss of operational continuity.

Reference:
DISAI 630-230-19, Chapter 2, Item 7

DISA Computing Services Security Handbook - 3.7.1

LPAR STIG 1.15

DODI 8500.2

IV.
Contingency Testing

a)
Conduct an interview with the ISSM to determine the following:

___
Does the ISSM have documentation on file demonstrating the performance of annual contingency testing?

b)
If the above is true, there is NO FINDING.

c)
If the above is untrue, this is a FINDING.  The finding should read:

Annual testing of the contingency plan is not being performed.
   COED-1:

   (MAC II, III, classified, sensitive, public)  Requires annual testing.

   COED-2:

   (MAC I, classified, sensitive, public)  Requires semi-annual testing.

Reference:
DISAI 630-230-19, Chapter 2, Item 7

DISA Computing Services Security Handbook - 3.7.1

LPAR STIG 1.15

DODI 8500.2

Procedures Data Analysis Checklist

___
PDI Sort Order:  LPRO0010



Default Severity: Category IV
a)
Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1(a) – Operations

b)
If documentation for IPL exists, there is NO FINDING.

c)
If no documentation exists, this is a FINDING.  The finding should read:

Documentation for the IPL procedure does not exist.

   COTR-1:

   (MAC I, II, III, classified, sensitive, public)  Requires trusted recovery procedures.

Reference:
LPAR STIG
1.15




DODI 8500.2

___
PDI Sort Order:  LPRO0020



Default Severity: Category IV
a)
Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1(a) – Operations
· NOTE:  This applies to IBM mainframes only, AMDAHL machines do not perform PORs.  Thus if the platform is an AMDAHL machine this item is Non Applicable.

b)
If documentation for POR (Power On Reset) exists, there is NO FINDING.

c)
If no documentation exists, this is a FINDING.  The finding should read:

Documentation for the POR procedure does not exist.

   COTR-1:

   (MAC I, II, III, classified, sensitive, public)  Requires trusted recovery procedures.

Reference:
LPAR STIG
1.15


DODI 8500.2
___
PDI Sort Order:  LPRO0030



Default Severity: Category IV
a)
Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1(a) – Operations
b)
If documentation for shutdowns exists, there is NO FINDING.

c)
If no documentation exists, this is a FINDING.  The finding should read:

Documentation for the shutdown procedure does not exist.

   COTR-1:

   (MAC I, II, III, classified, sensitive, public)  Requires trusted recovery procedures.

Reference:
LPAR STIG
1.15


DODI 8500.2
___
PDI Sort Order:  LPRO0040



Default Severity: Category IV
a)
Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1(c) – Change Management
b)
If documentation exists for the backup and recovery of the production IODF, there is NO FINDING.

c)
If no documentation exists, this is a FINDING.  The finding should read:

Documentation for backup and recovery procedures of the production IODF file does not exist.

   COTR-1:

   (MAC I, II, III, classified, sensitive, public)  Requires trusted recovery procedures.

Reference:
LPAR STIG
1.15


DODI 8500.2

ACP Data Analysis Checklist

___
PDI Sort Order:  LACP0010



Default Severity: Category I

a)
To verify that the ACPs are installed on the different Logical Partitions, sign on to TSO, review the sign-on messages indicating the ACP is functioning, and if necessary, submit the following batch job.  (It will need to be typed into the WORK data set.)

//jobname
JOB
(xxxx,xxxx),’SRR TEAM’, CLASS=x,MSGCLASS=x

//JS10
EXEC
PGM=IEFBR14

//

NOTE:
The lower case information (jobname and the “x”s) will have to be provided by the site.  Once the job is run on the system, it will display that an ACP is active on the system.  This can be verified by looking in the output of the batch run.

Repeat the JCL submission for each Logical Partition and enter all findings under one entry for this PDI.

b)
Refer to the Central Process Complex Domain/LPAR Names table in the ACP Worksheet.

c)
If the ACPs listed in the Central Processor Complex Domains/LPAR Names table are in use, there is NO FINDING.

d)
If no ACP is listed or found to be in use, this is a FINDING.  The finding should read:

Authorized software security product is not being used.

   DSCR-1:

   (MAC I, II, III, public)  Requires COTS-IA software with basic robustness.

   DSCR-2:

   (MAC I, II, III, sensitive)  Requires COTS-IA software with medium robustness.

   DSCR-3:

   (MAC I, II, III, classified)  Requires COTS-IA software with high robustness.

NOTE:
Verification of the ACP can also be done by signing on to the system and checking for ACP messages.

Reference:
LPAR STIG
1.9.1


DODI 8500.2

Hardware Configuration Definition (HCD) Data Analysis Checklist

___
PDI Sort Order:  LIHD0010



Default Severity: Category IV
a)
Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1(c) – Change Management
b)
If documentation of the Hardware Configuration exists, there is NO FINDING.

c)
If no documentation exists, this is a FINDING.  The finding should read:

Documentation for Hardware Configuration does not exist.

   DCHW-1:

   (MAC I, II, III, classified, sensitive, public)  Requires documented H/W baseline.

   DCSW-1:

   (MAC I, II, III, classified, sensitive, public)  Requires documented S/W baseline.

Reference:
LPAR STIG
1.15



DODI 8500.2

___
PDI Sort Order:  LIHD0020



Default Severity: Category III
a)
Run batch jobs acpCMD1 and acpFCMD2, (acp: RACF, ACF2, TSS), to produce the needed reports if they do not already exist.  (Each member is in WORKLIB and will need to be tailored.  See each member for instructions.  The tailoring and running of the two jobs may have to be done for each Logical Partition.)  Refer to the following data set members to determine the results:

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(DATASET)

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(LISTUSER)

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(LISTGRP)
___
The ACP data set rules for hhhhhhhh.IODFxx.WORK allow inappropriate access.

___
The ACP data set rules for hhhhhhhh.IODFxx.WORK do not specify that UPDATE and/or ALTER access will be logged.

b)
If both of the above are untrue, there is NO FINDING.

c)
If either of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1)
Data set access authorization does not restrict UPDATE and/or ALTER access to systems programming personnel.

2)
Data set UPDATE and/or ALTER access is not logged.

a) Justification for access authorization was not provided.

NOTE:
Some data centers do not use the work file.  Instead they use a backup of the last production file.  This is acceptable providing they protect the data set accordingly.
ECCD-1:

(MAC III, classified, sensitive, public)     Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.
PRMP-2

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.
Reference:
LPAR STIG
2.2.1.3




DODI 8500.2

___
PDI Sort Order:  LIHD0030



Default Severity: Category II
a)
Run batch jobs acpCMD1 and acpFCMD2, (acp: RACF, ACF2, TSS), to produce the needed reports if they do not already exist.  (Each member is in WORKLIB and will need to be tailored.  See each member for instructions.  The tailoring and running of the two jobs may have to be done for each Logical Partition.)  Refer to the following data set members to determine the results:

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(DATASET)

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(LISTUSER)

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(LISTGRP)
___
The ACP data set rules for hhhhhhhh.IODFxx allow inappropriate access.

___
The ACP data set rules for hhhhhhhh.IODFxx do not restrict UPDATE and/or ALTER access to only MVS systems programming personnel.

___
The ACP data set rules for hhhhhhhh.IODFxx do not specify that UPDATE and/or ALTER access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1)
Data set access authorization does not restrict UPDATE and/or ALTER access to systems programming personnel.

2)
Data set UPDATE and/or ALTER access is not logged.

3)
Justification for access authorization was not provided.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.
PRMP-2

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.
Reference:
LPAR STIG
2.2.1.3



DODI 8500.2

___
PDI Sort Order:  LIHD0040



Default Severity: Category II
a)
Verify the existence of ACTIVITY log data sets with each IODF.  Do this by obtaining the file names from the Configuration Management personnel and using HCD to verify them.

b)
If the ACTIVITY log data sets exist for each IODF, there is NO FINDING.

c)
If the ACTIVITY log data sets do not exist, this is a FINDING.  The finding should read:

ACTIVITY log data set(s) is (are) not in use.

   ECAT-1:

(MAC III, sensitive, public)  Requires audit trail records be available and regularly reviewed.

   ECAT-2:

(MAC I, II, classified)  Requires continuous automated audit trail monitoring with immediate alert notification.

Reference:
LPAR STIG
2.2.1.3
DODI 8500.2
___
PDI Sort Order:  LIHD0050



Default Severity: Category II
a)
Run batch jobs acpCMD1 and acpFCMD2, (acp: RACF, ACF2, TSS), to produce the needed reports if they do not already exist.  (Each member is in WORKLIB and will need to be tailored.  See each member for instructions.  The tailoring and running of the two jobs may have to be done for each Logical Partition.)  Refer to the following data set members to determine the results:

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(DATASET)

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(LISTUSER)

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(LISTGRP)
___
The ACP data set rules for hhhhhhhh.IODFxx.ACTLOG allow inappropriate access.

___
The ACP data set rules for hhhhhhhh.IODFxx.ACTLOG do not restrict UPDATE and/or ALTER access to only MVS systems programming personnel.

___
The ACP data set rules for hhhhhhhh.IODFxx.ACTLOG do not specify that UPDATE and/or ALTER access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1)
Data set access authorization does not restrict UPDATE and/or ALTER access to systems programming personnel.

2)
Data set UPDATE and/or ALTER access is not logged.

3)
Justification for access authorization was not provided.

ECTP-1:

(MAC I, II, III, classified, sensitive, public)  Contents of audit trails are protected against unauthorized access, modification or deletion.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.
PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.
Reference:
LPAR STIG
2.2.1.3



DODI 8500.2

___
PDI Sort Order:  LIHD0060



Default Severity: Category III
a)
Run batch jobs acpCMD1 and acpFCMD2, (acp: RACF, ACF2, TSS), to produce the needed reports if they do not already exist.  (Each member is in WORKLIB and will need to be tailored.  See each member for instructions.  The tailoring and running of the two jobs may have to be done for each Logical Partition.)  Refer to the following data set members to determine the results:

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(DATASET)

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(LISTUSER)

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(LISTGRP)
___
The ACP data set rules for the following HCD system data sets allow inappropriate access:



SYS1.SCBDHENU
(FMID)



SYS1.SCBDCLST
(CLIST)



SYS1.SCBDPENU
(PANELS)



SYS1.SCBDMENU
(MESSAGES)



SYS1.SCBDTENU
(TABLES)

___
The ACP data set rules for the above HCD system data sets do not restrict UPDATE and/or ALTER access to only MVS systems programming personnel.

___
The ACP data set rules for the above HCD system data sets do not specify that UPDATE and/or ALTER access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1)
Data set access authorization does not restrict UPDATE and/or ALTER access to systems programming personnel.

2)
Data set UPDATE and/or ALTER access is not logged.

3)
Justification for access authorization was not provided.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.
PRMP-2

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.
Reference:
LPAR STIG
2.2.1.3



DODI 8500.2
___
PDI Sort Order:  LIHD0070



Default Severity: Category II
a)
Using TSO display the pack locations for the PRODUCTION data set and its backup.

___
The filename for the PRODUCTION data set is hhhhhhhh.IODFxx.

___
The filename for the backup PRODUCTION file is hhhhhhhh.IODFxx.

b)
If both data sets reside on different disk volumes and SYS1.PARMLIB is on system volume then, there is NO FINDING.

c)
If both data sets reside on different disk volumes, this is a FINDING.  The finding should read:

The production and backup IODF data sets do not reside on the same disk volume.
   COTR-1:

   (MAC I, II, III, classified, sensitive, public) Requires trusted recovery procedures.

Reference:
LPAR STIG
2.2.1.3



DODI 8500.2
___
PDI Sort Order:  LIHD0080



Default Severity: Category II

a)
Run batch jobs acpCMD1 and acpFCMD2, (acp: RACF, ACF2, TSS), to produce the needed reports if they do not already exist.  (Each member is in WORKLIB and will need to be tailored.  See each member for instructions.  The tailoring and running of the two jobs may have to be done for each Logical Partition.)  Refer to the following data set members to determine the results:

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(OPERCMDS)

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(LISTUSER)

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(LISTGRP)
b)
If access to the HCD ACTIVATE command is restricted to systems programming personnel as indicated in Section 2.2.1.3, Hardware Configuration Definition (HCD) Program, in the LPAR STIG, there is NO FINDING.
c)
If access to the HCD ACTIVATE command is logged as indicated in Section 2.2.1.3, Hardware Configuration Definition (HCD) Program, in the LPAR STIG, there is NO FINDING.

d)
If either (b) or (c) above is untrue for the HCD ACTIVATE command, this is a FINDING.  The finding should read:

The following access authorization(s) to the HCD ACTIVATE command is (are) inappropriate:

1)
Access authorization does not restrict access to appropriate personnel.

2)
Resource access is not logged.

3)
Justification for access authorization was not provided.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.
Reference:
LPAR STIG
2.2.1.3


DODI 8500.2

___
PDI Sort Order:  LIHD0090



Default Severity: Category IV
a)
Run batch jobs acpCMD1 and acpFCMD2, (acp: RACF, ACF2, TSS), to produce the needed reports if they do not already exist.  (Each member is in WORKLIB and will need to be tailored.  See each member for instructions.  The tailoring and running of the two jobs may have to be done for each Logical Partition.)  Refer to the following data set members to determine the results:

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(PROGRAM)

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(LISTUSER)

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(LISTGRP)
b)
Compare the profiles defined in the PROGRAM resource class with the programs specified in the following STIG sections:

1)
OS/390 STIG, Section 3.1.5.3, Sensitive Utility Controls

2)
OS/390 STIG, Section 11.2.3.2, Sensitive Utility Controls (CA-1)

3)
LPAR STIG, Section 2.2.1.2, Input/Output Configuration Program (IOCP)
c)
Ensure that the IOCP program specified in the LPAR STIG section referenced in (b) (3) above meets the following requirements:

1)
The profile is defined in the PROGRAM resource class.

2)
Access is restricted to the appropriate personnel.

3)
Successful execution is audited, e.g., SUCCESS(READ).

d)
If all of the items in (c) above are satisfied, there is NO FINDING.

e)
If any of the items in (c) above is not satisfied, this is a FINDING.  The finding should read:

The xxxxIOCP utility(ies) is (are) improperly protected:

1)
Required program(s) is (are) not defined to the PROGRAM resource class.

2)
Access authorization does not restrict access to appropriate personnel.

3)
Program access is not logged.

4)
Justification for access authorization was not provided.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:

(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.
Reference:
LPAR STIG
2.2.1.3



4.1.1


DODI 8500.2

___
PDI Sort Order:  LIHD0100



Default Severity: Category III
a)
Run batch jobs acpCMD1 and acpFCMD2, (acp: RACF, ACF2, TSS), to produce the needed reports if they do not already exist.  (Each member is in WORKLIB and will need to be tailored.  See each member for instructions.  The tailoring and running of the two jobs may have to be done for each Logical Partition.)  This check verifies CBD resource access. (CBD resources can be used to queries and update the IPLADDR and IPLPARM values for IPL, and the IOCDS.)  Refer to the following data set member to determine the results:

-
SYS3.FSO.SRRLPAR.xxxx.mmmyyyy.RPT(FACILITY)

b)
Review profiles for the CBD-prefixed resources in the FACILITY resource class.

c)
If access to all CBD-prefixed resources is restricted to only MVS systems programming personnel, there is NO FINDING.

d)
If access to any CBD-prefixed resource is not restricted to only MVS systems programming personnel, this is a FINDING.  The finding should read:

The following access authorization(s) is (are) inappropriate for CBD-prefixed resources:

1)
Access authorization does not restrict access to systems programming personnel.

2)
Justification for access authorization was not provided.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
2.2.1.3


DODI 8500.2

___
PDI Sort Order:  LIHD0110



Default Severity: Category IV
a) Using TSO, verify in the SYSx.IPLPARM or SYS1.PARMLIB library that no members other than LOAD00 and LOADBK exist.

The LOADxx member provides information about the prefix of the IODF in use and optional information about a sysplex.

b)
If no other members exist, there is NO FINDING.

c)
If a documented deviation exists, there is NO FINDING.

d)
If the deviation is not documented, this is a FINDING.  The finding should read:

Improperly named LOADxx member(s) was (were) found for which no documentation was provided to substantiate the variance(s).
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.   All changes must be recorded.

PRMP-1:

(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
3.3.1


DODI 8500.2

___
PDI Sort Order:  LIHC0010



Default Severity: Category I
a)
Verify the location of the Hardware Management Console.

1)
It should be located in a controlled area.

2)
Access to it should be restricted.

b)
If both of the items in (a) above are satisfied, there is NO FINDING.

c)
If either of the items in (a) above is not satisfied, this is a FINDING.  The finding should read:

The Hardware Management Console is improperly protected.

1)
The Hardware Management Console is not located in a controlled area.

2)
Access to the Hardware Management Console is not restricted to appropriate personnel.

PEPF-1:

(MAC I, II, III, sensitive)  Requires physical access controls for workstations that process or display sensitive information or unclassified information.

PEPF-2:

(MAC I, II, III, classified)  Requires physical access controls for workstations that process or display classified information.  A visitor log is maintained.
PECF-1:

(MAC I, II, III, sensitive)  Requires authorized personnel physical access.

PECF-2:

(MAC I, II, III, classified)  Requires authorized personnel with appropriate clearances and physical access.
Reference:
LPAR STIG
4.2.1.1



4.2.2.1


DODI 8500.2

___
PDI Sort Order:  LIHC0020



Default Severity: Category II
a)
Verify that microcode updates to the Hardware Management Console are tracked.

-
Check to see that a log exists and is used.  Do this by looking at the View Console Information panel.

b)
If the Hardware Management Console updates are logged, there is NO FINDING.

c)
If the above is not satisfied, this is a FINDING.  The finding should read:

Microcode updates to the Hardware Management Console are not tracked.

ECAT-1:

(MAC III, sensitive, public)  Requires audit trail records be available and regularly reviewed.

ECAT-2:

(MAC I, II, classified)  Requires continuous automated audit trail monitoring with immediate alert notification.

Reference:
LPAR STIG
4.2.1.1



4.2.2.1


DODI 8500.2

___
PDI Sort Order:  LIHC0030



Default Severity: Category II


NOTE:  For classified processing only.

a)
Verify that automatic dial-out access from the Hardware Management Console is not activated.  (The authorized option that allows an approved transmission may be turned on.)

· Check the Hardware Management Console panel to ensure that a remote phone number and the remote service parameter are not turned on.

b)
For IBM CMOS 9672 and Multiprise 2000 machines, if the Enable remote service box is turned off, there is NO FINDING.

c)
For IBM CMOS 9672 and Multiprise 2000 machines, if the Enable remote service is on and the Authorize automatic service call reporting is off, there is NO FINDING.

d)
For IBM CMOS 9672 and Multiprise 2000 machines, if the Authorize service call reporting is off, there is NO FINDING.

e)
For Amdahl 5995M machines, if the Link Mode is disabled, there is NO FINDING.

f)
If any of the above is not satisfied, this is a FINDING.  The finding should read:

Automatic dial-out access to the Hardware Management Console is activated.

NOTE:  For unclassified machines this feature will be enabled and is not a finding.

EBRP-1:

(MAC I, II, III, classified, sensitive)  Requires strict control of privileged function remote and audit trail.

EBRU-1:

(MAC I, II, III, classified, sensitive)  Requires all remote access be mediated through a managed access.

Reference:
LPAR STIG
4.2.3.1


DODI 8500.2

___
PDI Sort Order:  LIHC0040



Default Severity: Category II
a)
Verify that sign-on access to the Hardware Management Console is restricted to authorized personnel.

· Sign on as an administrator, or have an administrator do so, and verify authorized functions.

· Sign on as a systems programmer, or have a systems programmer do so, and verify authorized functions.

· Sign on as an operator, or have an operator do so, and verify authorized functions.

b) If the Hardware Management Console sign-on access is restricted, there is NO FINDING.

c)
If (a) and (b) above are not satisfied, this is a FINDING.  The finding should read:

The sign-on access to the Hardware Management Console is not restricted to authorized personnel.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PEPF-1:

(MAC I, II, III, sensitive)  Requires physical access controls for workstations that process or display sensitive information or unclassified information.

PEPF-2:

(MAC I, II, III, classified)  Requires physical access controls for workstations that process or display classified information.  A visitor log is maintained.
PECF-1:

(MAC I, II, III, sensitive)  Requires authorized personnel physical access.
PECF-2:

(MAC I, II, III, classified)  Requires authorized personnel with appropriate clearances physical access.
Reference:
LPAR STIG
4.2.1.1


DODI 8500.2

___
PDI Sort Order:  LIHC0050



Default Severity: Category II

NOTE:  For classified processing only.

a)
Verify on the Hardware Management Console that the dial-in facility is restricted.  Do this by ensuring that both the Enable Remote Operations parameter and the Automatic Call Answering parameter are turned off on the Enable Hardware Management Console Services panel.

NOTE:
For unclassified sites, dial-in access is allowed and is not a finding.
b)
If the remote service parameter is turned off, there is NO FINDING.

c)
If the remote service parameter is not turned off, this is a FINDING.  The finding should read:

The automatic dial-in facility is not restricted.

EBRP-1:

(MAC I, II, III, classified, sensitive)  Requires strict control of privileged function remote and audit trail.

EBRU-1:

(MAC I, II, III, classified, sensitive)  Requires all remote access be mediated through a managed access.

Reference:
LPAR STIG
4.2.3.2


DODI 8500.2

___
PDI Sort Order:  LIHC0060



Default Severity: Category III

a)
Verify the existence and use of an unauthorized, (undocumented), alternate Hardware Management Console.

If an alternate Hardware Management Console is used, repeat the following checks:

1)
LIHC0020

2)
LIHC0030

3)
LIHC0040

4)
LIHC0050

NOTE:
Enter any finding information under the above applicable entries in the SRR database.

b)
If an unauthorized alternate console does not exist, there is NO FINDING.

c)
If an unauthorized alternate console exists, this is a FINDING.  The finding should read:

An unauthorized alternate Hardware Management Console is in use.

EBRP-1:

(MAC I, II, III, classified, sensitive)  Requires strict control of privileged function remote and audit trail.

EBRU-1:

(MAC I, II, III, classified, sensitive)  Requires all remote access be mediated through a managed access.

ECAT-1:

(MAC III, sensitive, public)  Requires audit trail records be available and regularly reviewed.

ECAT-2:

(MAC I, II, classified)  Requires continuous automated audit trail monitoring with immediate alert notification.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.
PEPF-1:

(MAC I, II, III, sensitive)  Requires physical access controls for workstations that process or display sensitive information or unclassified information.
PEPF-2:

(MAC I, II, III, classified)  Requires physical access controls for workstations that process or display classified information.  A visitor log is maintained.
PECF-1:

(MAC I, II, III, sensitive)  Requires authorized personnel physical access.
PECF-2:

(MAC I, II, III, classified)  Requires authorized personnel with appropriate clearances physical access.
Reference:
LPAR STIG
4.2.2.1


DODI 8500.2

___
PDI Sort Order:  LIHC0070



Default Severity: Category II

a) Verify on the Hardware Management Console that the Event log is in use.


 This is done by selecting the View Console Events panel under Console Actions.

b)
If the Event log exists, there is NO FINDING.

c)
If no Event log exists, this is a FINDING.

d)
If the Event log exists and is not collecting data, this is a FINDING.  The finding should read:

The Hardware Management Console Event log does not exist.

ECAT-1:

(MAC III, sensitive, public)  Requires audit trail records be available and regularly reviewed.

ECAT-2:

(MAC I, II, classified)  Requires continuous automated audit trail monitoring with immediate alert notification.

Reference:
LPAR STIG
4.2.2.1


DODI 8500.2

PR/SM Data Analysis Checklist

___
PDI Sort Order:  LIPM0010



Default Severity: Category III
a)
Using the Hardware Management Console, do the following:

1)
Access the Partition Page panel.

2)
Compare the partition names listed on the Partition Page to the names entered on the Central Processor Complex Domain/LPAR Names table.  For the AMDAHL machine this information is obtained from the pull down menu.

b)
If a documented deviation exists, there is NO FINDING.

c)
If the deviation is not documented, this is a FINDING.  The finding should read:

Undocumented partitions exist on the complex.

The following undocumented partition(s) was (were) identified on the machine:

DCPR-1:
(MAC I, II, III, classified, sensitive, public)  Requires a formal change CM process that restricts unauthorized software.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

Reference:
LPAR STIG
1.15


DODI 8500.2

___
PDI Sort Order:  LIPM0020


Default Severity: Category II
a)
Using the Hardware Management Console, verify that a partition cannot read or write to any IOCDS.  Use the Security Definitions Page to do this by checking to see if the Input/Output (I/O) Configuration Control option has been turned on.

NOTE:
The default is that this option is turned on.  For classified partitions on a shared system complex, this option must be turned off.  Normally, classified partitions should not be found on unclassified machines that would make this item Non Applicable.

b)
Confirm whether or not the Input/Output (I/O) Configuration Control option is checked.

c)
If a documented deviation exists, there is NO FINDING.

d)
If the deviation is not documented, this is a FINDING.  The finding should read:

Unauthorized reading and writing of IOCDS files are being performed.

The following partition(s) is (are) performing unauthorized reading and writing of IOCDS files:

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

Reference:
LPAR STIG
2.2.1.1


DODI 8500.2

___
PDI Sort Order:  LIPM0030



Default Severity: Category III
a)
Using the Hardware Management Console, verify that the Logical Partitions cannot issue control program commands to another Logical Partition.  Use the PR/SM panel known as the Security Definitions Page to do this.  The Cross Partition Control option must be turned off.

NOTE:
The default is that the option is turned off.

b)
If a documented deviation exists, there is NO FINDING.

c)
If the deviation is not documented, this is a FINDING.  The finding should read:

PR/SM allows unauthorized command entry.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

Reference:
LPAR STIG
2.2.1.4


DODI 8500.2

NOTE:
This checklist item is for classified partitions on shared sysplexes only.

___
PDI Sort Order:  LIPM0040



Default Severity: Category II

a) Using the Hardware Management Console, verify that the Logical Partition channel paths are reserved from the rest of the Logical Partitions.  

Use the Security Definitions Panel to verify  this.  The Logical Partition Isolation option must be turned on.

NOTE:
On non-shared sysplexes the option will be turned off.  The default is that the option is turned off.

b)
If a documented deviation exists, there is NO FINDING.

c)
If the deviation is not documented, this is a FINDING.  The finding should read:

Reserved channel paths are not in use for classified partitions.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

Reference:
LPAR STIG
4.2.3.1


DODI 8500.2

NOTE:
This checklist item is for classified partitions on shared sysplexes only.

___
PDI Sort Order:  LIPM0050



Default Severity: Category III

a) Using the Hardware Management Console, verify that the classified Logical Partition system data cannot be viewed by other Logical Partitions. 

Use the Security Definitions Panel to do this.  The Global Performance Data Control option must be turned off.

NOTE:
The default is that the option is turned off.

b)
If a documented deviation exists, there is NO FINDING.

c)
If the deviation is not documented, this is a FINDING.  The finding should read:

Unauthorized view of classified system performance is allowed.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

Reference:
LPAR STIG
4.2.3.1


DODI 8500.2

NOTE:
This checklist item is for classified partitions on shared sysplexes only.

___
PDI Sort Order:  LIPM0060



Default Severity: Category II

a) Using the Hardware Management Console, verify that the Logical Partition processors are dedicated for exclusive use by the classified Logical Partition.

Use the Processor Page to do this.  The Dedicated Central Processors option must be turned on.

NOTE:
For non-shared sysplexes the option should be turned off.  The default is that the option is turned off.

b)
If a documented deviation exists, there is NO FINDING.

c)
If the deviation is not documented, this is a FINDING.  The finding should read:

Classified Logical Partition processors are not dedicated for exclusive use.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

Reference:
LPAR STIG
4.2.3.1


DODI 8500.2

Cross System Coupling Facility Data Analysis Checklist 

NOTE:
Utilize this checklist if the Cross System Coupling Facility is in use.

___
PDI Sort Order:  LIXF0010



Default Severity: Category III
a) Using TSO, verify in the SYS1.PARMLIB library that no members other than XCFPOL00 and XCFPOLBK exist.

The XCFPOLxx member is used only if the sysplex failure management policy is not active.

b)
If no other members exist, there is NO FINDING.

c)
If a documented deviation exists, there is NO FINDING.

d)
If the deviation is not documented, this is a FINDING.  The finding should read:

The following improperly named XCFPOLxx member(s) was (were) found for which no documentation was provided to substantiate the variance(s).
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.   All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
7.5


DODI 8500.2

NOTE:
Utilize this checklist if the Cross System Coupling Facility is in use.

___
PDI Sort Order:  LIXF0020



Default Severity: Category III
a) Using TSO, verify in the SYS1.PARMLIB library that no members other than CTIGXCF00 and CTIGXCFBK exist.

The CTIGXCFxx member is used to control the trace options of the Cross System Coupling Facility.

b)
If no other members exist, there is NO FINDING.

c)
If a documented deviation exists, there is NO FINDING.

d)
If the deviation is not documented, this is a FINDING.  The finding should read:

The following improperly named XCFPOLxx member(s) was (were) found for which no documentation was provided to substantiate the variance(s):
ECCD-1:

MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
7.5


DODI 8500.2

NOTE:
Utilize this checklist if the Cross System Coupling Facility is in use.

___
PDI Sort Order:  LIXF0030



Default Severity: Category II
a)
Verify that the coupling data sets are protected from unauthorized update.  (Unauthorized update could result from an inappropriate user or program.)
The name of the COUPLExx member is specified in the SYS1.PARMLIB member IEASYS00.  The COUPLExx member identifies the names of the primary and alternate coupling data sets.

b) If the files are protected in accordance with DISA requirements, there is NO FINDING.

c) If no rules exist to protect the coupling files from unauthorized update, this is a FINDING.  The finding should read:

The coupling data sets are not protected in accordance to DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
7.3


DODI 8500.2

NOTE:
Utilize this checklist if the Cross System Coupling Facility is in use.

___
PDI Sort Order:  LIXF0040



Default Severity: Category II
a) Verify that the Automatic Restart Management (ARM) data sets are protected from unauthorized update.

The name of the COUPLExx member is specified in the SYS1.PARMLIB member IEASYS00.  The COUPLExx member identifies the names of the primary and alternate ARM coupling data sets.
b)
If no ARM data sets are identified, there is NO FINDING.

c)
If the ARM primary and alternate files are identified and no rules exist to protect the files from unauthorized update, this is a FINDING.  The finding should read:

The ARM coupling data sets are not protected in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.
Reference:
LPAR STIG
7.3


DODI 8500.2

NOTE:
Utilize this checklist if the Cross System Coupling Facility is in use.

___
PDI Sort Order:  LIXF0050



Default Severity: Category II
a) Verify that the Workload Management (WLM) data sets are protected from unauthorized update.

The name of the COUPLExx member is specified in the SYS1.PARMLIB member IEASYS00.  The COUPLExx member identifies the names of the primary and alternate WLM coupling data sets.
b)
If no WLM data sets are identified, there is NO FINDING.

c)
If the WLM primary and alternate files are identified and no rules exist to protect the files from unauthorized update, this is a FINDING.  The finding should read:

The WLM coupling data sets are not protected in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.
PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.
Reference:
LPAR STIG
7.3


DODI 8500.2

NOTE:
Utilize this checklist if the Cross System Coupling Facility is in use.

___
PDI Sort Order:  LIXF0060



Default Severity: Category II
a)
Verify that the Sysplex Failure Management (SFM) data sets are protected from unauthorized update.

The name of the COUPLExx member is specified in the SYS1.PARMLIB member IEASYS00.  The COUPLExx member identifies the names of the primary and alternate SFM coupling data sets.
b)
If no SFM data sets are identified, there is NO FINDING.

c)
If the SFM primary and alternate files are identified and no rules exist to protect the files from unauthorized update, this is a FINDING.  The finding should read:

The SFM coupling data sets are not protected in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.
PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
7.3


DODI 8500.2

NOTE:
Utilize this checklist if the Cross System Coupling Facility is in use.

___
PDI Sort Order:  LIXF0070



Default Severity: Category II
a) Verify that the Coupling Facility Resource Management (CRFM) data sets are protected from unauthorized update.

The name of the COUPLExx member is specified in the SYS1.PARMLIB member IEASYS00.  The COUPLExx member identifies the names of the primary and alternate CRFM coupling data sets.
b)
If no CRFM data sets are identified, there is NO FINDING.

c)
If the CRFM primary and alternate files are identified and no rules exist to protect the files from unauthorized update, this is a FINDING.  The finding should read:

The CRFM coupling data sets are not protected in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:

(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
7.3


DODI 8500.2

NOTE:
Utilize this checklist if the Cross System Coupling Facility is in use.

___
PDI Sort Order:  LIXF0080



Default Severity: Category II
a)
Verify that the IXCL1DSU utility is protected from unauthorized use.

The IXCL1DSU utility is used to format couple data sets.
b)
If security access rules exist restricting access and usage, there is NO FINDING.

c)
If no security rules exist, restricting access and usage, this is a FINDING.  The finding should read:

The IXCL1DSU utility is not protected in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:

(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
7.3


DODI 8500.2

NOTE:
Utilize this checklist if the Cross System Coupling Facility is in use.

___
PDI Sort Order:  LIXF0090



Default Severity: Category II
a)
Verify that the IXCMIAPU utility is protected from unauthorized use.

The IXCMIAPU utility is used to create and administer the ARM, CFRM, SFM and LOGR  coupling  data sets.
b)
If security access rules exist restricting access and usage, there is NO FINDING.

c)
If no security rules exist, restricting access and usage, this is a FINDING.  The finding should read:

The IXCMIAPU utility is not protected in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:

(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
7.3


DODI 8500.2

NOTE:
Utilize this checklist if the Cross System Coupling Facility is in use.

___
PDI Sort Order:  LIXF0100



Default Severity: Category II
a)
Verify that the following WLM files are protected from unauthorized update and use.

SYS1.SBLSCLI0
-
REXX code

SYS1.SBLSKEL0
-
WLM skeletons

SYS1.SBLSPNL0
-
WLM panels

SYS1.SBLSTBL0
-
WLM key lists and commands

SYS1.SBLSMSG0
-
WLM messages
b)
If security access rules exist restricting access and usage, there is NO FINDING.

c)
If no security rules exist, restricting access and usage, this is a FINDING.  The finding should read:

The WLM ISPF files are not protected in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.
PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.
Reference:
LPAR STIG
7.3


DODI 8500.2

NOTE:
Utilize this checklist if the Cross System Coupling Facility is in use.

___
PDI Sort Order:  LIXF0110



Default Severity: Category II
a)
Verify that the system logger LOGR data set is protected from unauthorized update and use.

b)
If security access rules exist restricting access and usage, there is NO FINDING.

c)
If no security rules exist, restricting access and usage, this is a FINDING.  The finding should read:

The system logger (LOGR) couple data set is not protected in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition processes for authorization and a list of authorized maintenance personnel must be documented.
PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.
Reference:

LPAR STIG
7.3

DODI 8500.2

___
PDI Sort Order:  LIXF0120



Default Severity: Category II
a)
Verify that SETXCF COUPLE commands are protected from unauthorized use.

b)
If security access rules exist restricting usage, there is NO FINDING.

c)
If no security rules exist restricting usage, this is a FINDING.  The finding should read:

The SETXCF COUPLE commands are not protected in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.
Reference:
LPAR STIG
7.3


DODI 8500.2

NOTE:
Utilize this checklist if the Cross System Coupling Facility is in use.

___
PDI Sort Order:  LIXF0120



Default Severity: Category II
a)
Verify that SETXCF COUPLE commands are protected from unauthorized use.

b)
If security access rules exist restricting usage, there is NO FINDING.

c)
If no security rules exist restricting usage, this is a FINDING.  The finding should read:

The SETXCF COUPLE commands are not protected in accordance to DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
7.3


DODI 8500.2

ESCON Data Analysis Checklist

___
PDI Sort Order:  LESC0010



Default Severity: Category I
a)
Verify the location of the ESCON Director Application Console.

1)
It should be located in a controlled area.

2)
Access to it should be restricted.

b)
If both of the items in (a) above are satisfied, there is NO FINDING.

c)
If either of the items in (a) above is not satisfied, this is a FINDING.  The finding should read:

The ESCON Director Application Console is improperly protected.

1)
The ESCON Director Application Console is not located in a controlled area.

2)
Access to the ESCON Director Application Console is not restricted to appropriate personnel.

PEPF-1:
(MAC I, II, III, sensitive)  Requires physical access controls for workstations that process or display sensitive information or unclassified information.

PEPF-2:

(MAC I, II, III, classified)  Requires physical access controls for workstations that process or display classified information.  A visitor log is maintained.
PECF-1:

(MAC I, II, III, sensitive)  Requires authorized personnel physical access.
PECF-2:

(MAC I, II, III, classified)  Requires authorized personnel with appropriate clearances physical access.
Reference:
LPAR STIG
5.1.2.1


DODI 8500.2

___PDI Sort Order:  LESC0020



Default Severity: Category II

a) Verify that sign-on access to the ESCON Director Application Console is restricted to authorized personnel.

Sign on to the ESCD without a valid userid and password.

b) If the ESCON Director Application Hardware Management Console sign-on access is restricted, there is NO FINDING.

c) If (a) and (b) above are not satisfied, this is a FINDING.  The finding should read:

The sign-on access to the ESCON Director Application Console is not restricted to authorized personnel.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

Reference:
LPAR STIG
5.1.2.1


DODI 8500.2

___
PDI Sort Order:  LESC0030


Default Severity: Category II

a)
Verify on the ESCON Director Application Console that the Event log is in use.

b)
If the Event log exists, there is NO FINDING.

c)
If no Event log exists or, the ESCON Director Application Console events are not being logged, this is a FINDING.

d)
If the Event log exists and is not collecting data, this is a FINDING.  The finding should read:

The ESCON Director Application Console Event log does not exist.

ECAT-1:

(MAC III, sensitive, public)  Requires audit trail records be available and regularly reviewed.

ECAT-2:

(MAC I, II, classified)  Requires continuous automated audit trail monitoring with immediate alert notification.

Reference:
LPAR STIG
5.1.2.1


DODI 8500.2

___
PDI Sort Order:  LESC0040



Default Severity: Category II
a)
Verify the location of the ESCON Manager Workstation.

1)
It should be located in a controlled area.

2)
Access to it should be restricted.

b)
If both of the items in (a) above are satisfied, there is NO FINDING.

c)
If either of the items in (a) above is not satisfied, this is a FINDING.  The finding should read:

The ESCON Manager Workstation is improperly protected.

1)
The ESCON Manager Workstation is not located in a controlled area.

2)
Access to the ESCON Manager Workstation is not restricted to appropriate personnel.

PEPF-1:

(MAC I, II, III, sensitive)  Requires physical access controls for workstations that process or display sensitive information or unclassified information.
PEPF-2:

(MAC I, II, III, classified)  Requires physical access controls for workstations that process or display classified information.  A visitor log is maintained.
PECF-1:

(MAC I, II, III, sensitive)  Requires authorized personnel physical access.
PECF-2:

(MAC I, II, III, classified)  Requires authorized personnel with appropriate clearances physical access.
Reference:
LPAR STIG
5.1.3.1


DODI 8500.2

___
PDI Sort Order:  LESC0050



Default Severity: Category I

a)
Verify that sign-on access to the ESCON Manager Workstation is restricted to authorized personnel.

b) Sign on to the ESCM without a valid userid and password.

c) If the ESCON Manager Workstation sign-on access is restricted, there is NO FINDING.

d) If (a) and (b) above are not satisfied, this is a FINDING.  The finding should read:

The ESCON Manager Workstation is not restricted to authorized personnel.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified) Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

Reference:
LPAR STIG
5.1.3.1
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___
PDI Sort Order:  LESC0060



Default Severity: Category

a) Verify on the ESCON Manager Workstation that the audit log is in use.

b) If the audit log exists, there is NO FINDING.

c) If no audit log exists or the ESCON Director Application Console events are not being logged, this is a FINDING.

d) If the audit log exists and is not collecting data, this is a FINDING.  The finding should read:

The ESCON Manager audit log does not exist.

ECAT-1:

(MAC III, sensitive, public)  Requires audit trail records be available and regularly reviewed.

ECAT-2:

(MAC I, II, classified)  Requires continuous automated audit trail monitoring with immediate alert notification.

Reference:
LPAR STIG
5.1.3.1
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___
PDI Sort Order:  LESC0070


Default Severity: Category II

a)
Verify that the ESCON Manager Commands are restricted to authorized personnel.

b)
If access to all IHV-prefixed resources is restricted to MVS systems programming personnel, (or authorized operations personnel), there is NO FINDING.

c)
If access to any IHV-prefixed resource is not restricted to MVS systems programming personnel, (or authorized operations personnel), this is a FINDING.  The finding should read:

The following access authorization(s) is (are) inappropriate:

1)
Access authorization does not restrict access to systems programming personnel.

2)
Justification for access authorization was not provided.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
5.1.3.2
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NOTE:  Utilize this check if the Distributed Console Access Facility (DCAF) is in use.
___
PDI Sort Order:  LESC0080



Default Severity: Category II

a) Verify that sign-on access to the DCAF Console is restricted to authorized personnel.

b) If the DCAF Console sign-on access is restricted by password, there is NO FINDING.

c) If (a) and (b) above are not satisfied, this is a FINDING.  The finding should read:

The sign-on access to the DCAF Console is not restricted to authorized personnel.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

Reference:
LPAR STIG
5.2 
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___
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Default Severity: Category II
a)
Verify the documented use of a SYSPLEX.

-  Check the site configuration charts and check the member IEASYSxx for the SYSNAME parameter.  (The SYSNAME parameter names the SYSPLEX) 
b) If a SYSPLEX exist and is documented, there is NO FINDING.

c) If the name of the SYSPLEX does not match the SYSNAME value, this is a FINDING.

d) If a SYSPLEX exists and is not documented, this is a FINDING.  The finding should read:

Unauthorized SYSPLEX is in use.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
6.1
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Default Severity: Category II
a)
Verify the type of SYSPLEX used.

· Check the site configuration charts and compare them to the member IEASYSxx for the PLEXCFG parameter.  (The values can be PLEXCFG=MULTISYSTEM for a sysplex using multiple domains and PLEXCFG=XCFLOCAL.)
b)
If a multi system SYSPLEX exist and is not documented, this is a FINDING.

c)
If a single system SYSPLEX exists and is not documented, this is a FINDING.

d)
If a multi system SYSPLEX exist and is documented, there is no FINDING.

e)
If a single system SYSPLEX exists and is documented, there is no FINDING.

The finding should read:

Unauthorized SYSPLEX is in use.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
6.1
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ICSF Data Analysis Checklist

___
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Default Severity: Category II
a) Verify that the started task CSF is restricted to authorized access and update.

b) If the ACP rules exist for the CSF started task, there is NO FINDING.

c) If ACP rules do not exist for the CSF started task, there is a FINDING.  The finding should read:

CSF started task is not protected in accordance with DISA requirements.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:

(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
8.1
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Default Severity: Category II
a)
Verify that the CRYPTO page of the Customization Activation Profile is restricted to authorized personnel. 

· A userid and password will be required to access the Customization Activation Profile.

b)
If a userid and password is not required to access the Customization Activation Profile, this is a FINDING.

c)
If a userid and password is required to access the Customization Activation Profile, there is NO FINDING.

The finding should read:

CRYPTO page under PR/SM is not restricted to authorized personnel.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.   All changes must be recorded.

Reference:
LPAR STIG
8.1
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Default Severity: Category II
a)
Verify that the Cryptographic Key Data Set CKDS is restricted to authorized personnel and applications. 

· Verify that ACP rules exist for the CKDS data set.

b) If ACP rules exist for the CKDS data set restricting update and access, there is NO FINDING

c) If no ACP rules exist for the CKDS data set restricting update and access, this is a FINDING.

The finding should read:

The Cryptographic Key Data Set CKDS is not restricted in accordance with DISA requirements.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
8.1.3.1
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Default Severity: Category II
a)
Verify that the Public Key Data Set PKDS is restricted to authorized personnel and applications.

· Verify that ACP rules exist for the PKDS data set.

b) If ACP rules exist for the PKDS data set restricting update and access, and logging all access, there is NO FINDING

c) If no ACP rules exist for the PKDS data set restricting update and access or if logging is not in use, this is a FINDING.

The finding should read:

The Public Key Data Set PKDS is not restricted in accordance with DISA requirements.

ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:

(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
8.1.3.2
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Default Severity: Category II
a)
Verify that the SYS1.CSF.SCSFMOD0 data set is APF authorized. 

NOTE:
If SYS1.CSF.SCSFMOD0 is listed in the LINKLIST, it is APF authorized.

b) If the SYS1.CSF.SCSFMOD0 data set is APF authorized, there is NO FINDING

c) If the SYS1.CSF.SCSFMOD0 data set is not APF authorized, this is a FINDING.

The finding should read:

The SYS1.CSF. SCSFMOD0 data set is not APF authorized.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
8.2
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Default Severity: Category II
a) Verify that the CSFPRMxx members in SYS1.PARMLIB follow DISA naming  conventions.

NOTE:  DISA naming conventions dictate that xx will be either 00 or BK.
b)
If the CSFPRMxx members in SYS1.PARMLIB end in either 00 or BK, there is NO FINDING.

c)
If the CSFPRMxx members in SYS1.PARMLIB do not end in either 00 or BK, this is a FINDING.

The finding should read:

Unauthorized CSFPRMxx  member(s) found in SYS1.PARMLIB.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
8.1.3.3
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Default Severity: Category II
a)
Verify that the ICSF TSO data sets are restricted from unauthorized updates.

NOTE:  The ICSF TSO data sets are:


SYS3.CSF.SCSFCLI0  


SYS3.CSF.SCSFPNL0  


SYS3.CSF.SCSFMSG0  


SYS3.CSF.SCSFSKL0


SYS3.CSF.SCSFTLIB  

b)
If ACP rules exist restricting updates to authorized personnel and logging is turned on, there is NO FINDING

c)
If ACP rules do not exist restricting updates to authorized personnel or if logging is not turned on, this is a FINDING

The finding should read:

The ICSF TSO data sets are not restricted in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
8.1.5
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Default Severity: Category II
a)
Verify that the CSFKGUP utility is restricted from unauthorized update and use. 
b)
If ACP rules exist restricting updates and use to authorized personnel and logging is turned on, there is NO FINDING

c)
If ACP rules do not exist restricting updates to authorized personnel or if logging is not turned on, this is a FINDING

The finding should read:

The CSFKGUP utility is not restricted in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:

(MAC I, II, III, sensitive, public)    Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
8.1.4.1.1
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Default Severity: Category II
a)
Verify that the CSFEUTIL utility is restricted from unauthorized update and use.
b)
If ACP rules exist restricting updates and use to authorized personnel and logging is turned on, there is NO FINDING

c)
If ACP rules do not exist restricting updates to authorized personnel or if logging is not turned on, this is a FINDING

The finding should read:

The CSFEUTIL utility is not restricted in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.
PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
8.1.4.1.2
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Default Severity: Category II
a)
Verify that the CSFPUTIL utility is restricted from unauthorized update and use.
b)
If ACP rules exist restricting updates and use to authorized personnel and logging is turned on, there is NO FINDING

c)
If ACP rules do not exist restricting updates to authorized personnel or if logging is not turned on, this is a FINDING.

The finding should read:

The CSFPUTIL utility is not restricted in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:

(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
8.1.4.1.3
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Default Severity: Category II
a)
Verify that the ICSF exits are restricted from unauthorized update and use.
b)
If ACP rules exist restricting updates and use to authorized personnel and logging is turned on, then there is NO FINDING

c)
If ACP rules do not exist restricting updates to authorized personnel or if logging is not turned on, this is a FINDING.

The finding should read:

ICSF exit(s) is (are) not restricted in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:

(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:
(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
8.1.6
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Default Severity: Category II
a)
Verify that the CSF procedure is in SYS1.PROCLIB. 
b)
If the CSF procedure is in SYS1.PROCLIB, there is NO FINDING

c)
If the CSF procedure is not in SYS1.PROCLIB, this is a FINDING.

The finding should read:

The CSF procedure is not protected in accordance with DISA requirements.
ECCD-1:

(MAC III, classified, sensitive, public)  Requires access controls to exist and restrict access and updates to authorized personnel.

ECCD-2:

(MAC I, II, classified)  Requires access controls to exist and restrict access and updates to authorized personnel.  All changes must be recorded.

PRMP-1:
(MAC I, II, III, sensitive, public)  Requires maintenance be performed only by authorized personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

PRMP-2:

(MAC I, II, III, classified)  Requires maintenance be performed only by authorized/cleared personnel.  In addition, processes for authorization and a list of authorized maintenance personnel must be documented.

Reference:
LPAR STIG
8.2
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