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SUMMARY OF CHANGES

GENERAL CHANGES:

· The previous release was Version 1, Release 1, dated 21 June 2004.

· Update title page with new logos and format

· Made general editorial and grammatical updates throughout document.

· Deleted Default Finding paragraphs througout

Updated the following PDIs:

BIO1001

BIO1010

BIO2009

BIO3010

BIO4010
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1 Introduction

This document contains checks and procedures that enable qualified personnel to conduct a Biometric Security Readiness Review (SRR).  The Biometric SRR assesses an organization’s compliance with the Defense Information Systems Agency (DISA) Biometric Security Technical Implementation Guidance (STIG).  DISA Field Security Operations (FSO) conducts SRRs to provide DISA, Joint Commands and other Department of Defense (DOD) organizations with a level of confidence that biometric devices and systems are secure and can adequately support the intended mission.

1.1 Organization of the Checklist

The remainder of the document is divided into the following sections:

· Section 2 (SRR Report) provides a form on which the reviewer will document his or her findings with respect to each PDI.


· Section 3 (Site Personnel Interviews) will contain a list of interview questions for the IAO, System Administrators, and other site personnel. 

· Section 4 (Scripts) is for future use.  It will contain instructions for using scripts created for automating portions of the SRR.

· Section 5 (Manual Procedures) contains manual procedures for conducting the SRR.
 

2 SRR REPORT

The SRR Report documents the findings of the review and also includes basic information about the site and key personnel.  Reviewer Information

	Reviewer Name
	

	Reviewer Phone number
	Commercial:                                                  DSN:

	Reviewer e-mail address
	

	Reviewer SIPRNet e-mail address
	

	Biometrics Checklist version
	

	Biometrics STIG version
	

	Date of review
	

	Date of report
	


Site / Organization Information

	Organization Name
	

	Primary Address

Street Address

City, State ZIP


	

	IAO Name
	

	IAO Phone number
	Commercial:                                                  DSN:

	IAO e-mail address
	

	IAO SIPRNet e-mail address
	

	NSO Name
	

	NSO Phone number
	Commercial:                                                  DSN:

	NSO e-mail address
	

	NSO SIPRNet e-mail address
	


Biometric Systems Used

List all of the organization’s Biometrics systems and devices, which were reviewed during this SRR.  Make additional copies as needed.

Sheet ____ of _____

	Biometric System Name
	Purpose of System
	Type(s) of Biometric
	Location of:

Enrollment Station,

Database Server,

Administration Station


	Access Control Location 

(Door, laptop, PC, turnstile)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Systems Administrators

If the site has a role-based list of system administrators that is in compliance with PDI BIO1010 as listed in Section 5 of this document, then substitute that list here.  If the list is not available or not complete, mark BIO1010 as a finding per the procedure in that section and use the following worksheet to list all System Administrators for each biometric system listed above.  If database is stored on a separate server, also list the system administrator for the database server.  

	Administrator Name
	Phone

(Commercial/ DSN)
	E-mail

(NIPRNET / SIPRNET)
	Biometric System Name
	Role (Security, Enrollment, Audit)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


PDIs

For each PDI, check whether it is a finding or not a finding in the Status column.  In cases in which the PDI is not applicable, check “Not Applicable”.  If a PDI is relevant to the environment, but you did not evaluate that item, then check “Not Reviewed”. 

2.1.1 ADMINISTRATIVE THREATS AND CONTROLS

	Procedure Section 
	Finding Information
	
	PDI Information

	Manual
	Script
	Status
	Default Finding(s)
	
	PDI
	Description
	Cat.

	5.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a finding if one individual has multiple roles or if administrators. 
	
	BIO1001
	The role of Enrollment Administrator, Security Administrator, and Audit Administrator are not assigned to different people.
	II

	5.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a finding if a role-based list of authorized users does not exist. This is also a finding if the list is outdated or incomplete.
	
	BIO1010
	A list of individuals authorized to perform enrollment, modify security setting, and/or manage audit logs does not exist.
	III

	5.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a finding if there are neither technical nor administrative controls in place to control access to security configuration modules and executables.
	
	BIO1020
	Access to administrative functions is not limited to authorized biometric Security Administrators.
	I

	5.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a finding if system administrators who can perform enrollment function are also allowed to create or modify biometric templates.
	
	BIO1030
	Biometric templates are created by Enrollment Administrators only.
	II

	5.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a finding if permissions in both the biometric system and at the operating system level are not set for the audit logs such that only the designated Audit Administrators can clear, delete, or modify the audit log.  If permissions are set within the biometric system but not at the operating system then this is still a finding.  If permissions are not set properly for the backup/historical audit logs, then mark this finding as a Category IV.


	
	BIO1040
	Audit logs can be cleared or modified by unauthorized individuals.
	III

	5.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a finding if an additional authentication method is not used to verify the identity of system administrators logging on to perform administrative functions.  
	
	BIO1050
	Administrators do not authenticate to the biometric system using a method other than the biometric verification used for ordinary users.
	II


CRYPTOGRAPHIC THREATS AND CONTROLS

	Procedure Section 
	Finding Information
	
	PDI Information

	Manual
	Script
	Status
	Default Finding(s)
	
	PDI
	Description
	Cat.

	5.2
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a finding if some form of encryption is not used to protect the biometric system.  If FIPS compliant encryption is used but digital signatures are not used, then downgrade this item as a Category II finding.
	
	BIO2009
	Encryption and digital signatures are not used.
	I

	5.2
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a finding if the algorithm used is other than AES or 3DES and is not FIPS 140-1/2 compliant.  Mark this as a Category I finding if cryptography is not available or activated in the biometric system.
	
	BIO2010
	The biometric system does not use FIPS 140-1/2 encryption.
	III

	5.2
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a Category I finding if digital signatures are not used for all data while in storage or in transit.  Mark this as a Category III finding if digital signatures are used but key suppression events are not audited or other minor configuration issues, which may weaken the process, exist.
	
	BIO2020
	Encryption keys are not protected as required.
	II


ENROLLMENT THREATS AND CONTROLS

2.1.1.1 Identification During Enrollment

	Procedure Section 
	Finding Information
	
	PDI Information

	Manual
	Script
	Status
	Default Finding(s)
	
	PDI
	Description
	Cat.

	5.3.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a Category I finding if the enrollment process does not include a check for authorized access such as an ID/Password or photo identification.  Mark this as a Category III finding if a DISA Form 41 is not required prior to enrollment.
	
	BIO3010
	A formal process, including an authorization form, is not being used to ensure only enrollees with authorized access to the system the biometric system supports are enrolled.
	II

	5.3.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a finding if controls are not in place to prevent unsupervised self-enrollment.  For example, enrollment may only be permitted from a standalone computer in a supervised area.  Another method is to have the enrollment module initiated only by an authorized Enrollment Administrator prior to self-enrollment.
	
	BIO3020
	Unsupervised self-enrollment is permitted.
	I


Creation of Reference Templates

	Procedure Section 
	Finding Information
	
	PDI Information

	Manual
	Script
	Status
	Default Finding(s)
	
	PDI
	Description
	Cat.

	5.3.2
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a Category II finding if all three functions listed above are not included in the site’s Enrollment Administrator training program.  Mark this as a Category IV finding if the site does not have a documented training program.
	
	BIO3030
	Enrollment Administrators are not adequately trained.
	III

	5.3.2
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a Category II finding if a procedure does not exist for identifying problems with the captured template and requiring re-enrollment of the enrollee.
	
	BIO3040
	Templates are not adequately quality checked and re-created when there is an indication that a captured biometric is inadequate.
	II

	5.3.2
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this item as a Category III finding if either an automated or manual search is not conducted to locate a possible match for all newly captured biometric templates.
	
	BIO3050
	New templates are not compared to existing templates for possible matches.
	III


Protection of Reference Templates

	Procedure Section 
	Finding Information
	
	PDI Information

	Manual
	Script
	Status
	Default Finding(s)
	
	PDI
	Description
	Cat.

	5.3.3
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	If an encryption application is configured to protect the biometric template data folder(s) and any temporary folder used by the application, then this is a Category II finding.  Mark this item as a Category III finding if FIPS compliant encryption is used but digital signatures are not used.
	
	BIO4010
	Biometric data is not encrypted and digitally signed when in stored.
	II

	5.3.3
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this item as a finding if template files are not protected by OS permissions.
	
	BIO4015
	Biometric templates are not protected by operating system permissions.
	II

	5.3.3
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this item as a finding if operating system file and folder permissions allow user IDs to access files other than those required for running the biometric application software.  Mark this item as not applicable if the operating system folder permissions are not explicitly set for the biometric files and folders.
	
	BIO4020
	User IDs at the operating system level have unnecessary permission to access biometric files.  
	II


VERIFICATION THREATS AND CONTROLS

2.1.1.2 Verification Process Assurance

	Procedure Section 
	Finding Information
	
	PDI Information

	Manual
	Script
	Status
	Default Finding(s)
	
	PDI
	Description
	Cat.

	5.4.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a Category II finding if the FAR setting is greater than 1 in 100,000.
	
	BIO5010
	The false acceptance rate is not set to a value of 1 in 100,000 or less.
	II

	5.4.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a Category II finding if at least one “liveness” check is not activated or if the system does not support testing for “liveness”.
	
	BIO5020
	Liveness testing is not used for verification in the biometrics system.
	II

	5.4.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a finding if the option to configure this setting is available but is not configured in accordance with this requirement.
	
	BIO5030
	Identical biometric samples can be used in consecutive authentication attempts.
	II

	5.4.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this item as a Category II finding if the value in the configuration is not equal to or greater than 15 minutes.  This is also a finding if the value is not configurable but defaults to less than 15 minutes.
	
	BIO5040
	The user is not locked out for 15 minutes upon the third unsuccessful authentication attempt within a 15-minute period.
	II

	5.4.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a finding if the system provides information about the closeness of a match.
	
	BIO5050
	The system reveals information to a user that is related to how close the live sample supplied is to the corresponding biometric template.
	I


FALLBACK THREATS AND CONTROLS

	Procedure Section 
	Finding Information
	
	PDI Information

	Manual
	Script
	Status
	Default Finding(s)
	
	PDI
	Description
	Cat.

	5.5
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a Category II finding if the access control system consists of only one factor authentication, i.e. the biometric system.  
	
	BIO7010
	The biometric system is the sole means of access control for the system being controlled.
	II

	5.5
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a finding as a Category I if a contingency plan does not exist or is inadequate.  If the fallback system is not automated or is manual then mark this as a Category III finding.  If the contingency plan is well known, but not documented, then mark this finding as Category III.
	
	BIO7020
	Contingency plans for identification and authentication during system outages do not exist.
	II


2.1.1.3 Fallback for Special Users

	Procedure Section 
	Finding Information
	
	PDI Information

	Manual
	Script
	Status
	Default Finding(s)
	
	PDI
	Description
	Cat.

	5.5.1
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a Category I finding if a documented fallback procedure for special users does not exist or is inadequate.
	
	BIO7030
	Written identification and authentication procedures for users that are unable to present the required live biometric sample do not exist.
	II


Override

	Procedure Section 
	Finding Information
	
	PDI Information

	Manual
	Script
	Status
	Default Finding(s)
	
	PDI
	Description
	Cat.

	5.5.2
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a finding as a Category I if all administrators, regardless of role, are able to override false rejections.  Mark this as a Category III finding if only designated this privilege is limited to only a few individuals, however this privilege is not formally tracked and assigned.  Also mark as a Category III finding if override procedures are not covered in the training program for users with this privilege.
	
	BIO7040
	Personnel who have the authority to override false rejections are not specifically designated or are not properly trained.
	III

	5.5.2
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a Category I finding if override procedures do not include a log of all override actions taken.  If override procedures do not exist, mark this item as not applicable as a previous PDI includes a check for these procedures.  

Also mark this as a Category I finding if the log entries do not consistently contain the data elements listed in the procedure above or if the photo ID is not checked.
	
	BIO7050
	Override actions do not include a photo ID check and logging of required information.
	II

	5.5.2
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a Category II finding if the FRR setting is greater than 5 in 100.
	
	BIO7060
	The false rejection rate is not set to a value of 5 in 100 or less.
	II


MONITORING AND AUDITING THE BIOMETRIC SYSTEM

	Procedure Section 
	Finding Information
	
	PDI Information

	Manual
	Script
	Status
	Default Finding(s)
	
	PDI
	Description
	Cat.

	5.6
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a Category II finding if auditing is not enabled at the operating system level or is not in compliance with DISA requirements for the specific operating system.  
Mark this item as a Category II finding if biometric system-specific auditing is not enabled as outline in the procedure section.  All biometric events listed must be enabled for auditing in either the biometric software or at the operating system level.   

Mark this as a Category II finding if audit log files are not stored using the same or more secure file permissions as the operating system audit logs.
	
	BIO8010
	Biometric system audit logs are less secure than the operating system audit logs.
	II

	5.6
	
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Mark this as a Category II finding if audit is not turned on or not available.  Mark this as a Category III finding if the audit logs are not reviewed regularly.  Mark this as a Category IV finding if the biometric system permits viewing or manipulation of the “closeness” score by all administrators.
	
	BIO8020
	Biometric system audit logs are not configured in accordance with DISA requirements.
	II
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3 INTERVIEW Questions 

Interview questions are found throughout Section 5 as part of the recommended SRR procedure.  
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4 SCRIPT CHECK PROCEDURES

In the future, this section will provide procedures for conducting portions of the Biometrics SRR using automated scripts developed and maintained by DISA Field Security Operations (FSO).  

At this time, there are no automated scripts used during the Biometrics review.  The manual procedures described in Section 5 must be used.

This page intentionally left blank.

5 Manual System Check Procedures

5.1 ADMINISTRATIVE THREATS AND CONTROLS

	Severity
	Category II

	PDI

BIO1010
	A list of individuals authorized to perform enrollment, modify security setting, and/or manage audit logs does not exist.

	Reference
	Biometrics STIG Section 3.1, 3.2


This check verifies that a role-based list of administrators exists.

Procedure:  Also see PDI BIO6040 in section 5.5.2 of this checklist, as this is a good time to check for personnel authorized to override false rejections.  Interview the IAO or designated representative.  Ask for a listing containing the names, phone numbers and e-mail addresses of all of the individuals who have the authority to perform the following task for each biometric system:  

-  Enroll or re-enroll users

-  Modify the security configuration

-  Review and manage audit logs

	Severity
	Category I

	PDI

BIO1020
	Access to administrative functions is not limited to authorized biometric Security Administrators 

	Reference
	Biometrics STIG Section 3.1


This check verifies that only authorized individuals are assigned rights to administrative function executables.

Interview the IAO or designated representative.  Ask if the biometric system has its own administrative authentication module.  If so, then verify that only individuals identified as biometric Security Administrators have permissions to use this module.  

If the system does not allow designation of administrative access only permissions via a separate module, then ask the IAO what compensating controls have been implemented to ensure that the following functions are restricted to biometric Security Administrators:

· Creation or modification of authentication rules

· Creation, installation, modification or revocation of cryptographic keys

· Startup and shutdown of the biometric service

A preferred alternative technical control is for the IAO to limit permissions to all executable files to a user group whose membership consists of authorized administrators only.  

An alternative method is for the IAO to regularly check that each user enrolled in the system has an approved DISA Form 2875 request for that access.  In addition, audit logs can be regularly copied to a location inaccessible to biometric systems administrators so they can be reviewed independently.

	Severity
	Category II

	PDI

BIO1030
	Biometric templates are created by Enrollment Administrators only.

	Reference
	Biometrics STIG Section 3.2


This check verifies that biometric templates are created by authorized Enrollment Administrators.

Interview the IAO or designated representative.  Ask if Enrollment administrators can also create user templates.  The response should match the role-based list of authorized biometric administrators obtained previously in this SRR.  Verify that only individuals identified as biometric Security Administrators have permissions to create user biometric templates.  

	Severity
	Category III

	PDI

BIO1040
	Audit logs can be cleared or modified by unauthorized individuals.

	Reference
	Biometrics STIG Section 3.2


This check verifies that only authorized Audit Administrators can modify or clear the audit log.

Procedure:  Interview the IAO or designated representative.  Ask if the biometric system is configured such that only authorized Audit Administrators can clear or modify the audit log.  These permissions should also be set for both primary and backup/historical audit logs. Other Biometrics Administrators may have read access to the audit logs.  The response should match the role-based list of authorized biometric administrators obtained previously in this SRR.  

	Severity
	Category II

	PDI

BIO1050
	Administrators do not authenticate to the biometric system using a method other than the biometric verification used for ordinary users.

	Reference
	Biometrics STIG Section 3.2


This check verifies that authentication for administrative access includes a factor outside of the biometric verification used by enrollees.

Procedure:  Interview the IAO or designated representative.  Ask if the biometric system is configured such that authentication for system administrators, regardless of assigned role, includes an authentication method other than the biometric verification required for ordinary enrollees.  For example, a password (something you know) could be used in addition to the primary biometric.  Another form of biometric is not acceptable as this vulnerability is best mitigated through use of another form or factor of authentication.  This method must be in addition to not instead of the biometric used by ordinary users.

CRYPTOGRAPHIC THREATS AND CONTROLS

	Severity
	Category I

	PDI

BIO2009
	Encryption and digital signatures are not used.

	Reference
	Biometrics STIG Section 4.1, 6.2.2


This check verifies that encryption is used to protect both data and system communications.

Procedure:  Ask the system administrator to verify the use of encryption and digital signatures to protect data and system communications during transmission from one physical location to another.  If FIPS compliant encryption is used but digital signatures are not used, then downgrade this item as a Category II finding.

	Severity
	Category III

	PDI

BIO2010
	The biometric system does not use FIPS 140-1/2 encryption.

	Reference
	Biometrics STIG Section 4.1


This check verifies that a FIPS 140-1/2 validated encryption algorithm is used to protect both data and system communications.

Procedure:  Ask the biometrics system Security Administrator which algorithm is used for encryption in the biometric system.  Ensure the algorithm is FIPS 140-1/2 compliant.  If the biometric system uses AES or 3DES, then it is compliant.  However the module used to implement the algorithm should have a FIPS 140-1/2 certificate.  Request the system administrator show you this documentation from the manufacturer.

	Severity
	Category II

	PDI

BIO2020
	Encryption keys are not protected as required.

	Reference
	Biometrics STIG Section 4.2


This check verifies that only the process running biometric software is able to read relevant private or shared secret keys.

Procedure:  Work with the Security Administrator to verify that the biometrics system has digital signatures activated and configured for the biometric keys.  During the interview with the Security Administrator or a review of the system, you will need to ask the following questions. What algorithm is selected?  What key length is selected?  Ask the biometrics system Security Administrator to demonstrate these features.  If data is stored on a remote server, verify that digital signatures are used to verify the authenticity of the data.  What procedure is in place for the Security Administrator to temporarily suppress, override, or replace a key?  Are key suppression events audited or flagged?  Verify that data stored on devices such as smart cards, PDAs, or other remote devices use encryption and digital signatures protect the data.  

ENROLLMENT THREATS AND CONTROLS

5.1.1 Identification During Enrollment

	Severity
	Category II

	PDI

BIO3010
	A formal process, including an authorization form, is not being used to ensure only enrollees with authorized access to the system the biometric system supports are enrolled.

	Reference
	Biometrics STIG Section 5.1


This check verifies that a process exists which verifies the identification and authorization of all enrollees.

Procedure:  Observe several biometric enrollments in order to access the procedure.  Verify that the Enrollment Administrator reviews and validates the DISA Form 2875 for authorized access to the system for which the biometric system supports authentication.  This can be verified by sample checking the DISA Form 2875 folder against randomly selected enrollee names.

Additionally, the enrollee’s DOD photo identification must be checked during this process.   

Note that the strength of the authentication required in the enrollment process must at least equal the strength of authentication required during the verification process. 

For lower risk or controlled access system, self-enrollment is permitted, using ID/password or other authentication factors.  However, a DISA Form 2875 is still required.  

Verify that this procedure is covered in the training materials.

	Severity
	Category I

	PDI

BIO3020
	Unsupervised self-enrollment is permitted.

	Reference
	Biometrics STIG Section 5.1


This check verifies that enrollees and users cannot self-enroll biometric information without the presence of an authorized Enrollment Administrator.

Procedure:  For lower risk or controlled access system, self-enrollment is permitted, using ID/password or other authentication factors.  Interview the IAO or view a self-enrollment in progress.  Verify that a policy or procedure exists to ensure that a trained enrollment administrator is present during all enrollments, including self-enrollment.  Verify that a procedure exists to ensure that enrollees have access to the system for which the biometric system provides access.

Note:   Self-enrollment is permitted for keyboard dynamics when used for verification of identity.

5.1.2 Creation of Reference Templates

	Severity
	Category III

	PDI

BIO3030
	Enrollment Administrators are not adequately trained.

	Reference
	Biometrics STIG Section 5.2


This check verifies that the Enrollment Administrators receive appropriate training covering at least the minimum DISA requirements.

Procedure:  Review training materials.  Verify that the following activity are covered at a minimum when training users for the Enrollment Administrator role:

· The user identification and authorization requirements

· How to use the biometric software and capture device to obtain an acceptable user template

· How to identify when a template is unacceptable and needs to be recreated.

	Severity
	Category II

	PDI

BIO3040
	Templates are not adequately quality checked and recreated when there is an indication that a captured biometric is inadequate.

	Reference
	Biometrics STIG Section 5.2


This check verifies that Enrollment Administrators recreate templates when there is an indication that a template has not been properly captured.

Procedure:  Interview the IAO.  Ask what quality testing and control procedures are in place to ensure inadequate templates are not entered into the system.  Does the biometric system enrollment module have automated quality testing?  If not, then does a manual procedure exist?

	Severity
	Category III

	PDI

BIO3050
	New templates are not compared to existing templates for possible matches.

	Reference
	Biometrics STIG Section 5.2


This check verifies that the Security Administrator will configure the system to search for matches between the enrolled template and previously existing templates as required.

Procedure:  Review the biometric system configuration with the Security Administrator.  Verify that the system searches the template database for matches between the enrolled template and previously existing templates.  New templates with existing matches must be rejected if a match is discovered.  

If this process cannot be automated, the Enrollment Administrator will enforce this requirement manually.  Review the manual procedure to verify it adequately searches the entire database to effectively mitigate the risk.

Protection of Reference Templates

	Severity
	Category II

	PDI

BIO4010
	Biometric data is not encrypted and digitally signed when in stored.

	Reference
	Biometric STIG Section 5.3. 6.2.2


This check verifies that all biometric data is encrypted and digitally signed when in non-volatile memory or storage media.

Procedure:  Use the Explorer applet to view the properties of the biometric data folders.  Verify that encryption and digital signatures are enabled and configured at the folder level.  The selections available may vary with the encryption application used.  Verify that if third party encryption protocol is installed, the algorithm selected is AES or 3DES.  Follow the same procedure for the temporary folder used by the biometric application’s enrollment module.

Windows Encrypting File System (EFS) is an acceptable solution for protecting the storage of data on a remote access device.  

	Severity
	Category II

	PDI

BIO4015
	Biometric templates are not protected by operating system permissions.

	Reference
	Biometric STIG Section 5.3


This check verifies that Biometric template file or directories are restricted.  

Procedure:  Work with the Security Administrator to view the biometrics application folder permissions.  Verify that the permissions are set to the highest possible security settings at either the directory or file level.  The actual security settings may vary with the requirements of the application configuration but directory level OS level permissions are preferred.  

Mark this item as a finding if the OS is not configured, at a minimum, to restrict all read, write or copy access to the biometrics data in storage.

	Severity
	Category II

	PDI

BIO4020
	User IDs at the operating system level have unnecessary permission to access biometric files.  

	Reference
	Biometric STIG Section 5.3


This check verifies that User IDs are not permitted unnecessary access to biometric files.

Procedure:  Work with the Security Administrator to view the biometrics application folder permissions.  Verify that the permissions are set such that access is permitted only to the biometric system processes.  For example, can the operating system user IDs can access data or configuration files.  No user ID or group must have access to the biometric files other than those required for running the biometric application software.  
5.2 VERIFICATION THREATS AND CONTROLS 

5.2.1 Verification Process Assurance

	Severity
	Category II

	PDI

BIO5010
	The false acceptance rate is not set to a value of 1 in 100,000 or less.

	Reference
	Biometrics STIG, Section 6.1.1


This check verifies that, if the FAR is configurable, the value is no greater than 1 in 100,000.

Procedure:  Review the security configuration of the biometric system to verify that the FAR or false positive rate is set to a value of 1 in 100,000 or less.

	Severity
	Category II

	PDI

BIO5020
	Liveness testing is not used for verification in the biometrics system.

	Reference
	Biometrics STIG, Section 6.1.2


This check verifies that a test for subject “liveness” is performed

Procedure:  Review the security configuration of the biometric system to verify that some form of automated “liveness” testing is enabled.

	Severity
	Category II

	PDI

BIO5030
	Identical biometric samples can be used in consecutive authentication attempts.

	Reference
	Biometric STIG, Section 6.1.3


This check verifies that, if the configuration option is available, the Security Administrator will configure the biometric system to prohibit the identical biometric sample from being used in consecutive authentication attempts.

Procedure:  Review the security configuration of the biometric system to verify that the system is configured such that identical biometric samples (exact match) cannot be successfully used in consecutive authentication attempts.

	Severity
	Category II

	PDI

BIO5040
	The user is not locked out for 15 minutes upon the third unsuccessful authentication attempt within a 15-minute period.

	Reference
	Biometric STIG, Section 6.1.4


This check verifies that there is a limitation on unsuccessful login attempts.

Procedure:  The location of this setting will vary with the biometric system used.  Work with the Security Administrator to view this configuration setting.  Verify that this value is selected in the appropriate account profile configuration module.

	Severity
	Category I

	PDI

BIO5050
	The system reveals information to a user that is related to how close the live sample supplied is to the corresponding biometric template.

	Reference
	Biometric STIG, Section 6.1.4


This check verifies that the system does not provide unneeded feedback to the user after an unsuccessful verification attempt.

Procedure:  The location of this setting will vary with the biometric system used.  Have the Security Administrator demonstate what information the user sees when a biometric verification is unsuccessful.

FALLBACK THREATS AND CONTROLS 

	Severity
	Category II

	PDI

BIO7010
	The biometric system is the sole means of access control for the system being controlled.

	Reference
	Biometric STIG, Section 7.1


This check verifies that biometric technology is not the sole means of access control.

Procedure:  Review the access control procedure for the system being accessed.  Is the biometric system one component of a two or three factor authentication solution?  Does the system have an automated fallback system providing the same level of protection?  

	Severity
	Category II

	PDI

BIO7020
	Contingency plans for identification and authentication during system outages do not exist.

	Reference
	Biometric STIG, Section 7.1


This check verifies that the existence of a contingency or fallback plan for when the system is unavailable.

Procedure:  This review item may result in verification of a written procedure and/or an observation of an automated system.  If the fallback is not an automated system, then verify that a detailed manual contingency or fallback plan is documented/written. Verify that the contingency plan is tested regularly and is part of the training program.  Enrollees should also be informed of the procedures during enrollment.  

There are many possibilities for a fallback plan and the reviewer must use some judgment.  Here are a few scenarios to demonstrate an adequate plan.  Consider a case in which a server room is protected by a turnstile that requires a swipe card, Personal Identification Number (PIN) and retina scan for entry (i.e., three factors).  Under one scenario, fallback might still require the swipe card and associated PIN (two factor).  An inadequate fallback plan, might involve a manual badge check (single factor with no on-line check for badge revocation). 

Fallback for Special Users 

	Severity
	Category II

	PDI

BIO7030
	Written identification and authentication procedures for users that are unable to present the required live biometric sample do not exist.

	Reference
	Biometric STIG, Section 7.2


This check verifies the existence of written identification and authentication procedures for users that are unable to present the required live biometric sample.

Procedure:  The fallback procedure for special users may be the same as for false rejection or system non-availability.  The same procedures apply as for BIO6020.  If the fallback is not an automated system, then verify that a detailed fallback plan is available in writing and both enrollees and appropriate personnel (guards and administrators) are trained.  Verify that the plan for special users has been tested.  

5.2.2 Override 

	Severity
	Category III

	PDI

BIO7040
	Personnel who have the authority to override false rejections are not specifically designated or are not properly trained. 

	Reference
	Biometric STIG, Section 7.3


This check verifies that the IAO specifically designates personnel who can override false rejections. 

Procedure:  Review the role-based list obtained in BIO1010 earlier in this SRR.  Review the written override procedures and the override log.  Verify that users and other administrators and users are aware to contact designated personnel when override actions are required.

Proper training should include instructions on use of the override log and proper checking of photo ID (see PDI BIO6050).

	Severity
	Category II

	PDI

BIO7050
	Override actions do not include a photo ID check and logging of required information. 

	Reference
	Biometric STIG, Section 7.3


This check verifies that all override procedures include a photo ID check as well as a log entry showing the user name, time of override, and reason for the false rejection.

Procedure:  Verify that an override log exists and is kept updated with all overrides to the normal biometric entry procedure.  Review the written override procedures and the override log.  At a minimum, log entries must contain the following data elements: 

·   The name of the user who was granted entry with the override

· The time the override occurred

· The reason for the false rejection

	Severity
	Category II

	PDI

BIO7060
	The false rejection rate is not set to a value of 5 in 100 or less.

	Reference
	Biometric STIG, Section 7.3


This check verifies that, if the FRR is configurable, the value is no greater than 5 in 100.

Procedure:  Review the security configuration of the biometric system to verify that the FRR or false rejection rate is set to a value of 5 in 100 or less.

MONITORING AND AUDITING THE BIOMETRIC SYSTEM 

	Severity
	Category II

	PDI

BIO8010
	Biometric system audit logs are less secure than the operating system audit logs.

	Reference
	Biometrics STIG section 8.


This check verifies file permissions and storage scheme for biometric audit logs are set for the operating system on which the biometric software is installed.

Procedure:  Navigate to the audit policies menu in the operating system.  Ensure that auditing is enabled and view the audit events settings.

The following is an example of the NT audit requirements, placed here since this is the most likely system encountered.  
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Next, open the biometric system audit module and ensure that event auditing is configured the same as for the operating system, if available.  

Default Finding:  Mark this as a Category II finding if auditing is not enabled at the operating system level or is not in compliance with DISA requirements for the specific operating system.  
Mark this item as a Category II finding if biometric system-specific auditing is not enabled as outline in the procedure section.  All biometric events listed must be enabled for auditing in either the biometric software or at the operating system level.   

Mark this as a Category II finding if audit log files are not stored using the same or more secure file permissions as the operating system audit logs.

To verify that biometric services stops and starts are audited, navigate to the Event Viewer and view the System or Application log.  (The log used may vary with the biometric system installed).  Some applications may provide an applet in the Control Panel folder or have a configuration radio button or menu item for this option specifically.  If this item is configurable within the biometric audit module, verify that audit alerts/messages, including service stop/start events are activated and sent to the system event log if possible.

	Severity
	Category II

	PDI

BIO8020
	Biometric system audit logs are not configured in accordance with DISA requirements.

	Reference
	Biometrics STIG section 8.


This check verifies audit logs are configured to audit required identification and verification transactions and service starts and stops.

Procedure:  Work with the Security Administrator to review the configuration of the biometric system.  Navigate to the biometric system audit module and verify that the following items are set:

· Success of 100% match or “exact match” verification transactions

· Failure of identification request

· Failure of authentication request

· Biometric Service Started

· Biometric Service Stopped

Also, navigate to the operating system audit applet and verify that the above settings are also set as applicable.

Finally, ask to see evidence that the audit logs are reviewed periodically or if a notification process is in place to detect trapped audits.

This requirement is met if these settings are configured using either the biometric system or the operating system audit modules.  The two options may also be combined to meet the requirement.
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