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SUMMARY OF CHANGES

Changes for this release (Version 4, Release 1.2) since the previous version/release (Version 4, Release 1.2, dated September 2003) are listed below.

GENERAL:

· Minor wording, grammar, formatting, and typographical changes and corrections are not included in the Summary of Changes.
PRELIMINARY DATA COLLECTION CHECKLIST:

DATA COLLECTION CHECKLISTS:

· Inserted Step 4 in ACF2 Data Collection.

· Renumber steps in ACF2 Data Collection.

DATA ANALYSIS CHECKLISTS:

OS/390 ANALYSIS CHECKLIST:

· Added Automated Analysis to the following PDI Screen Sort Orders:

AAMV0020

AAMV0030

AAMV0040

AAMV0080

AAMV0120 – N/A only

AAMV0130

AAMV0200

AAMV0240

AAMV0320

AAMV0330 – N/A only

AAMV0340

AAMV0350

AAMV0360

ACF2 DATA ANALYSIS CHECKLIST:

· Added Automated Analysis to the following PDI Screen Sort Orders:

ACF0260

ACF0270

ACF0290

ACF0300

ACF0310

ACF0360

ACF0370

ACF0380

ACF0390

ACF0410

ACF0420

ACF0430

ACF0450 – N/A only

ACF0460 – N/A only

ACF0470 – N/A only

ACF0480

ACF0490

ACF0500

ACF0510

ACF0520

ACF0530

ACF0540

ACF0550

PRODUCT DATA ANALYSIS CHECKLIST:

· Revised ZWASA040  – Corrected ACP to ACF2.

· Revised ZIDMA010  – Changed STIG Reference from 9.5 to 9.4

· Revised ZIDMA020  – Changed STIG Reference from 9.5 to 9.4

· Revised ZIDMA030  – Changed STIG Reference from 9.5 to 9.4

· Added Automated Analysis to ZUSSA050:

Unclassified UNTIL FILLED IN

CIRCLE ONE

FOR OFFICIAL USE ONLY (mark each page)

CONFIDENTIAL and SECRET (mark each page and each finding)

Classification is based on classification of system reviewed:

Unclassified System = FOUO Checklist

Confidential System = CONFIDENTIAL Checklist

Secret System = SECRET Checklist

Top Secret System = SECRET Checklist
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Preliminary Data Collection Checklist - Part 1 of 2
A copy of this checklist will be provided to the site prior to the start of the SRR process.  It will be provided in sufficient time to allow for collection of the data by the site and submission to Field Security Operations prior to the start of the review.

___
1.
Completed OS/390 Systems Programmer’s Worksheet.  The worksheet accompanies this document.

Reference:
OS/390 STIG
2.1.2

2.1.2.2

2.1.2.3

2.1.2.6

2.1.2.7

2.3 (ALL)

3.1.3.2

13 (ALL)
___
2.
Completed ACF2 Access Control Product Worksheet.  The worksheet accompanies this document.


Reference:
OS/390 STIG
3.1.2.3

___
3.
List of all emergency userids available to the site along with the associated function of each.


Reference:
OS/390 STIG
3.1.2.6

___
4.
List of all logonids defined to ACF2 that are shared between multiple users (i.e., not uniquely identified system users). XE "Userids" 
Reference:
OS/390 STIG
3.1.2 



3.2.2

___
5.
Completed CICS Systems Programmer’s Worksheets.  The worksheets accompany this document.


Reference:
OS/390 STIG
8.1

8.2 (ALL)

8.3 (ALL)
___
6.
Completed VTAM Systems Programmer's Worksheet.  The worksheet accompanies this document.


Reference:
OS/390 STIG
4.1.3




4.2.4




6.1

___
7.
Completed Front End Processor (FEP) Protection Worksheet.  The worksheet accompanies this document.


Reference:
OS/390 STIG
4.1.3



4.2.4

___
8.
Completed OMEGAMON Systems Programmer’s Worksheet.  The worksheet accompanies this document.


Reference:
OS/390 STIG
12.2 (ALL)

___
9.
Completed Data Facility Storage Management Subsystem (DFSMS) Worksheet.  The worksheet accompanies this document.

Reference:
OS/390 STIG
10.3.4

10.3.5.1

___ 10.
Completed File Transfer Protocol (FTP) Worksheet.  The worksheet accompanies this document.

Reference:
OS/390 STIG
3.1.2.7.2

OS/390 Systems Programmer’s Worksheet
SITE:_____________________________________
LPAR/SMF ID:_______________________

Completed By: _________________________________________________________________

(OS/390 Systems Programmer)

Phone Number:_____________________________
Fax Number:_________________________


Please provide the requested information in hard copy or soft copy format and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, indicate the DSN where it is stored.  The Field Security Operations SRR team will need READ access to this data set.

___
1.
The data set name and associated SREL for each SMP/E CSI utilized to maintain this system.

___
2.
An SMP/E listing of all USERMODs for each CSI.

___
3.
The data set name of all SMP/E TLIBs and DLIBs used for installation and production support.  A comprehensive list of the SMP/E DDDEFs for all CSIs may be used if valid.

___
4.
The data set name (and VOLSER, if not cataloged) of all production parmlib data sets (most specifically, the parmlib data set(s) referenced by the JES2 HASPPARM file).

___
5.
The installation data set names of all products that are not SMP/E installed.

___
6.
The data set names of all SMF backup files.

___
7.
The data set names of all DASD backup files.
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ACF2 Access Control Product (ACP) Worksheet

SITE:_____________________________________
LPAR/SMF ID:_______________________

Completed By: _________________________________________________________________

(Systems Security Administrator)

Phone Number:_____________________________
Fax Number:_________________________


Please provide the requested information in hard copy or soft copy format and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, indicate the DSN where it is stored.  The Field Security Operations SRR team will need READ access to this data set.

___
1.
Provide an expanded assembly listing of the ACF2 Field Definition Record.

___
2.
Provide a list of all started tasks (STCs) and associated logonids on the system.  Also, provide a brief description of each started task.

___
3.
Provide a list of all STC logonids that are also MUSASS and have the requirement to submit jobs on behalf of its users. 

___
4.
Provide a list of all STC logonids that are also MUSASS and have the requirement to update information in any ACF2 database on behalf of its users.

___
5.
Provide a list of all started tasks (and associated logonids) that perform critical operating system-related functions and require the NON-CNCL attribute to be specified in the logonid record field.

___
6.
Provide a list of all programs utilized for maintenance and associated logonids. 

___
7.
Provide a list of all CICS regions utilized by the site and hard copies of the CA‑ACF2/CICS parameter data set for each region on the system.
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CICS Systems Programmer’s Worksheet

SITE:______________________________ LPAR:_____________________________________

Completed By: _________________________________________________________________

(CICS Systems Programmer)

Phone Number:_______________________
Fax Number:_______________________________


Please complete the enclosed questionnaire in hard copy or electronically and return it to the Field Security Operations SRR team as soon as possible.

If electronically provided, indicate the DSN as requested.  The Field Security Operations SRR team will need READ access to these data sets.

1.
CICS TABLES / RDO DEFINITIONS
a.
Provide information for all SITs:

DSN=
_______________________________________________________________

b.
Provide a list of all defined CICS transactions for product, test/development, and training regions.  

DSN=
_______________________________________________________________

2.
CICS REGIONS

Complete the following worksheets with the JOB NAME, LOGONID/USERID/ACID, CICS REGION TYPE (TOR, AOR, other), CICS version, and the operational function of the region, i.e. Production, Test, Development or Training.

CICS  REGIONS
DSN=
________________________________________________________________________

	JOB

NAME
	LOGONID/ACID

USERID
	REGION

TYPE
	CICS

VERSION
	OPERATIONAL FUNCTION

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


VTAM Systems Programmer's Worksheet

SITE:_____________________________________
LPAR/SMF ID:_______________________

Completed By: _________________________________________________________________

(VTAM Systems Programmer)

Phone Number:_____________________________
Fax Number:_________________________


Please provide the requested information in hard copy or soft copy format, and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, indicate the DSN where it is stored.  The Field Security Operations SRR team will need READ access to this data set.

___
1.
Documentation regarding terminal naming standards.

___
2.
Documentation of all procedures controlling terminal logons to the system.

___
3.
A complete list of all USS commands used by terminal users to log on to the system.

___
4.
A complete list of all terminals and/or terminal types controlled by LOGAPPL definitions only.

___
5.
Members and data set names containing USSTAB and LOGAPPL definitions of all terminals that can log on to the system (e.g., SYS1.VTAMLST).

___
6.
Members and data set names containing logon mode parameters.

___
7.
Documentation regarding the Session Manager controlling terminal logons to the system.

-
Does the Session Manager control all terminal access to the system?  Any exceptions?

-
Does the Session Manager show users only the applications they are authorized to access?

-
Does the Session Manager have an SAF interface with an ACP (e.g., ACF2, RACF, TOP SECRET)?

-
Does the Session Manager generate SMF records for audit trail and accounting reports?

___
8.
A list of data set names containing all VTAM start options, configuration lists, network resource definitions, commands, procedures, exit routines, all SMP/E TLIBs, and all SMP/E DLIBs used for installation and in development/production environments.

___
9.
Documentation regarding the installation, maintenance, and operation of the VTAM Session Management Exit.

___
10.
Documentation and procedures regarding the security protection of VTAM applications.

___
11.
Documentation regarding the security protection of all LU 6.2 applications.

___
12.
Copies of all VTAM-related exemptions and requested waivers (granted or not).

___
13.
All documents and procedures that apply to VTAM operations including network management and VTAM startup, shutdown, tracing, backup, and recovery.

___
14.
Copy of the logon banner displayed to all users entering the system.

Front End Processor (FEP) Protection Worksheet

SITE:_____________________________________
LPAR/SMF ID:_______________________

Completed By: _________________________________________________________________

Phone Number:_____________________________
Fax Number:_________________________


Please provide the requested information in hard copy or soft copy format, and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, indicate the DSN where it is stored.  The Field Security Operations SRR team will need READ access to this data set.

___
1.
Documents and procedures restricting access to the hardware components of the FEPs.

___
2.
Documents and procedures restricting access to the functions of the service subsystem from the control panel.

___
3.
Documents and procedures restricting access to the functions of the service subsystem from the local and/or remote operator consoles (e.g., physical access, password control, key-lock switch of modems, etc.).

___
4.
Documents and procedures restricting access to the diskette drive of the service subsystem.

___
5.
Names of the following data sets used for installation and in development/production environments:

-
NCP system data sets

-
NCP source definition data sets

-
NCP load modules

-
NCP host dump data sets

-
NCP utility programs

___
6.
Documents and procedures regarding the NCP load and dump processes.

___
7.
Copies of all FEP-related exemptions and requested waivers (granted or not).

___
8.
All documents and procedures that apply to FEP operations including network management, FEP initialization, IPL, shutdown, NCP dumping and backup, and recovery.

OMEGAMON Systems Programmer’s Worksheet

SITE:_______________________________
LPAR/SMF ID:_____________________________

Completed By: _________________________________________________________________

(OMEGAMON Systems Programmer)

Phone Number:_______________________
FAX Number:______________________________


Please provide the requested information in hard copy or soft copy format and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, indicate the DSN where it is stored.  The Field Security Operations SRR team will need READ access to this data set.

___
1.
Provide a list of all started tasks (STCs) and associated userids on the system.  Also, provide a brief description of each started task.

___
2.
Provide a list of High-Level Qualifiers (HLQs) for the production-related data sets for the following products, if installed:

OMEGACENTER
______________________________________________________

OMEGAVIEW
_________________________________________________________

OMEGAMON II for DB2
________________________________________________

OMEGAMON II for CICS
________________________________________________

OMEGAMON II for MVS
________________________________________________

OMEGAMON II for SMS
________________________________________________

OMEGAMON II for VTAM_______________________________________________

___
3.
Provide a list of all OMEGAMON NAM userids indicating which are administrators.

___
4.
Provide a list of all APPLIDs for OMEGAMON products.
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Data Facility Storage Management Subsystem (DFSMS) Worksheet

SITE:_______________________________
LPAR/SMF ID:_____________________________

Completed By: _________________________________________________________________

(DFSMS Systems Programmer)

Phone Number:_______________________
Fax Number:_______________________________


Please provide the requested information in hard copy or soft copy format, and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, indicate the DSN where it is stored.  The Field Security Operations SRR team will need READ access to this data set.

___
1.
Provide the following DFSMS data set names:



SCDS:

_________________________________________________



ACDS:

_________________________________________________



COMMDS:

_________________________________________________



ACS:


_________________________________________________



ACDS Backup:
_________________________________________________



COMMDS Backup:
_________________________________________________

___
2.
Provide a list of data set names and/or high-level qualifiers of all DFSMS-controlled data sets.
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IDMS Data Collection Worksheet

SITE:_______________________________
LPAR/SMF ID:_____________________________

Completed By: _________________________________________________________________

Phone Number:_______________________
Fax Number:_______________________________


Please complete the following matrix with the region or CV ID, System ID (as specified at System Generation time), Jobname or STC name of the CV, and the data set and member name where the JCL resides.

	Region (CV)

ID
	System ID
	Jobname /

STC Name
	DSN(membername)

Where JCL Resides
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File Transfer Protocol (FTP) Worksheet

SITE:_______________________________
LPAR/SMF ID:_____________________________

Completed By: _________________________________________________________________

Phone Number:_______________________
Fax Number:_______________________________


Please provide the requested information in hard copy or soft copy format, and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, indicate the DSN where it is stored.  The Field Security Operations SRR team will need READ access to this data set.

___
1.
Is anonymous FTP disabled?

___
2.
Names of all scripts and/or data files located on remote system(s) that contain the OS/390 FTP userid and/or password (e.g., another OS/390 host or a remote UNIX system).

___
3.
Names of all FTP software files, data sets, and software logs.

___
4.
List of all FTP userids defined to the ACP database, including the function and purpose of each FTP userid.

___
5.
Copy of the Acceptance of Risk documentation for all FTP userids with non-expiring passwords.
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IBM Communications Server’s Worksheet
SITE:_____________________________________
LPAR/SMF ID:_______________________

Completed By: _________________________________________________________________

Phone Number:_____________________________
Fax Number:_________________________


Please provide the requested information in hard copy or soft copy format and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, please save the information in the partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.DOC.  Create a PDS member name using the PDI identifier referenced in each item on this worksheet. The Field Security Operations SRR team requires READ access to this data set.

NOTE:  SYS3.FSO.SRRMVS.xxxx.mmmyyyy.DOC may not exist.  If this data set has not been created, allocate it using the following suggested data set characteristics: (where, xxxx is the SMF ID of the domain and mmmyyyy is the current month and year)


Organization:
PO
Record format:
FB
Record length:
133


Primary cylinders:
1
Secondary cylinders:
1
Directory blocks:
25
___
1.
For any NSINTERADDR statement coded in the TCP/IP Data configuration file: (PDI identifier - ZTCP0020)

a) The physical location (i.e., on-site or off-site at organization, city, state) of the host running a DNS server.



b)
Description of the physical security controls used to limit access to the area where the host is located.  

___
2.
The source code for all USS tables specified on BEGINVTAM USSTCP statements in the TCP/IP Profile configuration file. (PDI identifier - ZTNT020A)

___
3.
For any BEGINVTAM USSTCP statement that specifies a client identifier coded in the TCP/IP Profile configuration file: (PDI identifier - ZTNT020B)

a)
The physical location (i.e., on-site or off-site at organization, city, state) of the terminal or group of terminals represented by the client identifier.

b)
If the terminal or group of terminals is located on-site, are they attached to a LAN with access to an external network such as the NIPRNet?  



c)
Description of the physical security controls used to limit access to the area where the terminal or group of terminals is located.

IBM Communications Server’s Worksheet

___
4.
For any BEGINVTAM DEFAULTAPPL statement that specifies a client identifier coded in the TCP/IP Profile configuration file: (PDI identifier - ZTNT020C)

a)
The physical location (i.e., on-site or off-site at organization, city, state) of the terminal or group of terminals represented by the client identifier.

b)
If the terminal or group of terminals is located on-site, are they attached to a LAN with access to an external network such as the NIPRNet?  



c)
Description of the physical security controls used to limit access to the area where the terminal or group of terminals is located.  

___
5.
For any BEGINVTAM LUMAP statement with the DEFAPPL operand that specifies a client identifier coded in the TCP/IP Profile configuration: (PDI identifier - ZTNT020D)

a)
The physical location (i.e., on-site or off-site at organization, city, state) of the terminal or group of terminals represented by the client identifier.

b)
If the terminal or group of terminals is located on-site, are they attached to a LAN with access to an external network such as the NIPRNet?  



c)
Description of the physical security controls used to limit access to the area where the terminal or group of terminals is located.  

___
6.
If certificate name filtering is in use, documentation describing each active filter rule and written approval from the ISSM to use the rule. (PDI identifier - ZTNT0040)

___
7.
If any FTP Server exits are in use, documentation indicating that each exit has been reviewed and approved for use by DISA FSO. (PDI identifier - ZFTP0040)

IBM HTTP Server Worksheet

SITE:_______________________________
LPAR/SMF ID:_____________________________

Completed By: _________________________________________________________________

Phone Number:_______________________
Fax Number:_______________________________


Please provide the requested information in hard copy or soft copy format and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, please save the information in the partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.DOC.  Create a PDS member using the name referenced in each item on this worksheet. The Field Security Operations SRR team requires READ access to this data set.

NOTE:  SYS3.FSO.SRRMVS.xxxx.mmmyyyy.DOC may not exist.  If this data set has not been created, allocate it using the following suggested data set characteristics: (where, xxxx is the SMF ID of the domain and mmmyyyy is the current month and year)


Organization:
PO
Record format:
FB
Record length:
133


Primary cylinders:
1
Secondary cylinders:
1
Directory blocks:
25
___
1.
The JCL procedure library and member name used to start each IBM HTTP server. (PDS member name - IHSPROCS)

___
2.
For each IBM HTTP server, supply the following information: (PDS member name - IHSACCTS)

b) Web server ID defined to the ACP

c) Web server administration group defined to the ACP

d) Web server standard HFS directory
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MQSeries/WebSphereMQ  Worksheet

SITE:_______________________________
LPAR/SMF ID:_____________________________

Completed By: _________________________________________________________________

(MQSeries/WebSphere MQ Systems Programmer or Administrator)

Phone Number:_______________________
Fax Number:_______________________________


Please provide the requested information in hard copy or soft copy format, and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, please save the information in the partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.DOC.  Create a PDS member using the name referenced in each item on this worksheet.  The Field Security Operations SRR team will need READ access to this data set.

NOTE:  SYS3.FSO.SRRMVS.xxxx.mmmyyyy.DOC may not exist.  If this data set has not been created, allocate it using the following suggested data set characteristics: (where, xxxx is the SMF ID of the domain and mmmyyyy is the current month and year)


Organization:
PO
Record format:
FB
Record length:
133


Primary cylinders:
1
Secondary cylinders:
1
Directory blocks:
25
___
1.
Provide all MQSeries and WebSphereMQ Subsystem Ids (Queue managers) and Release levels. (PDS member name - MQWMQIDS)

___
2.
If a WebSphere MQ queue manager communicates with a MQSeries queue manager, provide the WebSphere MQ queue manager and channel names used to connect with MQSeries. (PDS member name - MQWMQNFO)
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Preliminary Data Collection Checklist - Part 2 of 2
A copy of this checklist will be provided to the site in sufficient time to allow for collection of the data by the site and analysis by the review team prior to the start of the resolution meeting. The site will make the following items available for review by the resolution team upon arrival.

___
1.
All documents and procedures that apply to the following sections and/or units:

a.
Operations  Including system IPL procedures and SMF collection file backup specifics.

b.
Storage Management  Including identification of the DASD backup files and all associated storage management userids/LIDs/ACIDs.

c.
Security Management and Tracking
d.
Change Management
Reference:
OS/390 STIG
(ALL)
___
2.
Hard copy sample documentation that demonstrates the use of the SOPs as required by the OS/390 STIG (e.g., review of APF-authorized libraries).

Reference:
OS/390 STIG
(ALL)
___
3.
Copies of all source, vendor integrity statements, or other documentation for all installed system, user, and ACP exits maintained by the site.  Also include a list of the libraries in which these modules are contained.

Reference:
OS/390 STIG
2.1.2.6

2.1.2.7
___
4.
Copies of all source, vendor integrity statements, or other documentation for all installed user or replaced system SVCs.  Also include a list of the libraries in which these modules are contained.

Reference:
OS/390 STIG
2.1.2.4
___
5.
Documentation for all known variances from DISA standards (e.g., naming conventions for parmlib members).

Reference:
OS/390 STIG
(ALL)
___
6.
Completed Vendor Products List.  The worksheet accompanies this document.

Reference:
OS/390 STIG
(ALL)
___
7.
Copies of all exemptions and requested waivers (granted or not).

Reference:
OS/390 STIG
(ALL)
___
8.
Personnel list of all employees of the site including contractors.  This list should include each employee's clearance level, job title, duty phone, section to which each is attached, and physical location by site.

Reference:
OS/390 STIG
3.1.2

3.1.2.1
___
9.
List of all Multiple User Access Systems in use on this system.  These are systems that run in a single address space, but allow multiple users to sign on to them (e.g., CICS regions, Session Managers, etc.).  For each region, also include corresponding userids, profiles, data management files, and a brief description (of each region).

Reference:
OS/390 STIG
3.1.2

3.1.2.1

3.2.2.3

7.1

8 (ALL)

9.3 (ALL)

12.3 (ALL)
___
10.
Hard copy of the SYSLOG display messages for each of the following commands:

DISPLAY SMF,O

DISPLAY DUMP
This information should be provided for each site work shift.

Reference:
OS/390 STIG
2.1.2.10
___
11.
Documentation of the process used for submission of batch jobs via an automated process (i.e., scheduler or other sources) and each of the associated userids.

Reference:
OS/390 STIG
3.1.2.2

3.2.2.2

3.3.2.2

3.4.2.2
___
12.
List of all jobs submitted via NJE/RJE and associated userids.

Reference:
OS/390 STIG
3.1.2.4

3.2.2.4

3.3.2.4

3.4.2.4

5.1
___
13.
Copy of all required documentation kept in the Security department as required by the OS/390 STIG.

Reference:
OS/390 STIG
(ALL)
___
14.
Copies of all source, vendor integrity statements, or other documentation for all installed user I/O appendages.  Also include a list of the libraries in which these modules are contained.

Reference:
OS/390 STIG
2.1.2.5
___
15.
Copies of all source, vendor integrity statements, or other documentation for all installed user-written or vendor-supplied PPT modules.  Also include a list of the libraries in which these modules are contained.

Reference:
OS/390 STIG
2.1.2

2.1.2.3
___
16.
Copies of written requests, justifications, and authorizations for all special privilege access.  This should include all that have security administration control access and access to sensitive facilities and/or system resources.

Reference:
OS/390 STIG
3.2.4

3.3.4

3.4.4
Vendor Products List

Please provide the requested information specific to the OS/390-based software products installed for this individual system.  Include associated product version/release levels if known, and check the security interface item that applies for the product as appropriate.  You may substitute your own product list for this information provided the requested information is included.

VERSION
SECURITY INTERFACE
PRODUCT
RELEASE
ACP  PRODUCT  OTHER
OPERATING SYSTEM:
________________
_________

(i.e., MVS/ESA, OS/390

ACCESS CONTROL S/W:
________________
_________

(i.e., ACF2, RACF,

TOP SECRET)

JES:
_________
____
____
____

VTAM:
_________
____
____
____

SMP/E:
_________
____
____
____

SESSION MANAGER:
________________
_________
____
____
____

(e.g., CL/SUPERSESSION,

NETVIEW, CA-VMAN)

TERMINAL MON. PGMS:
________________
_________
____
____
____

(e.g., TSO, ROSCOE)

________________
_________
____
____
____

TRANSACTION

PROCESSORS:
________________
_________
____
____
____

(e.g., CICS)

________________
_________
____
____
____

________________
_________
____
____
____

VERSION
SECURITY INTERFACE
PRODUCT
RELEASE
ACP  PRODUCT  OTHER
DATA BASE MGMT:
________________
_________
____
____

____

(e.g., IMS, IDMS, MICS)

________________
_________
____
____

____

________________
_________
____
____

____

DASD MGMT S/W:
________________
_________
____
____

____

(e.g., FDR, DFHSM,

CA-ASM2)
________________
_________
____
____

____

TAPE MGMT S/W:
________________
_________
____
____

____

(e.g., CA-1, TLMS)

SYSTEM MONITORING

S/W:
________________
_________
____
____

____

(e.g., OMEGAMON,

CA-LOOK, NETVIEW)
________________
_________
____
____

____

________________
_________
____
____

____

SPOOL ACCESS S/W:
________________
_________
____
____

____

(e.g., SDSF, IOF, VPS) 

________________
_________
____
____

____

PGM ANALYSIS S/W:
________________
_________
____
____

____

(e.g., STROBE)

________________
_________
___
____

____

OTHER S/W:
________________
_________
____
____

____

________________
_________
____
____

____

________________
_________
____
____

____

________________
_________
____
____

____

Post - SRR Data Availability Report

SITE:_____________________________________
SMF ID:____________________________

Date Reviewed:_____________________________

The following are the names of the data sets produced as a result of the SRR Data Collection:
OS/390 Data Collection related data set(s) 
_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

ACP Data Collection related data set(s) 
_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

Please ensure that these DASD-resident data sets remain available as named for the next three (3) weeks to allow the Field Security Operations SRR team to complete its data analysis.

Thereafter, retain these data sets on DASD or tape for future SRR follow-up activities.
Reviewer:_____________________________________________________________________

Confirmation of Receipt:_________________________________________________________

This page is intentionally left blank.

Data Collection Checklists

This page is intentionally left blank.

OS/390 Data Collection Checklist
CA-EXAMINE will be used as the primary vehicle to collect the OS/390 data necessary to conduct the Security Readiness Review (SRR).  Almost all CA-EXAMINE data collection will be accomplished in batch.  However, some on-line interaction using ISPF/PDF and CA-EXAMINE will be necessary.

NOTE:
This document contains several references to the character strings 'xxxx' and 'mmmyyyy'.  Throughout this checklist, replace all occurrences of:

1)
'xxxx' with the SMF ID of the domain being reviewed.

2)
'mmmyyyy' with the month and year of the review, e.g., MAR1997.
The data gathered using this checklist will be saved in the following partitioned data sets:

1)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.EXAM.RPT - CA-EXAMINE reports

2)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PARMLIB -


Copies of various system parmlib members

3)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PARMLIB.NAMES -


Improperly named SYS1.PARMLIB members

4)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PARMLIB.ACCESS -


Inaccessible data sets referred to in SYS1.PARMLIB

5) SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PDI – Finding Analysis Detail reports.

These permanent data sets must be located on a domain accessible to DISA Field Security Operations personnel and will be required for follow-up SRR data analysis.  The data sets should be backed up and retained by the site for future reference.

A copy of this checklist should be provided to the site prior to the start of the SRR process.

___
1.
Upload the files located on the SRR Data Collection diskette to the mainframe.
___
a)
Allocate three partitioned data sets on the host.

Using ISPF/PDF data set utilities or an equivalent program, allocate the following data sets with the indicated characteristics:

SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL - Batch data collection JCL

Organization:

PO
Record format:
FB
Record length:

80

Block size:

6160 (suggested)

Primary cylinders:
1
Secondary cylinders:
1
Directory blocks:
10
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.EXAM.SCRIPT -
CA-EXAMINE scripts

Organization:

PO
Record format:
FB
Record length:

80
Block size:

6160 (suggested)

Primary tracks:
5
Secondary tracks:
2
Directory blocks:
5
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PARMLIB -
Copies of system parmlib members

Organization:

PO
Record format:
FB
Record length:

80
Block size:

6160 (suggested)

Primary tracks:
2
Secondary tracks:
1
Directory blocks:
5
___
b)
Using any 3270 Terminal Host Emulation software, establish a host connection and TSO session from a PC.  From the TSO READY prompt or ISPF/PDF option 6:

___
1)
Upload the files in the mvssrr\ and mvssrr\examine\ directories on the SRR Data Collection diskette to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL on the host.  Specify CR/LF and Convert to EBCDIC during the upload.

NOTE:
The SRRDATA macro can used to automate the upload process when using Attachmate’s EXTRA! TN3270 client software.  Refer to the mvssrr\extra!\ directory of the SRR Data Collection diskette for details on how to install and use SRRDATA macro.

___
2)
Upload the files in the mvssrr\examscpt\ directory on the SRR Data Collection diskette to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.EXAM.SCRIPT on the host. Specify CR/LF and Convert to EBCDIC during the upload.

NOTE:
The PDS members must be given the same names as the text files on the diskette due to references in this checklist and batch JCL.
___
2.
Customize CA-EXAMINE report options.
Invoke the CA-EXAMINE application from within ISPF/PDF.  This is typically done by executing %EXAMINE from ISPF/PDF option 6.

From the CA-EXAMINE primary menu, enter 0.3 from the command line to display the SELECT REPORT OPTIONS menu.  Enter the following values:

Page header:
SRR - site name - xxxx
Maximum lines per page:
55  (suggested)

Report destination:
LOCAL
Sysout class:
X  (must be a JES held output class)

Upper case:
YES  (suggested)

Allocated hold:
YES
After all the information is entered, press the ENTER key to save the values and return to the CA-EXAMINE primary menu.

NOTE:
If the PF3 key or the END command is issued, the report option values will not be saved.
___
3.
Create CA-EXAMINE batch job JCL.
___
a)
Generate JCL member EXAMINE.

From the CA-EXAMINE primary menu, enter 0.4.1 from the command line to display the BATCH JCL CREATE/CHANGE menu.  Enter the following values:

Specify file used to retain JCL:

File name
===>
‘SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL’
Member name
===>
EXAMINE
CA-EXAMINE builds the JCL from the files allocated to your TSO session and saves it in the PDS member EXAMINE.

___
b)
Customize JCL member EXAMINE.

From an ISPF edit screen (e.g., ISPF/PDF option 3.4), make the following modifications to the JCL generated in the previous step.  This JCL should be located in SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(EXAMINE).

1) Delete the JCL JOB statement.

2) Insert the following JCL PROC statement directly in front of the STEP2 JCL EXEC statement:

//EXAMRPTS PROC

3)
Comment out the SYSTSIN and EXAMSCRP JCL DD statements and associated control cards in STEP2.  Do not forget to remove the JCL end of data delimiter statements (i.e., /*).

___
4.
Submit JCL to execute the batch CA-EXAMINE job.
___
a)
Copy SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(EXAMINE) into SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(EXAMJOB)).

Refer to the JCL comment block in the beginning of SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(EXAMJOB) for complete instructions on combining these two PDS members.

___
b)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(EXAMJOB) for execution.  CA-EXAMINE report steps may end with a condition code of 0 although errors occurred.  Review the job for error messages to ensure successful execution, particularly the following:

___
1)
The ISPLOG and SYSTSPRT files of each report step.

___
2)
The JOBLOG or JESLOG files.

NOTE:
The CA-EXAMINE job accesses numerous system level data sets.  Access authorization problems may not be obvious at first because the CA-EXAMINE reports will still be produced.  However, the information in these reports may not be complete.  It is imperative that the job is thoroughly examined for error messages, especially from the ACP.

The EXAMJOB job will create the PDS SYS3.FSO.SRRMVS.xxxx.mmmyyyy.EXAM.RPT and save each report in individual members.  These members will be referenced in SRR checklists (e.g., OS/390 Data Analysis) during subsequent analysis.

___
5.
Collect data using the on-line CA-EXAMINE ISPF application.
Some functions under CA-EXAMINE are not supported in batch.  Therefore, certain CA-EXAMINE reports must be executed on-line.
___
a)
Collect JES2 proclib member lists.

___
1)
From ISPF/PDF option 6, issue the following command.  This will allow CA-EXAMINE to write output to this PDS member when using the CA‑EXAMINE REPORT command:

alloc f(exam$out) da('sys3.fso.srrmvs.xxxx.mmmyyyy.exam.rpt(proclibs)')
___
2)
Invoke the CA-EXAMINE application.  From the CA-EXAMINE primary menu, enter 4.2 from the command line to display the JES2 PROCLIB DISPLAY menu.

___
3)
Enter the command REPORT ON from the command line to activate CA-EXAMINE continuous reporting mode.

___
4)
Select each proclib displayed at the bottom of the JES2 PROCLIB DISPLAY menu and press the ENTER key.

___
5)
From the PROCLIB SEARCH DATA menu, enter a hyphen (-) for a program mask and press the ENTER key.  After the list of proclib members is displayed, press the PF3 key twice to display the next proclib.  Repeat this same program mask search for each proclib.

___
6)
After all proclibs are searched, enter the command REPORT OFF from the command line to deactivate CA‑EXAMINE continuous reporting mode and exit the CA‑EXAMINE application.

___
7)
Exit CA-EXAMINE and issue the following command:

free fi(exam$out)
___
b)
Collect CICS proclib member lists and JCL.

___
1)
From ISPF/PDF option 6, issue the following command.  This will allow CA-EXAMINE to write output to this PDS member when using the CA‑EXAMINE REPORT command:

alloc f(exam$out) da('sys3.fso.srrmvs.xxxx.mmmyyyy.exam.rpt(cicsproc)')
___
2)
Invoke the CA-EXAMINE application.  From the CA-EXAMINE primary menu, enter 4.2 from the command line to display the JES2 PROCLIB DISPLAY menu.

___
3)
Select each proclib displayed at the bottom of the JES2 PROCLIB DISPLAY menu and press the ENTER key.

___
4)
From the PROCLIB SEARCH DATA menu, enter DFHSIP for the program name and press the ENTER key. 

___
5)
After the list of CICS proclib members is displayed, enter the command REPORT ON from the SELECTED PROCLIB MEMBERS menu to activate CA-EXAMINE continuous reporting mode.

___
6)
Select all CICS proclib members.  When completed, enter the command REPORT OFF from the SELECTED PROCLIB MEMBERS menu to deactivate continuous reporting mode.  Press the PF3 key twice to display the next proclib.  Repeat steps 4 through 6 for each proclib.

___
7)
After all proclibs are searched, exit CA-EXAMINE and issue the following command:

free fi(exam$out)

___
6.
Other required information that is not obtained from CA-EXAMINE.

The means and tools used to gather the following information is discretionary, but this information must be recorded.

___
a)
Save a copy of the JES2 initialization parameter member(s) in SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PARMLIB using the same JES2 member name(s).  This parameter list is referenced by the HASPPARM DD statement in the JES2 system procedure.

___
b)
Save a copy of each of the following SYS1.PARMLIB members (where xx is any two-character suffix) in SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PARMLIB using the same member name:

IKJTSOxx
IEAAPPxx
___
c)
DASD volume serial numbers where the ACP database, alternate, and/or backup files are located.

___
7.
Submit JCL to execute the batch SYS1.PARMLIB members inquiry.
___
a)
Copy SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(EXAMINE) into SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CACJ0001).

Refer to the JCL comment block in the beginning of SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CACJ0001) for complete instructions on combining these two PDS members.

___
b)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CACJ0001) for execution.  Review the job for error messages to ensure successful execution, particularly the following:

___
1)
The ISPLOG and SYSTSPRT files of each report step.

___
2)
The JOBLOG or JESLOG files.

The CACJ0001 job will create the data sets SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PARMLIB.NAMES and SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PARMLIB.ACCESS, and 

SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PDI, and save each report in individual members.  These members will be referenced in SRR checklists during subsequent analysis.

ACF2 Data Collection Checklist
This checklist will use batch processing to collect the ACF2 and OS/390 data necessary to conduct the Security Readiness Review (SRR).

NOTE:
This document contains several references to the character strings 'xxxx' and 'mmmyyyy'.  Throughout this checklist, replace all occurrences of:

1)
'xxxx' with the SMF ID of the domain being reviewed.

2)
'mmmyyyy' with the month and year of the review, e.g., MAR1997.
The data gathered using this checklist will be saved in the following partitioned data sets:

1)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT - ACF2 command reports

2)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ALIAS.RPT - Master Catalog aliases

3)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT - Data set access reports

4)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PDI – Finding Analysis Detail reports.

These permanent data sets must be located on a domain accessible to DISA Field Security Operations personnel and will be required for follow-up SRR data analysis.  The data sets should be backed up and retained by the site for future reference.

A copy of this checklist should be provided to the site prior to the start of the SRR process.

___
1.
Upload the files located on the SRR Data Collection diskette to the mainframe.
___
a)
The partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL was previously allocated in the OS/390 SRR Data Collection Checklist.  Ensure that it is still available on the domain.

___
b)
Using any 3270 Terminal Host Emulation software, establish a host connection and TSO session from a PC.  From the TSO READY prompt or ISPF/PDF option 6:

___
Upload the files in the mvssrr\acf2\ directory on the SRR Data Collection diskette to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL on the host.  Specify CR/LF and Convert to EBCDIC during the upload.

NOTE:
The PDS members must be given the same names as the text files on the diskette due to references in this checklist.
___
2.
Produce the ACF2CMDS report.
___
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(ACF2CMDS) for execution.  After the job has ended, review the job for error messages to ensure successful execution, particularly the following:

___
a)
The SYSPRINT files of each report step.

___
b)
The JOBLOG or JESLOG files.

The ACF2CMDS job will create the PDS SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT and save each report in individual members.  These members will be referenced in SRR checklists (e.g., ACF2 Data Analysis) during subsequent analysis.

___
3.
Produce the Master Catalog ALIAS report.
___
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(ACFLSTA) for execution.  After the job has ended, review the job for error messages to ensure successful execution.

The ACFLSTA job will create the data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ALIAS.RPT and save a list of Master Catalog aliases in it.  This information will be referenced in SRR checklists (e.g., ACF2 Data Analysis) during subsequent analysis.

___
4.
Evaluate ACF2 Configuration.

___
a)
Copy SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(EXAMINE) into SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CAAJ0003).

Refer to the JCL comment block in the beginning of SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CAAJ0003) for complete instructions on combining these two PDS members.

___
b)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CAAJ0003) for execution.  Review each of the job steps for error messages to ensure successful execution, particularly the following:

___
1)
The ISPLOG and SYSTSPRT output files of each step.

___
2)
The JOBLOG or JESLOG files.


The CAAJ0003 job will create members in the following data set:



SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PDI -

___
5.
Create a list of data set entries for the DSNLIST member.

___
a)
The DSNLIST member is used as input into the Sensitive Reporting Subsystem.  Before the Sensitive Reports are produced, duplicate elimination is performed to ensure that data sets are only referred once within the SENSITVE.RPT PDS report members.  The duplicate elimination process occurs after all input is processed, which includes this DSNLIST member and automatic extracts from numerous CA-EXAMINE and ACF2 reports.



Edit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(DSNLIST) to create a list of system and product data set entries using the following guidelines and table.  The information provided by the site on the Preliminary Data Collection Worksheets and the suggestions following the table will help determine the proper data set names to use.

1) Use a two-character identifier to indicate the type of data set entry.

2) The same identifier can be repeated as often as necessary.

3) Data set entries must be either a fully qualified data set name, or one or more data set nodes ending with a period.

4) All identifiers must begin in Column 1.

5) All data set entries must begin in Column 3.

6) Do not use quotes with the data set entry.

This table includes a list of valid data set identifiers, the type of data set entry associated with each identifier, and the member name of the report saved in the SENSITVE.RPT PDS.

NOTE:
The identifier codes with an “*” are optional input into the DSNLIST.  These entry types are generated automatically by the Sensitive Reporting process.  Unless you have a special circumstance, you do not need to code these entries in the DSNLIST.

	IDENTIFIER

CODE
	DATA SET TYPE
	REPORT

NAME

	*AA
	Various SYS1 data sets
	MISCRPT

	*AB
	APF-authorized
	APFXRPT

	*AC
	LINKLIST
	LNKXRPT

	*AD
	LPA
	LPAXRPT

	*AE
	Libraries containing PPT modules
	PPTXRPT

	*AF
	Libraries containing system exits
	MVSXRPT

	*AG
	TSO APF-authorized
	APFTRPT

	*AH
	SMF collection (i.e., SYS1.MAN)
	SMFXRPT

	*AI
	JES2 procedures
	PROCRPT

	*AJ
	System catalogs
	CATXRPT

	*AK
	SMP/E installation (i.e., CSIs)
	SMPERPT

	*AL
	System PAGE
	PGXXRPT

	*AM
	JES2 HASP
	JES2RPT

	AN
	SMF dump/backup
	SMFBKRPT

	AO
	System DASD backup
	BKUPRPT

	*AP
	ACP and security-related
	ACPRPT

	AQ
	System-level product installation
	PRODRPT

	BA
	CICS
	CICSRPT

	BB
	FEP/NCP
	NCPRPT

	BC
	TCPIP
	TCPRPT

	BD
	NC-PASS
	NCPASRPT

	BE
	UNIX System Services
	USSRPT

	BF
	OMEGAMON
	OMEGRPT

	BG
	DFSMS
	SMSRPT

	BH
	CA-1
	CA1RPT

	BI
	IDMS
	IDMSRPT

	BJ
	MQSeries
	MQSRPT

	BK
	VTAM
	VTAMRPT

	BL
	IOA, CONTROL-O, CONTROL-M
	IOARPT

	BM
	XDC
	XDCRPT

	BN
	WEB HTTP
	HTTPRPT

	BO
	TELNET
	TNTRPT

	BP
	FTP
	FTPRPT

	BQ
	WebSphere Application Service
	WASRPT


( SMF dump/backup – Determine the names of the automated procedures used to dump the SMF data sets by reviewing SYSLOG messages.  Review these procedures in the JES2 proclibs for the data sets created.  Use ISPF/PDF option 3.4 dsname list to enter **.*SMF*, or replace SMF with the actual domain SMF ID (DAILY, WEEKLY, etc.).

( System DASD backup – If DFHSM is used, review the DFHSM procedure and note the CMD=xx parameter on the EXEC statement.  Browse the ARCCMDxx member of the data set allocated by the HSMPARM DD statement for the entries BACKUPPREFIX(prefix) and MIGRATEPREFIX(prefix1).  The system backup data set names will be prefix.BACKTAPE.DATASET and prefix1.HMIGTAPE.DATASET.


If FDR is used, use FDRABR. for the data set prefix.

( ACP and security – Review the ACF2CMDS.RPT(ACFBKUP) to obtain ACF2 dynamic data sets used by ACF2.

( System-level product installation – SMP/E target and distribution data sets, and non-SMP/E installation data sets.

NOTE:
SMP/E CSI data sets are automatically included in the SMPERPT report.
( CICS – Review EXAM.RPT(CICSPROC).  CICS system data set names are identified by DD names beginning with DFH.  Include the CICS SIT allocated by the SYSIN DD statement.  Use ISPF/PDF option 3.4 dsname list (e.g., **.*CICS*) to obtain a comprehensive list of CICS product data sets, including installation data sets not referenced in proclib members.

NOTE:
The libraries allocated by the STEPLIB DD statement are APF-authorized and are automatically included in the APFXRPT report.
( FEP/NCP – Search the JES2 proclibs for the member that executes program ISTINM01.  These datasets are used for the FEP at the site, if the domain does not have a FEP the collection of these datasets can be bypassed.  Review the VTAM procedure for load and dump data sets for the FEP.  Use ISPF/PDF option 3.4 dsname list to enter **.*NCP*.

( TCPIP – Review the TCPIP procedures, and search the JES2 proclibs for members that execute programs with prefixes of MVP and EZA..  Use ISPF/PDF option 3.4 dsname list to enter **.*TCP*and SYS1.TCPIP.SEZ*. Product datasets that begin with prefixes of SYS1.TCPIP.AEZA, and SYS1.TCPIP.SEZA.

( NC-PASS – Search the JES2 proclibs for the member that executes program NCI.  Use ISPF/PDF option 3.4 dsname list to enter **.NCPASS*.

( UNIX System Services Product Data Sets – Use ISPF/PDF option 3.4 dsname list to enter **.*BPX*, **.BPA*, **.CMX*, **.OMVS*, and **.*FOM*.


UNIX System Services STEPLIBLIST – Review the BPXPRMxx members in PARMLIB for the STEPLIBLIST statement.  This statement specifies the name of the HFS file (usually /etc/steplib) that contains the list of OS/390 data sets to be used as step libraries authorized for set‑user‑ID and set‑group‑ID programs.  Review the USSCMDS.RPT(ESTEPLL) report or the TSO command “oshell  cat  /etc/steplib” to get the list of data sets to include. If the STEPLIBLIST statement is commented out, there are no data sets to include.


UNIX System Services ROOT – Review the BPXPRMxx members in PARMLIB for the ROOT statement.  Include the data set specified in the FILESYSTEM parameter.


UNIX System Services MOUNT – Review the BPXPRMxx members in PARMLIB for the MOUNT statement(s).  Include the data set(s) specified in the FILESYSTEM parameter(s).

( OMEGAMON – Use ISPF/PDF option 3.4 dsname list to enter **.OMEG* and **.OMC*.

( DFSMS – Review IGDSMSxx members in SYS1.PARMLIB to obtain the ACDS and COMMDS data set names.  Use the prefixes of these data sets to obtain the SCDS, ACS routine, and any backup data set names.  Use ISPF/PDF option 3.4 dsname list to enter **.DFSMS*.

( CA1 – Search the JES2 proclibs for the member that executes program TMSINIT. Use ISPF/PDF option 3.4 dsname list to enter **.*CA1* and **.*TMS*. The TMC and Audit datasets can be obtained from CA1.RPT(TMSSTATS
( IDMS – Search the JES2 proclibs for members that execute program IDMSDC.

( MQSeries – Search the JES2 proclibs for members that execute programs with the prefix of CSQ.  Review proclib members ssidMSTR and ssidCHIN.  Additional datasets can be found by reviewing the ssidMSTR JESMSGLG. Find CSQJ001I messages to obtain the LOGCOPY datasets.  Find the CSQY122I message to obtain the ARCPRFX1 and ARCPRFX2 dataset high-level qualifiers.  Use ISPF/PDF option 3.4 dsname list to enter **.MQ*.

( VTAM – Use ISPF/PDF option 3.4 dsname list to enter **.*VTAM*.

( IOA, Control-O, Control-M – Search the JES2 proclibs for members CONTOLM and CONTROLO. Use ISPF/PDF option 3.4 dsname list to enter **.CTM*, **.CTO*, **.CTR*, **.ECS*, and **.IOA*.

( XDC – Who knows?  Never seen it on a domain.

( HTTP – Review the HTTP procedures, and search the JES2 proclibs for members that execute program IMWHTTPD.  Use ISPF/PDF option 3.4 dsname list to enter SYS1.IMW 

( TELNET – Enter datasets that contain the key ring and stash files.  These data sets are typically named SYS3.TCPIP.*.KDB and SYS3.TCPIP.*.STH.  The key ring file can be found at the KEYRING statement in the dataset allocated to the PROFILE DD statement in the TCPIP procedure.  Review the output messages from the CACJ0003 job, referenced in the IBM Communications Server Data Collection Checklist section, will provide a list of additional datasets.

( FTP – Review the FTPD procedure, and search the JES2 proclibs for members that execute programs with prefix of FTP.  Review the data set allocated to the SYSFTPD DD statement in the FTPD procedure for the BANNER entry that is identified to a dataset. 

( WebSphere Application Service – Review the WAS procedures, and search the JES2 proclibs for members that execute program xxxxxxxx.  Use ISPF/PDF option 3.4 dsname list to enter SYS2.WAS*, SYS2.OE, SYS2.EJS, SYS1.JAVA, SYS1.DB2, and SYS1.GLD.  And datasets SYS1.CSSLIB, SYS1.LE.SCEELKED, SYS1.LE.SCEELKEX, and SYS1.LE.SCEEOBJ.
___
6.
Create work data sets used for subsequent processing.

___
a)
Copy SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(EXAMINE) into SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CAAJ0002).

Refer to the JCL comment block in the beginning of SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CAAJ0002) for complete instructions on combining these two PDS members.

___
b)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CAAJ0002) for execution.  Review each of the job steps for error messages to ensure successful execution, particularly the following:

___
1)
The ISPLOG and SYSTSPRT output files of each step.

___
2)
The JOBLOG or JESLOG files.


The CACJ0002 job will create the following work data sets:


a)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.TEMP1 -



A copy of selected CA-EXAMINE reports with special editing.


b)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.TEMP2 -


A copy of the JES2 initialization parameters and a copy of your DSNLIST member.


c)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.TEMP3 -


A list of data set names from EXAMINE reports and the DSNLIST you created.

___
7.
Produce the SENSITVE data set access reports.
___
a)
Copy SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(EXAMINE) into SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CAAJ0001).

Refer to the JCL comment block in the beginning of SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CAAJ0001) for complete instructions on combining these two PDS members.

___
b)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CAAJ0001) for execution.  Review each of the job steps for error messages to ensure successful execution, particularly the following:

___
1)
The ISPLOG and SYSTSPRT output files of each step.

___
2)
The JOBLOG or JESLOG files.

The CAAJ0001 job will create the SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT file.

This file will be referenced in the SRR checklists (e.g., ACF2 Data Analysis Checklist) during subsequent analysis.

___
8.
Produce the SENSITVE resource access reports.
___
a)
Review SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CAAT0001).

It is recommended that the member CAAT0001 be reviewed and modified to ensure that all resources have been identified.  The format for this member is an eight (8) character Resource Class name followed by three (3) character Type Code used by ACF2.  

This information is verified in this process using the internal and external CLASMAP definitions.  The Resource Classes and Type Codes that are identified in CAAT0001 may or may not be defined in the CLASMAP definitions.  A Resource Class can be repeated with different Type Codes within CAAT0001.  An example:

C000000000111

C123456789012

 TRANS   CKC

 TRANS   CKA

If a Resource Class is identified in both internal and external CLASMAP definitions, the process will use the Type Code that is in the external CLASMAP definition.

If a Resource Class is not in the external CLASMAP definition, the process will uses the first occurrence of the Resource Class in the internal CLASMAP definition.  If this occurs, enter the Resource Class and Type Code into CAAT0001 to be used by the process.  An example where Resource Class PROGRAM is not defined in the external CLASMAP definition, enter the following into CAAT0001:

PROGRAM PGM

The process will possibly use the following:

PROGRAM CPC

The INFODIR entries may identify Type Codes that are not defined in the CLASMAP definition.  If a Type Code can be identified to a Resource Class to be collected enter the information into CAAT0001.  

Note for CICS:
Review CICS STCs for ACF2PARM DD statement.  Within each ACF2PARM dataset find CICSKEY for RESOURCE=TRANS, enter the TYPE= entry in CAAT0001.  An examples follows:

CICSKEY  OPTION=VALIDATE,TYPE=KTS,RESOURCE=TRANS

Enter the following in CAAT0001:

TRANS   KTS

___
b)
Copy SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(EXAMINE) into SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CAAJ0002).

Refer to the JCL comment block in the beginning of SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CAAJ0002) for complete instructions on combining these two PDS members.

___
c)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CAAJ0002) for execution.  Review each of the job steps for error messages to ensure successful execution, particularly the following:

___
1)
The ISPLOG and SYSTSPRT output files of each step.

___
2)
The JOBLOG or JESLOG files.

The CAAJ0002 job will add members to the SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT file.

This file will be referenced in the SRR checklists (e.g., ACF2 Data Analysis Checklist) during subsequent analysis.

CA-1 Data Collection Checklist
CA-1 report utilities and IBM's IDCAMS program will be used to collect the CA-1 data necessary to conduct the Security Readiness Review (SRR).

NOTE:
This document contains several references to the character strings 'xxxx' and 'mmmyyyy'.  Throughout this checklist, replace all occurrences of:

1)
'xxxx' with the SMF ID of the domain being reviewed.

2)
'mmmyyyy' with the month and year of the review, e.g., MAR1997.
The data gathered using this checklist will be saved in the following partitioned data sets:

1)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CA1.RPT - CA-1 utility reports

2)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CA1.RPT2 - IDCAMS report

These permanent data sets must be located on a domain accessible to DISA Field Security Operations personnel and will be required for follow-up SRR data analysis.  The data sets should be backed up and retained by the site for future reference.

A copy of this checklist should be provided to the site prior to the start of the SRR process.

___
1.
Upload the file(s) located on the SRR Data Collection diskette to the mainframe.
___
a)
The partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL was previously allocated in the OS/390 SRR Data Collection Checklist.  Ensure that it is still available on the domain.

___
b)
Using any 3270 Terminal Host Emulation software, establish a host connection and TSO session from a PC.  From the TSO READY prompt or ISPF/PDF Option 6:

___
Upload the file(s) in the mvssrr\ca1\ directory on the SRR Data Collection diskette to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL on the host.  Specify CR/LF and Convert to EBCDIC during the upload.

NOTE:
The PDS members must be given the same names as the text files on the diskette due to references in this checklist and batch JCL.
___
2.
Submit JCL to execute the batch CA-1 data collection job.
___
a)
Review the JCL in SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CA1UTIL).  Ensure that the correct CA-1 load library is specified on the STEPLIB DD statement for Steps 2 and 3 and on the CAILIB DD statement for Step 4.

___
b)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CA1UTIL) for execution.  Review the job for error messages to ensure successful execution.

The CA1UTIL job will create the data sets SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CA1.RPT and SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CA1.RPT2.  They will be referenced in the CA-1 Data Analysis Checklist.

___
3.
Collect data using the CA-1 on-line ISPF application.
___
a)
CA-1 does not have a batch facility to report on internal passwords.  Therefore, this information must be collected interactively using the CA-1 ISPF application.  Before invoking the CA-1 ISPF application, you must obtain an internal password from the CA-1 systems programmer with the authority to view the CA-1 security table.

___
b)
Invoke the CA-1 application, and select Option 3, MAINTENANCE, from the CA-1 Primary Option Menu.  On the next menu, CA-1 CONFIGURATION TABLES MAINTENANCE, select Option 1, CA-1 SECURITY TABLE.  All CA-1 internal passwords and associated privileges are available from the CA-1 SECURITY TABLE LISTING menu.

___
c)
CA-1 does not provide a convenient method to save this information.  Use an available facility to save the internal password information.  For example, most 3270 Terminal Host Emulation software offers a COPY/PASTE feature. Use this feature to copy the information to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CA1.RPT, creating a new member called TMSPSWD.

CICS Data Collection Checklist

IBM's IDCAMS program will be used to collect the CICS data necessary to conduct the Security Readiness Review (SRR).

NOTE:
This document contains several references to the character strings 'xxxx' and 'mmmyyyy'.  Throughout this checklist, replace all occurrences of:

1)
'xxxx' with the SMF ID of the domain being reviewed.

2)
'mmmyyyy' with the month and year of the review, e.g., MAR1997.
The data gathered using this checklist will be saved in the following partitioned data set:

SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CICSSIT.RPT – IDCAMS SIT dump reports

This permanent data set must be located on a domain accessible to DISA Field Security Operations personnel and will be required for follow-up SRR data analysis.  This data set should be backed up and retained by the site for future reference.

A copy of this checklist should be provided to the site prior to the start of the SRR process.

___
1.
Upload the file(s) located on the SRR Data Collection diskette to the mainframe.
___
a)
The partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL was previously allocated in the OS/390 SRR Data Collection Checklist.  Ensure that it is still available on the domain.

___
b)
Using any 3270 Terminal Host Emulation software, establish a host connection and TSO session from a PC.  From the TSO READY prompt or ISPF/PDF Option 6:

___
Upload the file(s) in the mvssrr\cics\ directory on the SRR Data Collection diskette to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL on the host.  Specify CR/LF and Convert to EBCDIC during the upload.

NOTE:
The PDS members must be given the same names as the text files on the diskette due to references in this checklist and batch JCL.
___
2.
Submit JCL to execute the batch IDCAMS CICS data collection job.
___
a)
Review the JCL in SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CICSSIT). Ensure the following items are specified:

1)
CICS load library containing the CICS SIT is specified on the SDFHAUTH DD statement.

2)
Repeat the dump step (i.e., Step 2) for each CICS SIT.

Ensure the PDS member name on the SITDUMP DD statement matches the actual SIT being dumped.  This is helpful when matching dumps with specific CICS regions during the data analysis phase.

NOTE:
The CICS startup parameter SIT= specifies the SIT suffix.  For example, SIT=6$ indicates the SIT is named DFHSIT6$.  If no SIT= parameter is found in (1) the PARM parameter from the EXEC PGM=DFHSIP statement, or (2) in the SYSIN data set, CICS will use the unsuffixed module named DFHSIT.

___
b)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CICSSIT) for execution.  Review the job for error messages to ensure successful execution.

The CICSSIT job will create the partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CICSSIT.RPT and save each SIT dump in individual members.  This data set and its members will be referenced in the CICS Data Analysis Checklist.

IBM Communications Server Data Collection Checklist

The IBM Communications Server Data Collection process provides Finding Details for the findings on the information collected.  Additional analysis may be necessary for some of the findings.  On the largest part, most the of the information generated by this process can be entered directly into the SRRDB.

NOTE:
This document contains several references to the character strings 'xxxx' and 'mmmyyyy'.  Throughout this checklist, replace all occurrences of:

1)
'xxxx' with the SMF ID of the domain being reviewed.

2)
'mmmyyyy' with the month and year of the review, e.g., MAR1997.
The data gathered using this checklist will be saved in the following partitioned data sets:

1)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.TEMP9 – Intermediate member dataset

2)
SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PDI – Contains the finding details

These permanent data sets must be located on a domain accessible to DISA Field Security Operations personnel and will be required for follow-up SRR data analysis.  The data sets should be backed up and retained by the site for future reference.

A copy of this checklist should be provided to the site prior to the start of the SRR process.

1.
Submit JCL to execute the batch IBM Communications Server Data Collection job.
___
a)
Copy SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(EXAMINE) into  SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CACJ0003).

Refer to the JCL comment block in the beginning of SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CACJ0003) for complete instructions on combining these two PDS members.

Change the following statement to refer to the members and datasets that contains the TCP/IP and FTP started task procedures:

ISPSTART CMD(%CACC0004 TERMMSGS(ON) +            

TCPDSN(TCP PROCLIB DATASET) TCPMBR(TCP MEMBER) +
FTPDSN(FTP PROCLIB DATASET) FTPMBR(FTP MEMBER) )
Change TCP PROCLIB DATASET to the proclib dataset and TCP MEMBER to the member of the TCP/IP procedure.

Change FTP PROCLIB DATASET to the proclib dataset and FTP MEMBER to the member of the FTP procedure.

___
b)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CACJ0003) for execution.  Review the job for error messages to ensure successful execution, particularly the following:

___
1)
The ISPLOG and SYSTSPRT files of each report step.

___
2)
The JOBLOG or JESLOG files.

___
3)
The SYSTSPRT file will contain messages that will be useful for providing entries for the DSNLIST member located in SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL.

The CACJ0003 job will create the PDSs SYS3.FSO.SRRMVS.xxxx.mmmyyyy.TEMP9 and SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PDI, and save each report in individual members.  These members will be referenced in SRR checklists during subsequent analysis.

IDMS Data Collection Checklist

IBM’s IDCAMS will be used to collect the IDMS data necessary to conduct the Security Readiness Review (SRR).  The IDMS data collected will be dumps of program module RHDCSRTT.  This module is generally found in the IDMS load library specified on the STEPLIB DD statement of each IDMS Central Version (CV) or region.

NOTE:
This document contains several references to the character strings 'xxxx' and 'mmmyyyy'.  Throughout this checklist, replace all occurrences of:

1)
'xxxx' with the SMF ID of the domain being reviewed.

2)
'mmmyyyy' with the month and year of the review, e.g., MAR1997.
The data gathered using this checklist will be saved in the following partitioned data set:

SYS3.FS0.SRRMVS.xxxx.mmmyyyy.SRTTDUMP – 

Member names will be SRTTnn (where nn is changed to a number whose value depends on the number of CVs to be examined).

This permanent data set must be located on a domain accessible to DISA Field Security Operations personnel and will be required for follow-up SRR data analysis.  The data set should be backed up and retained by the site for future reference.

A copy of this checklist should be provided to the site prior to the start of the SRR process.

___
1.
Upload the file(s) located on the SRR Data Collection diskette to the mainframe.
___
a)
The partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL was previously allocated in the OS/390 SRR Data Collection Checklist.  Ensure that it is still available on the domain.

___
b)
Using any 3270 Terminal Host Emulation software, establish a host connection and TSO session from a PC.  From the TSO READY prompt or ISPF/PDF option 6:

___
Upload the file(s) in the mvssrr\idms\ directory on the SRR Data Collection diskette to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL on the host.  Specify CR/LF and Convert to EBCDIC during the upload.

NOTE:
The PDS members must be given the same names as the text files on the diskette due to references in this checklist and batch JCL.
___
2.
Submit JCL to execute the batch IDMS data collection job.
___
a)
Edit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(IDMSJCL) following the instructions detailed within the comments of the job.

NOTE:
The RHDCSRTT module will be located in a library allocated by the STEPLIB and/or CDMSLIB DD statements within the IDMS procedure.  If this module is located in both DD statements, the module allocated by CDMSLIB takes precedence.


b)
Submit IDMSJCL for execution.  After the job has ended, review the job for error messages to ensure successful execution.

Job step JS10 will create the PDS SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SRTTDUMP.

Job step JS20 will dump the IDMS module RHDCSRTT.  Repeat JS20 as many times as necessary to dump this module for each IDMS region or CV.  These members will be referenced in the IDMS Data Analysis Checklist during subsequent analysis.
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Integrated Operation Architecture (IOA) Data Collection Checklist

IBM's IDCAMS program will be used to collect the IOA data necessary to conduct the Security Readiness Review (SRR).

NOTE:
This document contains several references to the character strings 'xxxx' and 'mmmyyyy'.  Throughout this checklist, replace all occurrences of:

1)
'xxxx' with the SMF ID of the domain being reviewed.

2)
'mmmyyyy' with the month and year of the review, e.g., MAR1997.
The data gathered using this checklist will be saved in the following partitioned data set:


SYS3.FSO.SRRMVS.xxxx.mmmyyyy.IOA.RPT
This permanent data set must be located on a domain accessible to DISA Field Security Operations personnel and will be required for follow-up SRR data analysis.  The data sets should be backed up and retained by the site for future reference.

A copy of this checklist should be provided to the site prior to the start of the SRR process.

___
1.
Upload the file(s) located on the SRR Data Collection diskette to the mainframe.
___
a)
The partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL was previously allocated in the OS/390 SRR Data Collection Checklist.  Ensure that it is still available on the domain.

___
b)
Using any 3270 Terminal Host Emulation software, establish a host connection and TSO session from a PC.  From the TSO READY prompt or ISPF/PDF option 6:

___
Upload the file(s) in the mvssrr\ioa\ directory on the SRR Data Collection diskette to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL on the host.  Specify CR/LF and Convert to EBCDIC during the upload.

NOTE:
The PDS members must be given the same names as the text files on the diskette due to references in this checklist and batch JCL.
___
2.
Submit JCL to execute the batch IOA data collection job.
___
a)
Review SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(IOAUTIL).  Ensure that the correct IOA load library is specified on the IOALIB DD statement for Steps 2, 3, 4, and 5.

___
b)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(IOAUTIL) for execution.  Review the job for error messages to ensure successful execution.

The IOAUTIL job will create the data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.IOA.RPT.  It will be referenced in the IOA Data Analysis Checklist.
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MQSeries/WebSphereMQ Data Collection Checklist
A MQSeries report utility will be used to collect the MQSeries and WebSphereMQ data necessary to conduct the Security Readiness Review (SRR).

NOTE:
This document contains several references to the character strings 'xxxx' and 'mmmyyyy'.  Throughout this checklist, replace all occurrences of:

1)
'xxxx' with the SMF ID of the domain being reviewed.

2)
'mmmyyyy' with the month and year of the review, e.g., MAR1997.
The data gathered using this checklist will be saved in the following partitioned data set:

SYS3.FSO.SRRMVS.xxxx.mmmyyyy.MQSERIES.RPT - MQSeries utility reports

This permanent data set must be located on a domain accessible to DISA Field Security Operations personnel and will be required for follow-up SRR data analysis.  The data set should be backed up and retained by the site for future reference.

A copy of this checklist should be provided to the site prior to the start of the SRR process.

___
1.
Upload the file(s) located on the SRR Data Collection diskette to the mainframe.
___
a)
The partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL was previously allocated in the OS/390 SRR Data Collection Checklist.  Ensure that it is still available on the domain.

___
b)
Using any 3270 Terminal Host Emulation software, establish a host connection and TSO session from a PC.  From the TSO READY prompt or ISPF/PDF option 6:

___
Upload the file(s) in the mvssrr\mqseries\ directory on the SRR Data Collection diskette to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL on the host.  Specify CR/LF and Convert to EBCDIC during the upload.

NOTE:
The PDS members must be given the same names as the text files on the diskette due to references in this checklist and batch JCL.
___
2.
Submit JCL to execute the batch MQSeries data collection job.
___
a)
Review the IEFSSNxx member(s) in SYS1.PARMLIB to determine the MQSeries and/or WebSphereMQ subsystem names defined to the operating system.  These definitions are identified by the INITRTN(CSQ3INI) parameter entry.  The value of the associated SUBNAME parameter is the MQSeries or WebSphereMQ  subsystem name (a.k.a. queue manager name).



In order for the MQSeries utility to run correctly, each MQSeries/ WebSphereMQ subsystem task must be active.  To determine this, use SDSF to display all active started tasks.  Each MQSeries/WebSphereMQ subsystem task, or queue manager STC, is named ssidMSTR (where ssid is the subsystem name).

If any MQSeries/WebSphereMQ subsystem tasks are inactive, ask the site to start these tasks before running the MQSeries utility.

___
b)
Review the JCL in SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(MQSUTIL).  Ensure the data sets allocated by the STEPLIB DD statement in STEP2 contain modules CSQUTIL and CSQUMTXT.



In STEP3, specify the SSID parameter value of a MQSeries subsystem name.  For example, the SUBNAME parameter value identified in the previous step is SYD1.  Code the following JCL statement:




//STEP3
EXEC MQSUTIL,SSID=SYD1



Repeat STEP3 as many times as necessary in order to specify all valid MQSeries subsystem names.

___
c)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(MQSUTIL) for execution.  Review the job for error messages to ensure successful execution.

NOTE:
The individual submitting the MQSUTIL job requires the following resource access authorizations:


Resource Class
Entity





Access

PROGRAM
CSQUTIL




EXECUTE

MQCONN

ssid.BATCH




READ

MQCMDS

ssid.DISPLAY.-



READ

MQQUEUE
ssid.SYSTEM.COMMAND.INPUT

UPDATE

MQQUEUE
ssid.SYSTEM.COMMAND.REPLY

UPDATE

MQQUEUE
ssid.SYSTEM.CSQUTIL.-


UPDATE

The MQSUTIL job will create the partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.MQSERIES.RPT and store each MQSeries queue manager report in individual members.  These reports will be referenced in the MQSeries Data Analysis Checklist.

OMEGAMON Data Collection Checklist
An OMEGAMON utility program will be used to collect the OMEGAMON data necessary to conduct the Security Readiness Review (SRR).

NOTE:
This document contains several references to the character strings 'xxxx' and 'mmmyyyy'.  Throughout this checklist, replace all occurrences of:

1)
'xxxx' with the SMF ID of the domain being reviewed.

2)
'mmmyyyy' with the month and year of the review, e.g., MAR1997.
The data gathered using this checklist will be saved in the following partitioned data set:


SYS3.FSO.SRRMVS.xxxx.mmmyyyy.OMEGAMON.RPT - Utility reports

This permanent data set must be located on a domain accessible to DISA Field Security Operations personnel and will be required for follow-up SRR data analysis.  The data set should be backed up and retained by the site for future reference.

A copy of this checklist should be provided to the site prior to the start of the SRR process.

___
1.
Upload the file(s) located on the SRR Data Collection diskette to the mainframe.
___
a)
The partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL was previously allocated in the OS/390 SRR Data Collection Checklist.  Ensure that it is still available on the domain.

___
b)
Using any 3270 Terminal Host Emulation software, establish a host connection and TSO session from a PC.  From the TSO READY prompt or ISPF/PDF option 6:

___
Upload the file(s) in the mvssrr\omeg\ directory on the SRR Data Collection diskette to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL on the host.  Specify CR/LF and Convert to EBCDIC during the upload.

NOTE:
The PDS members must be given the same names as the text files on the diskette due to references in this checklist and batch JCL.
___
2.
Submit JCL to execute the batch OMEGAMON data collection job.
___
a)
Review the JCL in SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(OMEGUTIL).

1) STEP1 lists the OMEGAMON II for MVS command security table.  Code one of the following values for the PARM= parameter on the EXEC statement.  Choose the value that supports the MVS operating system version on which OMEGAMON is running:

· KOMCM510 – MVS/ESA Version 5 and above (including OS/390)

· KOMCM410 – MVS/ESA Version 4

· KOMCM310 – MVS/ESA Version 3

2) STEP2 lists the OMEGAMON II for CICS command security table.

3)
STEP3 lists the OMEGAMON II for DB2 command security table.

For all steps, ensure that the correct OMEGAMON load library is specified on the STEPLIB and SYSLIB DD statements.  The data set allocated to SYSLIB must contain the command security tables.

CAUTION:
DO NOT MODIFY THE SYSIN CONTROL STATEMENTS!! The KOBSUPDT program is an update utility that can modify the OMEGAMON security environment.

___
b)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(OMEGUTIL) for execution.  Review the job for error messages to ensure successful execution.

The OMEGUTIL job will create the partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.OMEGAMON.RPT.  It will be referenced in the OMEGAMON Data Analysis Checklist.

This page is intentionally left blank.

UNIX System Services Data Collection Checklist
A script of UNIX commands will be used to collect the UNIX System Services data necessary to conduct the Security Readiness Review (SRR).

NOTE:
This document contains several references to the character strings 'xxxx' and 'mmmyyyy'.  Throughout this checklist, replace all occurrences of:

1)
'xxxx' with the SMF ID of the domain being reviewed.

2)
'mmmyyyy' with the month and year of the review, e.g., MAR1997.

The data gathered using this checklist will be saved in the following partitioned data set:


SYS3.FSO.SRRMVS.xxxx.mmmyyyy.USSCMDS.RPT – USS command reports

This permanent data set must be located on a domain accessible to DISA Field Security Operations personnel and will be required for follow-up SRR data analysis.  The data set should be backed up and retained by the site for future reference.

A copy of this checklist should be provided to the site prior to the start of the SRR process.

___
1.
Upload the file(s) located on the SRR Data Collection diskette to the mainframe.
NOTE:
To execute the data collection job successfully, UNIX System Services must be running in full function mode.  Use the following checks to determine the mode:

· If OMVS=DEFAULT is specified or if OMVS=xx is not coded in PARMLIB member IEASYS00, the system is not running in full function mode.

· If PARMLIB member BPXPRM00 (or other member as specified by OMVS=xx) does not contain a ROOT FILESYSTEM statement, the system is not running in full function mode.

If UNIX System Services is not executing in full function mode, skip the USS Data Collection Checklist.  You will be able to perform some of the USS data analysis.  These items are indicated in the USS Data Analysis Checklist.

___
a)
The partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL was previously allocated in the OS/390 SRR Data Collection Checklist.  Ensure that it is still available on the domain.

___
b)
Using any 3270 Terminal Host Emulation software, establish a host connection and TSO session from a PC.  From the TSO READY prompt or ISPF/PDF option 6:

___
Upload the file(s) in the mvssrr\uss\ directory on the SRR Data Collection diskette to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL on the host.  Specify CR/LF and Convert to EBCDIC during the upload.

NOTE:
The PDS members must be given the same names as the text files on the diskette due to references in this checklist and batch JCL.
___
2.
Submit JCL to execute the batch UNIX System Services data collection job.
___
a)
Review the JCL in SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(USSJCOL1).

1) Step JS10 deletes the report data set so that the job can be restarted or rerun if desired.

2) Step JS20 executes the Terminal Monitor Program in batch.  The OCOPY command copies the data collection script to an HFS file.  The BPXBATCH utility is invoked to execute the script.  A series of OGET commands copies the individual HFS report files to PDS members in the reports data set.

3) Step JS30 prints a status report for the data collection.

CAUTION:
DO NOT MODIFY THE SYSIN CONTROL STATEMENTS! The UNIX commands are case sensitive and contain control characters in specific columns.

___
b)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(USSJCOL1) for execution.  Review the job for error messages to ensure successful execution.  Pay particular attention to the SYSUT2 output of JS30; it contains the status report (UNIX STDOUT) from the data collection script.

NOTE:
The ID under which the data collection job runs must have a valid UNIX UID and one of the following privileges to read all UNIX directories:

1) READ access to the SUPERUSER.FILESYS resource in the UNIXPRIV resource class  (This applies to OS/390 2.8 and above, and is the preferred approach.)

2) UID(0)  (This applies to OS/390 2.6 and below.)

The USSJCOL1 job will create the partitioned data set SYS3.FSO.SRRMVS.xxxx.mmmyyyy.USSCMDS.RPT.  It will be referenced in the UNIX System Services Data Analysis Checklist.

___
3.
Capture other required information.
___
a)
Save a copy of each of the following PARMLIB members (where xx is any two-character suffix) in SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PARMLIB using the same member name:

BPXPRMxx

SRRDB Data Collection Checklist

This process should be used by individuals that use the SRRDB Desktop Edition or the Web based VMS application.  This process is part of the Automation Tools used for OS/390.  This process will remain as the last step before individuals begin the Data Analysis.

NOTE:
This document contains several references to the character strings 'xxxx' and 'mmmyyyy'.  Throughout this checklist, replace all occurrences of:

1)
'xxxx' with the SMF ID of the domain being reviewed.

2)
'mmmyyyy' with the month and year of the review, e.g., MAR1997.
The data gathered using this checklist will be saved in the following data set:

SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SRRDATA – SRRDB Import File

This permanent data set must be located on a domain accessible to DISA Field Security Operations personnel.  This data set should be backed up and retained by the site for future reference.

A copy of this checklist should be provided to the site prior to the start of the SRR process.

___
1.
Produce the SRRDATA Import data set.
___
a)
Copy SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(EXAMINE) into SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CACJ0004).

Refer to the JCL comment block in the beginning of SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CACJ0004) for complete instructions on combining these two PDS members.

___
b)
Submit SYS3.FSO.SRRMVS.xxxx.mmmyyyy.CNTL(CACJ0004) for execution.  Review each of the job steps for error messages to ensure successful execution, particularly the following:

___
1)
The ISPLOG and SYSTSPRT output files of each step.

___
2)
The JOBLOG or JESLOG files.

The CACJ0004 job will create the SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SRRDATA file.

This file can be used as the Script Input to the SRRDB Desktop Edition or Script/Desktop Import to the VMS application.

Data Analysis Checklists
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OS/390 Data Analysis Checklist
___
PDI Screen Sort Order:  AAMV0010

Default Severity: Category III

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(SMPECSI)

b)
Invoke the CA-EXAMINE application from within ISPF/PDF.  This is typically done by executing %EXAMINE from ISPF/PDF option 6.

From the CA‑EXAMINE primary menu, enter 2.3.3 from the command line to display the INSTALLED PRODUCTS SELECTION menu.  Enter a hyphen (-) for all optional search criteria fields and a valid SMP/E CSI name.  Repeat this step for all applicable SMP/E CSI names.

NOTE 1:
CSI names can be obtained from the SMPECSI report or by leaving the CSI name field blank and allowing CA-EXAMINE to compile a list of cataloged CSI data sets from which to choose.
NOTE 2:
SMP/E CSIs may not be present on this domain.  If the site uses another domain to install products via SMP/E, and then copies the SMP/E product installation libraries to this domain, this is acceptable.

Review the domain where the SMP/E environment resides and compare it against the domain being reviewed for compliance.

The OS/390 STIG states that all products with the capability for installation via IBM’s SMP/E process will be installed and maintained using that process.

c)
If the entries contained in the SMP/E CSIs accurately reflect the operating system software environment, there is NO FINDING.

d)
If the entries contained in the SMP/E CSIs do not accurately reflect the operating system software environment, this is a FINDING.  The finding should read:

SMP/E is not being utilized for the installation and maintenance of OS/390 and related subsystems.
7

Reference:
OS/390 STIG
2.1.2

___
PDI Screen Sort Order:  AAMV0020

Default Severity: Category IV
a)
Refer to the following reports produced by the OS/390 Data Collection Checklist:

-
PARMLIB.NAMES(IEAAPFXX)

· PARMLIB.NAMES(PROGXX)

NOTE:
The IEAAPFXX and PROGXX reports are only produced if non-standard member names are present in SYS1.PARMLIB.  If these reports do not exist, there is NO FINDING.

Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(AAMV0020)

b)
If no IEAAPFxx and/or PROGxx parmlib members exist (other than IEAAPF00 and IEAAPFBK, and/or PROG00 and PROGBK), there is NO FINDING.

c)
If there is a deviation from the standard, refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 5

If documentation for the deviation exists, there is NO FINDING.

NOTE:
Comments located within non-standard parmlib members justifying their existence are considered a valid form of documentation.

d)
If no documentation for the deviation exists, this is a FINDING.

The OS/390 STIG states that only member names IEAAPF00, IEAAPFBK, PROG00, and PROGBK can be used without documentation.  The finding should read:

The following improperly named IEAAPFxx and/or PROGxx member(s) was (were) found for which no documentation was provided to substantiate the variance(s):
Reference:
OS/390 STIG
2.1.2.1
___
PDI Screen Sort Order:  AAMV0030

Default Severity: Category II
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(PARMLIB) - Refer to the IEASYSxx listing(s).

Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(AAMV0030)

b)
If the LNKAUTH=APFTAB parameter is specified in the IEASYSxx member, there is NO FINDING.

c)
If the LNKAUTH=APFTAB parameter is not specified, this is a FINDING.

The OS/390 STIG states specifically this parameter will be used.  The finding should read:

The following IEASYSxx member(s) contain(s) the LNKAUTH=LNKLST specification:
Reference:
OS/390 STIG
2.1.2.1
___
PDI Screen Sort Order:  AAMV0040

Default Severity: Category IV

a)
Refer to the following reports produced by the OS/390 Data Collection Checklist:

-
PARMLIB.ACCESS(IEAAPFxx)

-
PARMLIB.ACCESS(PROGxx)

NOTE:
The IEAAPFxx and PROGxx reports are only produced if inaccessible libraries exist.  The report names represent the actual SYS1.PARMLIB members where inaccessible libraries are found.  If these reports do not exist, there is NO FINDING

Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(AAMV0040)

b)
If no inaccessible APF libraries exist, there is NO FINDING.

c)
If inaccessible APF libraries do exist, this is a FINDING.

The OS/390 STIG states that all non-existent libraries will be removed.  The finding should read:

The following inaccessible APF-authorized library(ies) exists (exist) on this system:

(Additional discrepancies were identified.  For a complete list of libraries, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.PARMLIB.ACCESS(report name).)
Reference:
OS/390 STIG
2.1.2.1
___
PDI Screen Sort Order:  AAMV0050
Default Severity: Category III

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(APFDUPS)

b)
If duplicate APF modules exist, compare the duplicates to the modules specified in the following OS/390 STIG sections:

1)
Section 3.1.5.3, Sensitive Utility Controls

2)
Section 4.3.1.3, Utilities (MQSeries)

3) Section 4.5.1.4, Utilities (WebSphere MQ)

4) Section 11.2.3.2, Sensitive Utility Controls (CA-1)

5) Section 13.2, SMP/E

c)
If none of the sensitive utilities are duplicated, there is NO FINDING.

d)
If any of the sensitive utilities is duplicated, this is a FINDING.

The OS/390 STIG states that comparisons among all the APF libraries will be done to ensure that identically named modules, specifically sensitive utilities, do not exist.  The finding should read:

The following duplicate sensitive utility(ies) and/or program(s) are found in APF-authorized libraries:

(Additional discrepancies were identified.  For a complete list of programs, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.EXAM.RPT(APFDUPS).)
Reference:
OS/390 STIG 2.1.2.1, 3.1.5.3, 4.3.1.3, 4.5.1.4, 11.2.3.2, 13.2; DODD 8500.1 Para. 4.18; DODI 8500.2 DCCS-2, DCCS-1; CJCSM 6510.01 Encl. A, App. A, Para. 5.b (8)
___
PDI Screen Sort Order:  AAMV0060

Default Severity: Category IV


a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

-
Item 2

-
Item 13

b)
If a documented procedure exists that requires the review of the APF libraries for validity, and samples of the performance of this procedure exist, there is NO FINDING.

c)
If the procedure exists, but no samples of its performance are provided, this is a FINDING.

d)  The OS/390 STIG states this review will be performed on a semi-annual basis.  The finding should read:

A semi-annual review of APF-authorized libraries is not being performed.
Reference:
OS/390 STIG
2.1.2.1

___
PDI Screen Sort Order:  AAMV0070

Default Severity: Category IV
a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

-
Item 2

-
Item 13

b)
If a documented procedure exists that requires the review of the APF libraries for validity, and samples of the performance of this procedure exist, there is NO FINDING.

c)
If a procedure does not exist, then a FINDING exists (regardless of whether samples of a review exist or not), because it cannot be assured it will be performed regularly without a procedure.  The finding should read:

A procedure for semi-annual review of APF-authorized libraries does not exist.
Reference:
OS/390 STIG
2.1.2.1

___
PDI Screen Sort Order:  AAMV0080

Default Severity: Category IV

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
PARMLIB.NAMES(IKJTSOXX)

NOTE:
The IKJTSOXX report is only produced if non-standard member names are present in SYS1.PARMLIB.  If this report does not exist, there is NO FINDING.

Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(AAMV0080)

b)
If no IKJTSOxx parmlib members exist (other than IKJTSO00 and IKJTSOBK), there is NO FINDING.

c)
If there is a deviation from the standard, refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 5

If documentation for the deviation exists, there is NO FINDING.

NOTE:
Comments located within non-standard parmlib members justifying their existence are considered a valid form of documentation.

d)
If no documentation for the deviation exists, this is a FINDING.

The OS/390 STIG states that only member names IKJTSO00 and IKJTSOBK can be used without documentation.  The finding should read:

The following improperly named IKJTSOxx member(s) was (were) found for which no documentation was provided to substantiate the variance(s):
Reference:
OS/390 STIG
2.1.2.2
___
PDI Screen Sort Order:  AAMV0090

Default Severity: Category III

a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

-
Item 2

-
Item 13

b)
If a documented procedure exists that requires review of the APF-authorized TSO programs for validity, and samples of the performance of this procedure exist, there is NO FINDING.

c)
If the procedure exists, but no samples of its performance are provided, this is a FINDING.

The OS/390 STIG states this review will be performed.  The finding should read:

A semi-annual review of APF-authorized TSO programs is not being performed.
Reference:
OS/390 STIG
2.1.2.2

___
PDI Screen Sort Order:  AAMV0100

Default Severity: Category IV
a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

-
Item 2

-
Item 13

b)
If a documented procedure exists that requires review of the APF-authorized TSO programs for validity, and samples of the performance of this procedure exist, there is NO FINDING.

c)
If a procedure does not exist, then a FINDING exists (regardless of whether samples of a review exist or not), because it cannot be assured it will be performed as required without a procedure.  The finding should read:

A procedure for semi-annual review of APF-authorized TSO programs does not exist.
Reference:
OS/390 STIG
2.1.2.2

___
PDI Screen Sort Order:  AAMV0110

Default Severity: Category III
a)
Refer to the following reports produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(APFTSO)

-
EXAM.RPT(SMPECSI)

b)
Invoke the CA-EXAMINE application from within ISPF/PDF.  This is typically done by executing %EXAMINE from ISPF/PDF option 6.

From the CA‑EXAMINE primary menu, enter 2.3.5 from the command line to display the LIBRARY ANALYSIS SELECTION menu.  Refer to the APFTSO report and enter the following:

1)
The library name where a TSO APF-authorized module resides

2)
The module name of a TSO APF‑authorized program or command  (Alternately, use program masking to display multiple program entries.)

3)
The applicable SMP/E CSI name

Repeat these steps for each TSO APF-authorized program or command referenced in the APFTSO report.

NOTE 1:
CSI names can be obtained from the SMPECSI report or by leaving the CSI name field blank and allowing CA-EXAMINE to compile a list of cataloged CSI data sets from which to choose.
NOTE 2:
SMP/E CSIs may not be present on this domain.  If the site uses another domain to install products via SMP/E, and then copies the SMP/E product installation libraries to this domain, this is acceptable.

Review the domain where the SMP/E environment resides and compare it against the domain being reviewed for compliance.

NOTE 3:
The APFTSO report may display programs LOOK, LOOKTTY, ICHDSMON, IRRDSC00, AGP, ALTSD, ICHUT100, ICHUT200, ICHUT300, and ICHUT400 with the message, MISSING ENTRY IN TABLE.  If this occurs, these programs are not installed on the system and may be ignored.
The OS/390 STIG states that any updates to these modules will be performed utilizing the IBM SMP/E process.

c)
If the modules referenced in the APFTSO report are installed and maintained utilizing SMP/E, there is NO FINDING.

d)
If any module referenced in the APFTSO report is unknown to SMP/E, this is a FINDING.  The finding should read:

1) SMP/E is not being utilized for the installation and maintenance of TSO APF-authorized modules.

2) The following TSO APF-authorized module(s) is (are) not installed and/or maintained utilizing SMP/E:

Reference:
OS/390 STIG
2.1.2.2

___
PDI Screen Sort Order:  AAMV0120

Default Severity: Category II

NOTE:
This FINDING only pertains to MVS/ESA, Version 4.2 and higher.  However for sites running OS/390, ACP controls are available to secure operator commands.  Therefore if the domain being reviewed is running OS/390, this FINDING will be marked NOT APPLICABLE.
a)
Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(AAMV0120)

b)
If there is no evidence the SET SCH=xx command is being used in the Operations Procedures, there is NO FINDING.

c)
Otherwise, if evidence is found that this command is being used, this is a FINDING.  The finding should read:

Site procedures provide for the use of the SET SCH=xx command.

Reference:
OS/390 STIG
2.1.2.3

___
PDI Screen Sort Order:  AAMV0130

Default Severity: Category IV
NOTE:
This FINDING only pertains to MVS/XA, Version 2.2 and higher.
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
PARMLIB.NAMES(SCHEDXX)

NOTE:
The SCHEDXX report is only produced if non-standard member names are present in SYS1.PARMLIB.  If this report does not exist, there is NO FINDING.

Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(AAMV0130)

b)
If no SCHEDxx parmlib members exist (other than SCHED00 and SCHEDBK), there is NO FINDING.

c)
If there is a deviation from the standard, refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 5

If documentation for the deviation exists, there is NO FINDING.

NOTE:
Comments located within non-standard parmlib members justifying their existence are considered a valid form of documentation.

d)
If no documentation for the deviation exists, this is a FINDING.

The OS/390 STIG states that only member names SCHED00 and SCHEDBK can be used without documentation.  The finding should read:

The following improperly named SCHEDxx member(s) was (were) found for which no documentation was provided to substantiate the variance(s):
Reference:
OS/390 STIG
2.1.2.3

___
PDI Screen Sort Order:  AAMV0140

Default Severity: Category III

a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

-
Item 2

-
Item 13

b)
If a documented procedure exists that requires review of the IEFSDPPT module and all IBM-default PPT entries, and samples of the performance of this procedure exist, there is NO FINDING.

c)
If the procedure exists, but no samples of its performance are provided, this is a FINDING.

The OS/390 STIG states this review will be performed.  The finding should read:

A review of the PPT is not being performed.
Reference:
OS/390 STIG
2.1.2.3

___
PDI Screen Sort Order:  AAMV0150

Default Severity: Category IV

a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

-
Item 2

-
Item 13

b)
If a documented procedure exists that requires review of the IEFSDPPT module and all IBM-default PPT entries, and samples of the performance of this procedure exist, there is NO FINDING.

c)
If a procedure does not exist, then a FINDING exists (regardless of whether samples of a review exist or not), because it cannot be assured it will be performed as required without a procedure.  The finding should read:

A procedure for review of the PPT does not exist.
Reference:
OS/390 STIG
2.1.2.3

___
PDI Screen Sort Order:  AAMV0160

Default Severity: Category II
NOTE:
This FINDING only pertains to MVS/XA, Version 2.2 and higher.
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(PPT)

b)
Review the program entries in the CA-EXAMINE PPT LIBRARY SEARCH report.  For all programs not found on the operating system (i.e., missing link date, size, volume, and library name), review their corresponding entries in the CA-EXAMINE PROGRAM PROPERTIES TABLE ANALYSIS report.  If a program entry is found with any of the following excessive privileges, ensure that a matching SCHEDxx entry exists for that program revoking these privileges:

1)
Data set integrity bypass

2)
Keys 0-7
3)
Security bypass

c)
If a SCHEDxx entry exists for all applicable PPT programs revoking the excessive privileges above, there is NO FINDING.

d)
If a SCHEDxx entry does not exist for an applicable PPT program, or does not revoke all the excessive privileges above, this is a FINDING.

The OS/390 STIG states that modules for products not in use on the system will have their special privileges explicitly revoked.  The finding should read:

The following PPT entry(ies) was (were) found for which executable modules do not exist and excessive privilege(s) has (have) not been revoked:
module name has bypass data set integrity, a protection key of 1, and bypass security.

Reference:
OS/390 STIG
2.1.2.3

___
PDI Screen Sort Order:  AAMV0170

Default Severity: Category III
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(PPT)

Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 13

-
Item 15

b)
If a clearly marked document exists that accurately reflects the current status of the PPT, there is NO FINDING.

c)
If the document exists, but it does not accurately reflect the current status of the PPT, this is a FINDING.  The finding should read:

The documentation for the following PPT entry(ies) is (are) incorrect:
module name has bypass data set integrity, a protection key of 1, and bypass security.

Reference:
OS/390 STIG
2.1.2.3

___
PDI Screen Sort Order:  AAMV0180

Default Severity: Category III


a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(PPT)

Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 13

-
Item 15

b)
If a clearly marked document exists that accurately reflects the current status of the PPT, there is NO FINDING.

c)
If the document does not exist, this is a FINDING.  The finding should read:

The documentation for the PPT is not kept on file by the IAO.
Reference:
OS/390 STIG
2.1.2.3

___
PDI Screen Sort Order:  AAMV0190
Default Severity: Category III


a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(SMPECSI)

b)
Invoke the CA-EXAMINE application from within ISPF/PDF.  This is typically done by executing %EXAMINE from ISPF/PDF option 6.

From the CA‑EXAMINE primary menu, enter 2.3.6 from the command line to display the PROGRAM UPDATES SELECTION menu.  Enter the following:

1)
The library name of SYS1.LINKLIB
2)
The program name of IEFSDPPT
3)
The applicable SMP/E CSI name

NOTE 1:
CSI names can be obtained from the SMPECSI report or by leaving the CSI name field blank and allowing CA-EXAMINE to compile a list of cataloged CSI data sets from which to choose.
NOTE 2:
SMP/E CSIs may not be present on this domain.  If the site uses another domain to install products via SMP/E, and then copies the SMP/E product installation libraries to this domain, this is acceptable.

Review the domain where the SMP/E environment resides and compare it against the domain being reviewed for compliance.

The OS/390 STIG states that SMP/E USERMODS will not be used to replace or update the IEFSDPPT module.

c)
If the IEFSDPPT module has not been modified by an SMP/E USERMOD, there is NO FINDING.

d)
If the IEFSDPPT module has been modified by an SMP/E USERMOD, this is a FINDING.  The finding should read:

The IEFSDPPT module has been modified by an SMP/E USERMOD.
Reference:
OS/390 STIG
2.1.2.3

___
PDI Screen Sort Order:  AAMV0200

Default Severity: Category IV

NOTE:
This FINDING only pertains to MVS/XA, Version 2.2 and higher.
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
PARMLIB.NAMES(IEASVCXX)

NOTE:
The IEASVCXX report is only produced if non-standard member names are present in SYS1.PARMLIB.  If this report does not exist, there is NO FINDING.

Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(AAMV0200)

b)
If no IEASVCxx parmlib members exist (other than IEASVC00 and IEASVCBK), there is NO FINDING.

c)
If there is a deviation from the standard, refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 5

If documentation for the deviation exists, there is NO FINDING.

NOTE:
Comments located within non-standard parmlib members justifying their existence are considered a valid form of documentation.

d)
If no documentation for the deviation exists, this is a FINDING.

The OS/390 STIG states that only member names IEASVC00 and IEASVCBK can be used without documentation.  The finding should read:

The following improperly named IEASVCxx member(s) was (were) found for which no documentation was provided to substantiate the variance(s):
Reference:
OS/390 STIG
2.1.2.4
___
PDI Screen Sort Order:  AAMV0210

Default Severity: Category IV
a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

-
Item 2

-
Item 13

b)
If a documented procedure exists that requires review of the SVCs for validity, and samples of the performance of this procedure exist, there is NO FINDING.

c)
If the procedure exists, but no samples of its performance are provided, this is a FINDING.

The OS/390 STIG states this review will be performed.  The finding should read:

A review of SVCs is not being performed.
Reference:
OS/390 STIG
2.1.2.4

___
PDI Screen Sort Order:  AAMV0220

Default Severity: Category IV

a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

-
Item 2

-
Item 13

b)
If a documented procedure exists that requires review of the SVCs for validity, and samples of the performance of this procedure exist, there is NO FINDING.

c)
If a procedure does not exist, then a FINDING exists (regardless of whether samples of a review exist or not), because it cannot be assured it will be performed regularly without a procedure.  The finding should read:

A procedure for review of SVCs does not exist.
Reference:
OS/390 STIG
2.1.2.4
___
PDI Screen Sort Order:  AAMV0230

Default Severity: Category II
a)
Refer to the following reports produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(SVCIBM)

-
EXAM.RPT(SVCUSER)

-
EXAM.RPT(SVCESR)

-
EXAM.RPT(SVCUPDTE)

Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 4

NOTE 1:
If the SVCIBM report flags SVCs 131, 132, and 133 with the following warning message, it may be ignored.  It will not be considered a FINDING.

THE APF AUTHORIZATION TEST FOR USERS OF THIS SVC MAY HAVE BEEN OMITTED.
NOTE 2:
If the SVCESR report flags SVCs 6, 11, 13, 15, 16, 17, 18, 19, 41, 44, and 50 as UNKNOWN or RESERVED in an OS/390 environment, it may be ignored.  It will not be considered a FINDING.
b)
If documentation exists for all non-standard SVCs (including both user SVCs and modified/replaced IBM SVCs), there is NO FINDING.

c)
If documentation does not exist for any of these non-standard SVCs, this is a FINDING.  The finding should read:

The following undocumented, site-modified vendor or user installed SVC(s) is (are) present on this domain:

(Additional discrepancies were identified.  For a complete list of SVCs, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.EXAM.RPT(SVCUSER).)
Reference:
OS/390 STIG
2.1.2.4
___
PDI Screen Sort Order:  AAMV0240

Default Severity: Category IV
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
PARMLIB.NAMES(IEAAPPXX)

NOTE:
The IEAAPPXX report is only produced if non-standard member names are present in SYS1.PARMLIB.  If this report does not exist, there is NO FINDING.

Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(AAMV0240)

b)
If no IEAAPPxx parmlib members exist (other than IEAAPP00 and IEAAPPBK), there is NO FINDING.

c)
If there is a deviation from the standard, refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 5

If documentation for the deviation exists, there is NO FINDING.

NOTE:
Comments located within non-standard parmlib members justifying their existence are considered a valid form of documentation.

d)
If no documentation for the deviation exists, this is a FINDING.

The OS/390 STIG states that only member names IEAAPP00 and IEAAPPBK can be used without documentation.  The finding should read:

The following improperly named IEAAPPxx member(s) was (were) found for which no documentation was provided to substantiate the variance(s):
Reference:
OS/390 STIG
2.1.2.5
___
PDI Screen Sort Order:  AAMV0250

Default Severity: Category IV
a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

-
Item 2

-
Item 13

b)
If a documented procedure exists that requires the review of the Input/Output (I/O) appendages for validity, and samples of the performance of this procedure exist, there is NO FINDING.

c)
If the procedure exists, but no samples of its performance are provided, this is a FINDING.

The OS/390 STIG states this review will be performed.  The finding should read:

A review of I/O appendages is not being performed.
Reference:
OS/390 STIG
2.1.2.5

___
PDI Screen Sort Order:  AAMV0260

Default Severity: Category IV
a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

-
Item 2

-
Item 13

b)
If a documented procedure exists that requires the review of the Input/Output (I/O) appendages for validity, and samples of the performance of this procedure exist, there is NO FINDING.

c)
If a procedure does not exist, then a FINDING exists (regardless of whether samples of a review exist or not), because it cannot be assured it will be performed regularly without a procedure.  The finding should read:

A procedure for review of I/O appendages does not exist.
Reference:
OS/390 STIG
2.1.2.5
___
PDI Screen Sort Order:  AAMV0270
Default Severity: Category III
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(IOAPPEND)

Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 13

-
Item 14

b)
If a clearly marked document exists that accurately reflects the current status of all I/O appendages, there is NO FINDING.

c)
If the document exists, but it does not accurately reflect the current status of the I/O appendages, this is a FINDING.  The finding should read:

The documentation for the following I/O appendage(s) is incorrect:
Reference:
OS/390 STIG
2.1.2.5
___
PDI Screen Sort Order:  AAMV0280

Default Severity: Category III

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(IOAPPEND)

Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 13

-
Item 14

b)
If a clearly marked document exists that accurately reflects the current status of all I/O appendages, there is NO FINDING.

c)
If the document does not exist, this is a FINDING.  The finding should read:

The documentation for I/O appendages is not kept on file by the IAO.
Reference:
OS/390 STIG
2.1.2.5
___
PDI Screen Sort Order:  AAMV0290

Default Severity: Category III

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(MVSEXITS)

Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 3

b)
If documentation exists for all OS/390 and other product exits, there is NO FINDING.

c)
If the documentation exists, but it does not account for all of these exits, this is a FINDING.  The finding should read:

The documentation for the following OS/390 system and/or other product exit(s) is incomplete:
Reference:
OS/390 STIG
2.1.2.6
___
PDI Screen Sort Order:  AAMV0300

Default Severity: Category III
a)
Refer to the following reports produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(MVSEXITS)

-
EXAM.RPT(SMPECSI)

b)
Invoke the CA-EXAMINE application from within ISPF/PDF.  This is typically done by executing %EXAMINE from ISPF/PDF option 6.

From the CA‑EXAMINE primary menu, enter 2.3.5 from the command line to display the LIBRARY ANALYSIS SELECTION menu.  Refer to the MVSEXITS report and enter the following:

1)
The library name where an OS/390 exit resides

2)
The module name of an OS/390 exit  (Alternately, use program masking to display multiple program entries.)

3)
The applicable SMP/E CSI name

Repeat these steps for each OS/390 exit referenced in the MVSEXITS report.

NOTE 1:
CSI names can be obtained from the SMPECSI report or by leaving the CSI name field blank and allowing CA-EXAMINE to compile a list of cataloged CSI data sets from which to choose.
NOTE 2: 
SMP/E CSIs may not be present on this domain.  If the site uses another domain to install products via SMP/E, and then copies the SMP/E product installation libraries to this domain, this is acceptable.

Review the domain where the SMP/E environment resides and compare it against the domain being reviewed for compliance.

The OS/390 STIG states that all exits will be tracked using SMP/E.

c)
If the modules referenced in the MVSEXITS report are installed and maintained utilizing SMP/E, there is NO FINDING.

d)
If any module referenced in the MVSEXITS report is unknown to SMP/E, this is a FINDING.  The finding should read:

1) SMP/E is not being utilized for the installation and maintenance of OS/390 and/or other system product exits.

2) The following OS/390 and/or other system product exit(s) is (are) not installed and/or maintained utilizing SMP/E:

Reference:
OS/390 STIG
2.1.2.6

___
PDI Screen Sort Order:  AAMV0310
Default Severity: Category III


a)
Refer to the following reports produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(MVSEXITS)

-
EXAM.RPT(SMPECSI)

For RACF sites only, refer to the following report produced by the RACF Data Collection Checklist:

-
DSMON.RPT(RACEXT)

For ACF2 sites only, refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO) -
Refer to the Local Exits and

Authentication Exits sections. 

For Top Secret sites only, refer to the following report produced by the Top Secret

Data Collection:

-    TSSDUMP.RPT(TSSINSTX)

b)
Invoke the CA-EXAMINE application from within ISPF/PDF.  This is typically done by executing %EXAMINE from ISPF/PDF option 6.

From the CA‑EXAMINE primary menu, enter 2.3.5 from the command line to display the LIBRARY ANALYSIS SELECTION menu.  Refer to the applicable report(s) containing ACP exit information and enter the following:

1)
The library name where an ACP exit resides

2)
The module name of an ACP exit  (Alternately, use program masking to display multiple program entries.)

3)
The applicable SMP/E CSI name

Repeat these steps for each ACP exit referenced in the applicable report(s), i.e. MVSEXITS, RACEXT, and/or ACFGSO reports.

NOTE 1:
CSI names can be obtained from the SMPECSI report or by leaving the CSI name field blank and allowing CA-EXAMINE to compile a list of cataloged CSI data sets from which to choose.
NOTE 2:
SMP/E CSIs may not be present on this domain.  If the site uses another domain to install products via SMP/E, and then copies the SMP/E product installation libraries to this domain, this is acceptable.

Review the domain where the SMP/E environment resides and compare it against the domain being reviewed for compliance.

The OS/390 STIG states that all ACP exits will be controlled via SMP/E.

c)
If the ACP exit modules referenced in the applicable report(s) are installed and maintained utilizing SMP/E, there is NO FINDING.

d)
If any ACP exit module referenced in the applicable report(s) is unknown to SMP/E, this is a FINDING.  The finding should read:

The following ACP exit(s) is (are) not installed and/or maintained utilizing SMP/E:
Reference:
OS/390 STIG
2.1.2.7

___
PDI Screen Sort Order:  AAMV0320

Default Severity: Category IV
a)
Refer to the following reports produced by the OS/390 Data Collection Checklist:

-
PARMLIB.NAMES(LPALSTXX)

-
PARMLIB.NAMES(IEAFIXXX)

-
PARMLIB.NAMES(IEALPAXX)

NOTE:
The LPALSTXX, IEAFIXXX, and IEALPAXX reports are only produced if non-standard member names are present in SYS1.PARMLIB.  If these reports do not exist, there is NO FINDING.

Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(AAMV0320)

b)
If no member names exist for the LPA members (other than LPALST00, LPALSTBK, IEAFIX00, IEAFIXBK, IEALPA00, or IEALPABK), there is NO FINDING.

c)
If there is a deviation from the standard, refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 5

If documentation for the deviation exists, there is NO FINDING.

NOTE:
Comments located within non-standard parmlib members justifying their existence are considered a valid form of documentation.

d)
If no documentation for the deviation exists, this is a FINDING.

The OS/390 STIG states that only member names LPALST00, LPALSTBK, IEAFIX00, IEAFIXBK, IEALPA00, and IEALPABK can be used without documentation.  The finding should read:

The following improperly named LPA member(s) was (were) found for which no documentation was provided to substantiate the variance(s):
Reference:
OS/390 STIG
2.1.2.8

___
PDI Screen Sort Order:  AAMV0330

Default Severity: Category III
NOTE:
This FINDING only pertains to MVS/ESA, Version 4.2 and lower.
a)
Refer to the following reports produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(APFLIBS)

-
EXAM.RPT(LPALIBS)

-
EXAM.RPT(PARMLIB) -
Refer to the LPALSTxx, IEAFIXxx, and IEALPAxx listings.

Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(AAMV0330)

b)
If all the libraries defined in the LPA members are also defined in the APF list, there is NO FINDING.

c)
If libraries are found in the LPA members that are not APF authorized, this is a FINDING.

The OS/390 STIG states that for systems prior to Release 4.3, all modules specified for the LPA, FLPA, and MLPA must come from APF-authorized libraries.  The finding should read:

The following library(ies) designated for LPA/FLPA/MLPA is (are) not APF-authorized:
Reference:
OS/390 STIG
2.1.2.8
___
PDI Screen Sort Order:  AAMV0340

Default Severity: Category IV
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
PARMLIB.NAMES(LNKLSTXX)

NOTE:
The LNKLSTXX report is only produced if non-standard member names are present in SYS1.PARMLIB.  If this report does not exist, there is NO FINDING.

Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(AAMV0340)

b)
If no LNKLSTxx parmlib members exist (other than LNKLST00 and LNKLSTBK), there is NO FINDING.

c)
If there is a deviation from the standard, refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 5

If documentation for the deviation exists, there is NO FINDING.

NOTE:
Comments located within non-standard parmlib members justifying their existence are considered a valid form of documentation.

d)
If no documentation for the deviation exists, this is a FINDING.

The OS/390 STIG states that only member names LNKLST00 and LNKLSTBK can be used without documentation.  The finding should read:

The following improperly named LNKLSTxx member(s) was (were) found for which no documentation was provided to substantiate the variance(s):
Reference:
OS/390 STIG
2.1.2.9
___
PDI Screen Sort Order:  AAMV0350

Default Severity: Category IV
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
PARMLIB.ACCESS(LNKLSTxx)

NOTE:
The LNKLSTxx reports are only produced if inaccessible libraries exist.  The report names represent the actual SYS1.PARMLIB members where inaccessible libraries are found.  If these reports do not exist, there is NO FINDING.

Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(AAMV0350)

b)
If no inaccessible LINKLIST libraries exist, there is NO FINDING.

c)
If any inaccessible LINKLIST library exists, this is a FINDING.

The OS/390 STIG states the Linklist will contain only required libraries.  The finding should read:

The following non-existent or inaccessible LINKLIST library(ies) was (were) found:
Reference:
OS/390 STIG
2.1.2.9

___
PDI Screen Sort Order:  AAMV0360

Default Severity: Category IV

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
PARMLIB.NAMES(SMFPRMXX)

NOTE:
The SMFPRMXX report is only produced if non-standard member names are present in SYS1.PARMLIB.  If this report does not exist, there is NO FINDING.

Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(AAMV0360)

b)
If no SMFPRMxx parmlib members exist (other than SMFPRM00 and SMFPRMBK), there is NO FINDING.

c)
If there is a deviation from the standard, refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 5

If documentation for the deviation exists, there is NO FINDING.

NOTE:
Comments located within non-standard parmlib members justifying their existence are considered a valid form of documentation.

d)
If no documentation for the deviation exists, this is a FINDING.

The OS/390 STIG states that only member names SMFPRM00 and SMFPRMBK can be used without documentation.  The finding should read:

The following improperly named SMFPRMxx member(s) was (were) found for which no documentation was provided to substantiate the variance(s):
Reference:
OS/390 STIG
2.1.2.10

___
PDI Screen Sort Order:  AAMV0370 

Default Severity: Category II

a)
Refer to the following reports produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(SMFOPTS)

-
EXAM.RPT(PARMLIB) -
Alternate report; refer to the SMFPRMxx listing.
b)
If all the options for SMF data gathering are set as required by the OS/390 STIG in Section 2.1.2.10, SMF Data Collection, there is NO FINDING.

NOTE:
If the JWT parameter is greater than 15 minutes, and the system is processing unclassified information, review the following items.  If any of these items is true, there is NO FINDING.
1)
If a session is not terminated, but instead is locked out after 15 minutes of inactivity, a process must be in place that requires user identification and authentication before the session is unlocked.  Session lock-out will be implemented through system controls or terminal screen protections.

2)
A system's default time for terminal lock-out or session termination may be lengthened to 30 minutes at the discretion of the IAM.  The IAM will maintain the documentation for each system with a time-out adjusted beyond the 15-minute recommendation to explain the basis for this decision.

3)
The IAM may set selected userids to have a time-out of up to 60 minutes in order to complete critical reports or transactions without timing out.  Each exception must meet the following criteria:

(a)
The time-out exception cannot exceed 60 minutes.

(b)
A letter of justification fully documenting the user requirement(s) must be submitted and approved by the site IAM.  In addition, this letter must identify an alternate means of access control for the terminal(s) involved (e.g., a room that is locked at all times, a room with a cipher lock to limit access, a password protected screen saver set to 30 minutes or less, etc.).

(c)
The requirement must be revalidated on an annual basis.

c)
If variances from the OS/390 STIG exist for the specification of SMF options (with the exception of the ones mentioned in the NOTE in b) above), this is a FINDING.  The finding should read:

The following non-standard SMF data collection option(s) is (are) specified:
Reference:
OS/390 STIG
2.1.2.10
___
PDI Screen Sort Order:  AAMV0380

Default Severity: Category II
a)
Refer to the following reports produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(SMFOPTS)

-
EXAM.RPT(PARMLIB) -
Alternate report; refer to the SMFPRMxx listing.
b)
If all of the required SMF record types (as specified in Section 2.1.2.10, SMF Data Collection, in the OS/390 STIG) are to be collected, there is NO FINDING.

c)
If any of the required record types is not being collected, this is a FINDING.

The OS/390 STIG states these record types, at a minimum, must be collected.  The finding should read:

The following SMF record type(s) is (are) not collected for this system:
Reference:
OS/390 STIG
2.1.2.10
___
PDI Screen Sort Order:  AAMV0400

Default Severity: Category II
a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

-
Item 2

b)
If, based on the information provided, it can be determined that an automated process is in place to collect and retain all SMF data produced on the system, there is NO FINDING.

c)
If it cannot be determined this process exists and is being adhered to, this is a FINDING.  The finding should read:

No automated process is in place to collect and retain SMF data for this system.
Reference:
OS/390 STIG
2.1.2.10

___
PDI Screen Sort Order:  AAMV0410

Default Severity: Category II

a)
Refer to the following item gathered from the OS/390 Data Collection Checklist:

-
Item 6 (c)

For RACF sites only, refer to the following report produced by the RACF Data Collection Checklist:

-
DSMON.RPT(RACDST)

For ACF2 sites only, refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFBKUP)

b)
If the Access Control Product (ACP) database is not located on the same volume as either its alternate or backup file, there is NO FINDING.

c)
If the ACP database is collocated with either its alternate or backup, this is a FINDING. The finding should read:

The following ACP files were found on the same volume:
Reference:
OS/390 STIG
2.3.2
___
PDI Screen Sort Order:  AAMV0420

Default Severity: Category II
a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

-
Item 2

For ACF2 sites only, refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFBKUP)

For TOP SECRET sites only, refer to the following report produced by the TOP SECRET Data Collection Checklist:

-
TSSCMDS.RPT(TSSPRMFL)

b)
If, based on the information provided, it can be determined that the ACP database is being backed up on a regularly scheduled basis, there is NO FINDING.

c)
If it cannot be determined that the ACP database is being backed up on a regularly scheduled basis, this is a FINDING.  The finding should read:

No process is in place to back up the ACP file(s) on a regularly scheduled basis.
Reference:
OS/390 STIG
2.3.2

2.3.3

___
PDI Screen Sort Order:  AAMV0430

Default Severity: Category II
a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

-
Item 2

b)
If, based on the information provided, it can be determined that system DASD backups are performed on a regularly scheduled basis, there is NO FINDING.

c)
If it cannot be determined that system DASD backups are performed on a regularly scheduled basis, this is a FINDING.  The finding should read:

No process is in place to back up the system DASD on a regularly scheduled basis.
Reference:
OS/390 STIG
2.3.3

___
PDI Screen Sort Order:  AAMV0440
Default Severity: Category II

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(PASSWORD)

b)
If, based on the information provided, it can be determined that the system PASSWORD data set and OS passwords are not used, there is NO FINDING.

c)
If it is evident that OS passwords are utilized, this is a FINDING.  The finding should read:

The PASSWORD data set and OS password(s) are utilized.
Reference:
OS/390 STIG
2.4

___
PDI Screen Sort Order:  AAMV0450
Default Severity: Category II

a)
Refer to the following reports produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(APFLIBS)

-
EXAM.RPT(APFTSO)

-
EXAM.RPT(IOAPPEND)

· EXAM.RPT(MVSEXITS)

-
EXAM.RPT(PPT)

-
EXAM.RPT(SVCIBM)

-
EXAM.RPT(SVCUSER)

-
EXAM.RPT(SVCESR)

Obtain a list of Vendor Integrity Statements (VISs) and DISA Field Security Operations (FSO) approved system programs (e.g., exits, SVCs, etc.) from the Program Integrity Analysis (PIA) team.

b)
Ensure the following items are in effect:

1) All products or applications that require or provide operating system exits, SVCs, I/O appendages, special PPT privileges, and APF authorization have either (1) a VIS on file with DISA FSO, or (2) written approval by DISA FSO to install and use the product/application.

2)
All locally developed extensions to the operating system environment (i.e., operating system exits, SVCs, I/O appendages, modules requiring special PPT privileges and APF authorization) have been review and approved by DISA FSO.

c)  If both items in (b) are true for all system programs, there is NO FINDING.

d) If any item in (b) is untrue for a system program, this is a FINDING.  The finding should read:

The following system program(s) is (are) in use without DISA approval:
Reference:
OS/390 STIG
2.1.2

ACF2 Data Analysis Checklist
___
PDI Screen Sort Order:  ACF0010


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(MISCRPT)

___
The ACF2 data set rule for SYS1.PARMLIB allows inappropriate (e.g., global READ) access.

___
The ACF2 data set rule for SYS1.PARMLIB does not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rule for SYS1.PARMLIB does not specify that all UPDATE and ALLOCATE access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.

3) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.1.2.1

3.1.5.1

3.2.5.1

___
PDI Screen Sort Order:  ACF0020


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(MISCRPT)

___
The ACF2 data set rule for SYS1.LINKLIB allows inappropriate access.

___
The ACF2 data set rule for SYS1.LINKLIB does not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rule for SYS1.LINKLIB does not specify that all UPDATE and ALLOCATE access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.
3) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.1.2.2

3.1.5.1

3.2.5.1

___
PDI Screen Sort Order:  ACF0030


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(MISCRPT)

___
The ACF2 data set rule for SYS1.SVCLIB allows inappropriate access.

___
The ACF2 data set rule for SYS1.SVCLIB does not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rule for SYS1.SVCLIB does not specify that all UPDATE and ALLOCATE access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.
3) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.1.2.4

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0040


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(MISCRPT)

___
The ACF2 data set rule for SYS1.IMAGELIB allows inappropriate access.

___
The ACF2 data set rule for SYS1.IMAGELIB does not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rule for SYS1.IMAGELIB does not specify that all UPDATE and ALLOCATE access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.
3) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.1.2.1

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0050


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(MISCRPT)

___
The ACF2 data set rule for SYS1.LPALIB allows inappropriate access.

___
The ACF2 data set rule for SYS1.LPALIB does not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rules for SYS1.LPALIB and all other production LPALIBs do not specify that all UPDATE and ALLOCATE access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.
3) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.1.2.4

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0060


Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(APFXRPT)

-
SENSITVE.RPT(APFTRPT)

___
The ACF2 data set rules for APF libraries allow inappropriate access.

___
The ACF2 data set rules for APF libraries do not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rules for APF libraries do not specify that all UPDATE and ALLOCATE access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids/data sets, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT(APFXRPT).)

1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.
3) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.1.2.1

3.1.5.1

3.2.5.1

___
PDI Screen Sort Order:  ACF0070


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(LPAXRPT)

___
The ACF2 data set rules for LPA libraries allow inappropriate access.

___
The ACF2 data set rules for LPA libraries do not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rules for LPA libraries do not specify that all UPDATE and ALLOCATE access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids/data sets, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT(LPAXRPT).)

1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.
3) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.1.2.4

2.1.2.8

3.1.5.1

3.2.5.1

___
PDI Screen Sort Order:  ACF0080


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(MISCRPT)

___
The ACF2 data set rule for SYS1.NUCLEUS allows inappropriate access.

___
The ACF2 data set rule for SYS1.NUCLEUS does not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rule for SYS1.NUCLEUS does not specify that all UPDATE and ALLOCATE access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.
3) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.1.2.4

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0100


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(PPTXRPT)

___
The ACF2 data set rules for libraries that contain PPT modules allow inappropriate access.

___
The ACF2 data set rules for libraries that contain PPT modules do not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rules for libraries that contain PPT modules do not specify that all UPDATE and ALLOCATE access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids/data sets, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT(PPTXRPT).)

1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.
3) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.1.2.3

3.1.5.1

3.2.5.1

___
PDI Screen Sort Order:  ACF0110


Default Severity: Category II

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(LNKXRPT)

___
The ACF2 data set rules for LINKLIST libraries allow inappropriate access.

___
The ACF2 data set rules for LINKLIST libraries do not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rules for LINKLIST libraries do not specify that all UPDATE and ALLOCATE access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids/data sets, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT(LNKXRPT).)

1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.
3) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.1.2.9

3.1.5.1

3.2.5.1

___
PDI Screen Sort Order:  ACF0120


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· SENSITVE.RPT(ACPRPT)

___
The ACF2 data set rules for ACF2 files and databases allow inappropriate access.

___
The ACF2 data set rules for ACF2 files and databases do not restrict UPDATE and ALLOCATE access to OS/390 systems programming personnel, security personnel, and batch jobs that perform ACP maintenance.

___
All data set access (e.g., READ, UPDATE, and ALLOCATE) for ACF2 security files is not logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel and/or security personnel.

2) Justification for access authorization was not provided.
3) All data set access is not logged.

Reference:
OS/390 STIG
2.3.1

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0130


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(CATXRPT)

Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(CATALOGS) - This will identify the Master Catalog.
___
The ACF2 data set rules for the System Catalogs allow inappropriate access.

___
The ACF2 data set rule for the Master Catalog does not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rule for the Master Catalog does not specify that all UPDATE and ALLOCATE access will be logged.

___
The ACF2 data set rules for the User Catalogs do not restrict ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rules for the User Catalogs do not specify that all ALLOCATE access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids/data sets, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT(CATXRPT).)

1) Data set access authorization for the Master Catalog does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Data set access authorization for User Catalogs does not restrict ALLOCATE access to systems programming personnel.

3) Justification for access authorization was not provided.

4) Data set UPDATE and/or ALLOCATE access is not logged.

5) Data set ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.3.1

3.1.5.1

3.2.5.1

___
PDI Screen Sort Order:  ACF0140


Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(SMPERPT)

-
SENSITVE.RPT(PRODRPT)

Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 1 of 2):

-
Item 1

___
The ACF2 data set rules for system-level product installation libraries (e.g., SMP/E CSIs, TLIBs, DLIBs, and other product libraries) allow inappropriate access.

____
The ACF2 data set rules for system-level product execution libraries do not restrict READ access to only OS/390 systems programming personnel.

___
The ACF2 data set rules for system-level product installation libraries (e.g., SMP/E CSIs, TLIBs, DLIBs, and other product libraries) do not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids/data sets, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT(SMPERPT).)

1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.

3) Data set access authorization for the execution library(ies) does (do) not restrict READ access to systems programming personnel.

Reference:
OS/390 STIG
2.3.1

3.1.5.1

3.2.5.1

___
PDI Screen Sort Order:  ACF0150


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(JES2RPT)

___
The ACF2 data set rule for the JES2 SPOOL data set allows inappropriate access.

___
The ACF2 data set rule for the JES2 SPOOL data set does not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

b)
If both of the above are untrue, there is NO FINDING.

c)
If either of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1)
Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2)
Justification for access authorization was not provided.
Reference:
OS/390 STIG
2.3.1

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0160


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(JES2RPT)

___
The ACF2 data set rule(s) for the JES2 Checkpoint data set(s) allows (allow) inappropriate access.

___
The ACF2 data set rule(s) for the JES2 Checkpoint data set(s) does (do) not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

b)
If both of the above are untrue, there is NO FINDING.

c)
If either of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1)
Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2)
Justification for access authorization was not provided.
Reference:
OS/390 STIG
2.3.1

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0170


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(MISCRPT)

___
The ACF2 data set rule for SYS1.UADS allows inappropriate access.

___
The ACF2 data set rule for SYS1.UADS does not restrict ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rule for SYS1.UADS does not restrict READ and UPDATE access to OS/390 systems programming personnel and security personnel.

___
The ACF2 data set rule for SYS1.UADS does not specify that all (e.g., READ, UPDATE, and ALLOCATE) access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict ALLOCATE access to systems programming personnel.

2) Data set access authorization does not restrict READ and/or UPDATE access to systems programming personnel and/or security personnel.

3) Justification for access authorization was not provided.
4) All data set access is not logged.

Reference:
OS/390 STIG
2.3.1

3.1.2.6

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0180


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(SMFXRPT)

___
The ACF2 data set rules for the SMF data collection files (e.g., SYS1.MAN*) allow inappropriate access.

___
The ACF2 data set rules for the SMF data collection files (e.g., SYS1.MAN*) do not restrict ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rules for the SMF data collection files (e.g., SYS1.MAN*) do not restrict UPDATE access to OS/390 systems programming personnel and/or batch jobs that perform SMF dump processing.

___
The ACF2 data set rules for the SMF data collection files (e.g., SYS1.MAN*) do not specify that all UPDATE and ALLOCATE will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.

3) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.3.1

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0190


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· SENSITVE.RPT(SMFBKRPT)

Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

___
The ACF2 data set rules for SMF dump/backup files allow inappropriate access.

___
The ACF2 data set rules for SMF dump/backup files do not restrict UPDATE and ALLOCATE access to authorized DISA and site personnel (e.g., systems programmers and batch jobs that perform SMF processing).

___
The ACF2 data set rules for SMF dump/backup files do not specify that all UPDATE and ALLOCATE access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to appropriate personnel.

2) Justification for access authorization was not provided.
3) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.3.1

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0200


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(MISCRPT)

___
The ACF2 data set rule for SYS1.DUMP allows inappropriate access.

___
The ACF2 data set rule for SYS1.DUMP does not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

b)
If both of the above are untrue, there is NO FINDING.

c)
If either of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1)
Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2)
Justification for access authorization was not provided.
Reference:
OS/390 STIG
2.3.1

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0210


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(BKUPRPT)

Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1

___
The ACF2 data set rules for system DASD backup files allow inappropriate access.

___
The ACF2 data set rules for system DASD backup files do not restrict UPDATE and ALLOCATE access to OS/390 systems programming and batch jobs that perform DASD backups.

b)
If both of the above are untrue, there is NO FINDING.

c)
If either of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1)
Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2)
Justification for access authorization was not provided.
Reference:
OS/390 STIG
2.3.1

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0220


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(MISCRPT)

___
The ACF2 data set rule for SYS1.TRACE allows inappropriate access.

___
The ACF2 data set rule for SYS1.TRACE does not restrict UPDATE and ALLOCATE access to OS/390 systems programming personnel and started tasks that perform GTF processing.

b)
If both of the above are untrue, there is NO FINDING.

c)
If either of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1)
Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2)
Justification for access authorization was not provided.
Reference:
OS/390 STIG
2.3.1

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0230


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(PGXXRPT)

___
The ACF2 data set rules for system page data sets (PLPA, COMMON, and LOCAL) allow inappropriate access.

___
The ACF2 data set rules for system page data sets (PLPA, COMMON, and LOCAL) do not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

b)
If both of the above are untrue, there is NO FINDING.

c)
If either of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1)
Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2)
Justification for access authorization was not provided.
Reference:
OS/390 STIG
2.3.1

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0240


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(MVSXRPT)

___
The ACF2 data set rules for libraries that contain exit modules allow inappropriate access.

___
The ACF2 data set rules for libraries that contain exit modules do not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

___
The ACF2 data set rules for libraries that contain exit modules do not specify that all UPDATE and ALLOCATE access will be logged.

b)
If all of the above are untrue, there is NO FINDING.

c)
If any of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.
3) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.1.2.6

3.1.5.1

3.2.5.1

___
PDI Screen Sort Order:  ACF0243


Default Severity: Category II
I.
FACILITY Resource Definitions

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(RESOURCE)

b)
Review resource rules for TYPE(FAC).

c)
Ensure the following resources are defined with PREVENT access by default (i.e., the catch-all rule):

NOTE:
These resources only pertain to MVS/ESA, Version 4.3 and above.

CSVAPF.-

CSVAPF.MVS.SETPROG.FORMAT.DYNAMIC

CSVAPF.MVS.SETPROG.FORMAT.STATIC

----------------------------------------------------------------------------------------------------

NOTE:
This resource only pertains to MVS/ESA, Version 5.1 and above.

CSVDYNEX.-

----------------------------------------------------------------------------------------------------

NOTE:
These resources only pertain to OS/390, Version 1.3 and above.

CSVDYNL.-
CSVDYNL.UPDATE.LNKLST
d)
If all CSV-prefixed resources are defined as mentioned in (c) above, there is NO FINDING.

e)
If any CSV-prefixed resource is not defined as mentioned in (c) above, this is a FINDING.  The finding should read:

The following resource(s) is (are) improperly protected:

1) Required resource(s) is (are) not defined to the FACILITY resource class.

2) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
3.1.5.4

3.2.5.4

II.
CSV Resource Access

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(RESOURCE)

b)
Review access authorizations for the CSV-prefixed resources in the FACILITY resource class, i.e. TYPE(FAC).

c)
If access to all CSV-prefixed resources is restricted to only systems personnel, there is NO FINDING:

d)
If access to all CSV-prefixed resources is logged, there is NO FINDING.

e)
If either (c) or (d) above is untrue for any CSV-prefixed resource, this is a FINDING.  The finding should read:

The following access authorization(s) is (are) inappropriate:

1) Access authorization does not restrict access to systems personnel.

2) Justification for access authorization was not provided. 
3) All resource access is not logged.

4) No CSV-prefixed resources are defined to the FACILITY resource class.

Reference:
OS/390 STIG
3.1.5.4

3.2.5.4

___
PDI Screen Sort Order:  ACF0245


Default Severity: Category II
NOTE:
This FINDING only pertains to MVS/ESA, Version 3.1.3 and above.  If the domain being reviewed is not executing at the required level, this FINDING will be marked NOT APPLICABLE.
I.
Resource Definition

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(RESOURCE)

-
ACF2CMDS.RPT(ACFGSO)

b) Review the ACFGSO report.  If CLASMAP defines OPERCMDS as the default of TYPE(OPR) there is NO FINDING.

NOTE:
 If CLASMAP defines OPERCMDS as anything other than the default of TYPE(OPR), replace OPR below with the appropriate three letters.
c)
Review the resource rules for TYPE(OPR).

d)
If the MVS resource is defined with PREVENT access by default, there is NO FINDING.

e)
If  (b) and (d) above is true, there is NO FINDING.

f)
If (b) or (d) above is untrue, there is a FINDING. The finding should read:

The MVS resource is improperly protected.

1) The MVS resource is not defined to the OPERCMDS resource class.

2) The default access of PREVENT is not specified.

3) DISA Standard CLASMAP TYPE(OPR) is not in use.

Reference:
OS/390 STIG
3.1.5.6

3.2.5.6
II.
System Command Access

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(RESOURCE)

-
ACF2CMDS.RPT(ACFGSO)

b)  Review the ACFGSO report.  If CLASMAP defines OPERCMDS as the default of TYPE(OPR) there is NO FINDING.

NOTE:
If CLASMAP defines OPERCMDS as anything other than the default of TYPE(OPR), replace OPR below with the appropriate three letters.
c)
Review the resource rules for TYPE(OPR).

d)
If access to OS/390 system commands defined in the table entitled Controls on OS/390 System Commands in Section 3.1.5.6, OS/390 System Command Controls, in the OS/390 STIG is restricted to the appropriate personnel (e.g., operations staff, systems programming personnel, general users), there is NO FINDING.

NOTE:
Use the GROUP category specified in the table referenced above as a guideline to determine appropriate personnel access to system commands.
e)
If access to specific OS/390 system commands is logged as indicated in the table entitled Controls on OS/390 System Commands in Section 3.1.5.6, OS/390 System Command Controls, in the OS/390 STIG, there is NO FINDING.

f)
If either (b), (d) or (e) above is untrue for any OS/390 system command resource, this is a FINDING.  The finding should read:

The following access authorization(s) to OS/390 system commands is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids/resources, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(RESOURCE).)
1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) Resource access is not logged.

4) No MVS resources are defined to the OPERCMDS resource class. 

5) DISA Standard CLASMAP TYPE(OPR) is  not in use.

Reference:
OS/390 STIG
3.1.5.6

3.2.5.6
III.
Installation SOP

a)
Refer to the following item gathered by the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 2

b)
Review the installation SOP for OS/390 system commands.

c)
Ensure the installation SOP documents the following items, and accurately reflects the current operating environment:

1)
User access to OS/390 system commands

2)
Logging requirements of OS/390 system commands

3)
Justification for access of OS/390 system commands

4)
Policies and procedures for use of sensitive OS/390 system commands

d)
If all of the above in (c) are true, there is NO FINDING.

e)
If any of the above in (c) is untrue, incomplete, or not current, this is a FINDING.  The finding should read:

The installation SOP regarding OS/390 system commands is documented incorrectly.
1)
User access to OS/390 system commands is missing and/or incomplete.
2)
Logging requirements of OS/390 system commands are missing and/or incomplete.
3)
Justification for access of OS/390 system commands is missing and/or incomplete.
4)
Policies and procedures for use of sensitive OS/390 system commands are missing and/or incomplete. 
Reference:
OS/390 STIG
3.1.5.6

3.2.5.6

___
PDI Screen Sort Order:  ACF0247


Default Severity: Category II
NOTE:
This FINDING only pertains to MVS/ESA SP, Version 4.3 and above.  If the domain being reviewed is not executing at the required level, this FINDING will be marked NOT APPLICABLE.
I.
PARMLIB Conventions

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

· PARMLIB.NAMES(CONSOLXX)

NOTE:
The CONSOLXX report is only produced if non-standard member names are present in SYS1.PARMLIB.  If this report does not exist, there is NO FINDING.
b)
If no CONSOLxx parmlib members exist in SYS1.PARMLIB (other than CONSOL00 and CONSOLBK), there is NO FINDING.

c)
If there is a deviation from the standard, refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 5

If the documentation for the deviation exists, there is NO FINDING.

NOTE:
Comments located within non-standard parmlib members justifying their existence are considered a valid form of documentation.

d)
If no documentation for a deviation exists, this is a FINDING.  The finding should read:

The following improperly named CONSOLxx member(s) was (were) found for which no documentation was provided to substantiate the variance(s):

Reference:
OS/390 STIG
2.1.2.12
II.
CONSOLxx Required Parameters

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(PARMLIB)

b)
Review the CONSOLxx parmlib members.

c)
Ensure the following items are in effect:

1)
The CONSOLE statement for each console specifies AUTH(INFO).

NOTE:
(a)
The AUTH parameter is not valid for consoles defined with UNIT(PRT).

(b)
Specifying AUTH(MASTER) is permissible for the system console.

2)
The CONSOLE statement for each console assigns a unique name using the NAME parameter.

3)
The DEFAULT statement for each CONSOLxx member specifies LOGON(REQUIRED) or LOGON(AUTO).

d)
If all of the above in (c) are true, there is NO FINDING.

e)
If any of the above in (c) is untrue, this is a FINDING.  The finding should read:

The following MCS console(s) is (are) improperly defined within SYS1.PARMLIB:
1)
The AUTH(INFO) parameter is not specified for each console.

2)
A unique name is not assigned to each MCS console.

3)
The LOGON(REQUIRED) or LOGON(AUTO) parameter is not specified in each CONSOLxx member. 

Reference:
OS/390 STIG
2.1.2.12

3.1.2.8
III.
MCS Console Logonids

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(PARMLIB)

Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(LOGONIDS)

-
ACF2CMDS.RPT(RULES)

-    SENSITVE.RPT( CONSOLE)

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
Ensure the following items are in effect:

1)
Each console defined in the CONSOLxx parmlib members is associated with a valid ACF2 logonid.

2)
Ensure that ACF2 console logonids are defined as follows:

(a)
No special privileges (e.g., ACCOUNT, SECURITY, etc.)

(b)
No accesses to interactive on-line facilities (e.g., TSO, CICS, etc.)

(c)
Restricted from accessing all data sets and resources except MCS.MCSOPER.consolename in the OPERCMDS resource class.

c)
If all of the above in (b) are true, there is NO FINDING.

d)
If any of the above in (b) is untrue, this is a FINDING.

The finding should read:  (Choose the appropriate item(s).)
The following MCS console logonid(s) is (are) defined improperly:
1) No console logonids are defined to the security database.

2) Console(s) is (are) not assigned a valid logonid.

3)
Authorization to special privilege(s) and/or facility(ies) is inappropriate.

4)
Access authorization to data set(s) and/or resource(s) is inappropriate.

Reference:
OS/390 STIG
3.1.2.8

3.2.2.8

IV.
MCS Console Group Profiles

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(LISTUSER)

-
ACF2CMDS.RPT(LISTGRP)

-
ACF2CMDS.RPT(OPERCMDS)

b)
Ensure that ACF2 group profiles are defined as follows:

1)
An ACF2 group profile is defined as described in Section 3.2.2.8, MCS Console Userids, in the OS/390 STIG, restricting access to only those resources needed by all MCS consoles.

2)
If LOGON(AUTO) is specified on the DEFAULT statement in any CONSOLxx member, a second ACF2 group is defined as described in Section 3.2.2.8, MCS Console Userids, in the OS/390 STIG.


This group will have limited access to OS/390 system commands, and will be restricted to only use the CONTROL, DISPLAY, MONITOR, STOPMN, STOPTR, and TRACK OS/390 system commands with an access level of READ.  Refer to Section 3.1.5.6, OS/390 System Command Controls, in the OS/390 STIG for command resource names.

c)
If all of the above in (b) are true, there is NO FINDING.

d)
If any of the above in (b) is untrue, this is a FINDING.  The finding should read:

The following access authorization(s) for MCS console group profile(s) is (are) inappropriate:

1)
Access authorization to OS/390 system command(s) is inappropriate.
2)
Authorization to special privilege(s) and/or facility(ies) is inappropriate.

3)
Access authorization to data set(s) and/or resource(s) is inappropriate.
Reference:
OS/390 STIG
3.1.2.8

3.2.2.8
V.
CONSOLE Definitions

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(PARMLIB)

Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT( CONSOLE)

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
-
ACF2CMDS.RPT(ACFGSO)

b)  If CLASMAP defines CONSOLE as the default of TYPE(CON there is NO FINDING.

NOTE:
If CLASMAP defines CONSOLE as anything other than the default of TYPE(CON), replace CON below with the appropriate three letters.
c)
Review resource rules for TYPE(CON).

d)
Ensure the following items are in effect for all MCS consoles:

1)
Each console defined in the CONSOLxx parmlib members is defined to ACF2 with a corresponding resource rule for TYPE(CON).

2)
Each CONSOLE rule is defined with PREVENT access by default.

e)
If both (b) and (d)  above are true, there is NO FINDING.

f)
If either (b) or (d) above is untrue, this is a FINDING.  The finding should read:

The following CONSOLE resource(s) is (are) protected improperly:

1) No consoles are defined to the CONSOLE resource class.

2) Console(s) is (are) not defined to the CONSOLE resource class.
3) The default access of PREVENT is not specified.

4) DISA Standard CLASMAP TYPE(CON) is  not in use.

Reference:
OS/390 STIG
3.1.5.5

3.2.5.5
VI.
CONSOLE Access

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(CONSOLE)

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
-
ACF2CMDS.RPT(ACFGSO)

b)   If CLASMAP defines CONSOLE the default of TYPE(CON) there is NO FINDING.

NOTE:
If CLASMAP defines CONSOLE as anything other than the default of TYPE(CON), replace CON below with the appropriate three letters.
c)
Review resource rules for TYPE(CON).
d)
Ensure the following items are in effect for all MCS consoles:

1)
The logonid associated with each console has READ access to the corresponding resource defined in the CONSOLE resource class.

2)
Access authorization for CONSOLE resources restricts READ access to OS/390 systems programming personnel and operations staff.

3)
All access to CONSOLE resources is logged.

e)
If all of the above are true, there is NO FINDING. 

fe)
If any of the above is untrue, this is a FINDING.  The finding should read:

The following access authorization(s) for CONSOLE resource(s) is (are) inappropriate:

1) Access authorization does not restrict READ access to systems programming personnel and/or operations personnel.

2) Justification for access authorization was not provided.

3) All resource access is not logged.

4) No consoles are defined to the CONSOLE resource class. 

5) DISA Standard CLASMAP TYPE(CON) is  not in use.

Reference:
OS/390 STIG
3.1.5.5

3.2.5.5

VII.
TSOAUTH Resource Definition

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(TSOAUTH)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
-
ACF2CMDS.RPT(ACFGSO)

b)  Review the ACFGSO report.  If CLASMAP defines TSOAUTH the default of TYPE(TSO) there is NO FINDING.

NOTE:
If CLASMAP defines TSOAUTH as anything other than the default of TYPE(TSO), replace TSO below with the appropriate three letters.
c)
Review resource rules for TYPE(TSO).
d)
If the CONSOLE privilege is defined to the TSOAUTH class with PREVENT access by default, there is NO FINDING.

e)
If all of the above are true, there is NO FINDING. 

f)
If any of the above is untrue, this is a FINDING.  The finding should read:

:

The TSOAUTH CONSOLE privilege is improperly protected.

1) The CONSOLE privilege is not defined to the TSOAUTH resource class.

2) The default access of PREVENT is not specified.

3) DISA Standard CLASMAP TYPE(TSO) is  not in use

Reference:
OS/390 STIG
3.1.5.5

3.2.5.5
VIII.
TSO Console Command

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(OPERPARM)

-    SENSITVE.RPT(OPERCMDS) 

-    SENSITVE.RPT(TSOAUTH)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
-
ACF2CMDS.RPT(ACFGSO)

b)  Review the ACFGSO report.  If CLASMAP defines TSOAUTH the default of TYPE(TSO) and OPERCMDS as the default of TYPE(OPR) there is NO FINDING.

NOTE:
If CLASMAP defines TSOAUTH or OPERCMDS as anything other than the default of TYPE(TSO) or TYPE(OPR), replace TSO or OPR below with the appropriate three letters.
c)
If the CONSOLE privilege is not defined to the TSOAUTH resource class, there is NO FINDING (with this specific check).
d)
At the discretion of the IAO, users may be allowed to issue OS/390 system commands from a TSO session.  With this in mind, ensure the following items are in effect for users granted the TSO CONSOLE privilege:

1)
Logonids are restricted to the INFO level on the AUTH parameter specified in the OPERPARM segment of the user profile record.

2)
Logonids are restricted to READ access to the MVS.MCSOPER.userid resource defined in the OPERCMDS resource class (i.e., resource rules for TYPE(OPR)).

3)
Logonids are restricted to READ access to the CONSOLE resource defined in the TSOAUTH resource class (i.e. resource rules for TYPE(TSO)).

4)
All access to the CONSOLE resource defined in the TSOAUTH resource class is logged.

e)
If all of the above are true, there is NO FINDING.

f)
If any of the above are untrue, this is a FINDING.  The finding should read:

The following authorization(s) for the TSO CONSOLE privilege is (are) inappropriate:

1) Access authorization for the MVS.MCSOPER.userid resource is not restricted to READ access.

2) Authorization to the CONSOLE privilege is not restricted to READ access.

3) Justification for access authorization was not provided.

4) All access to the CONSOLE privilege is not logged.

5) The AUTH parameter is not restricted to INFO in the OPERPARM segment of the logonid. 

6) DISA Standard CLASMAP TYPE(TSO) and/or CLASMAP TYPE(CON)  is (are) not in use.

Reference:
OS/390 STIG
3.1.5.5

3.2.5.5

___
PDI Screen Sort Order:  ACF0250


Default Severity: Category III

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

b)
If the GSO APPLDEF record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO APPLDEF record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0260


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0260)

b)
If the GSO AUTHEXIT record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO AUTHEXIT record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0270


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0270)

NOTE:
Addition Analysis will be required for the above file.
b)
If the GSO AUTOERAS record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO AUTOERAS record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
2.1.3

3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0280


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

b)
If the GSO BACKUP record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO BACKUP record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0290


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0290)

b)
If the GSO BLPPGM record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO BLPPGM record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.1.4.3

3.2.1

3.2.4.3
___
PDI Screen Sort Order:  ACF0300


Default Severity: Category II
NOTE:
This FINDING only pertains to ACF2, Version 6.0 and above.  If the domain being reviewed is executing a pre-6.0 version of ACF2, this FINDING will be marked NOT APPLICABLE.
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0300)

b)
If the GSO CLASMAP record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO CLASMAP record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0310


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0310)

b)
If the GSO EXITS record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO EXITS record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1

3.2.3.2

3.2.5.3
___
PDI Screen Sort Order:  ACF0320


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

b)
If the GSO INFODIR record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO INFODIR record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0330


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

b)
If the GSO LINKLST record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO LINKLST record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0340


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

b)
If the GSO LOGPGM record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO LOGPGM record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.1.5.3

3.2.1

3.2.5.3
___
PDI Screen Sort Order:  ACF0350


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

b)
If the GSO MAINT record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO MAINT record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.1.5.3

3.2.1

3.2.5.3
___
PDI Screen Sort Order:  ACF0360


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0360)

b)
If the GSO NJE record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO NJE record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.1.2.4

3.2.1

3.2.2.4
___
PDI Screen Sort Order:  ACF0370


Default Severity: Category I
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0370)

NOTE:
Addition Analysis will be required for the above file.
b)
If the GSO OPTS record values conform to the DISA requirements, there is NO FINDING.

c) If any GSO OPTS record value does not conform to DISA standards, this is a FINDING.

NOTE:
The default severity of this FINDING is a Category I.  For all fields, except MODE, downgrade the severity of this FINDING to a Category II.


If the GSO OPTS record MODE field is not set to ABORT, this is a FINDING.  Additional analysis may be required to determine whether this FINDING should be downgraded to a Category II or remain a Category I.

Examples of a Category I FINDING where no further analysis is required:

MODE(WARN)
MODE(LOG)
MODE(QUIET)
Example of a possible Category I FINDING requiring additional analysis:

MODE(RULE,norule,no$mode)
norule specifies the action (i.e., QUIET, LOG, WARN, and ABORT) for a data set access request if no rule set is found.

no$mode specifies the action (i.e., QUIET, LOG, WARN, and ABORT) for a data set access request if no $MODE control statement is found in a rule set.

Possible scenarios justifying a downgrade to a Category II:

If some sensitive data sets are not protected by rules sets and norule is set to QUIET, LOG, or WARN, unauthorized access may result for these unprotected data sets.

If rule sets for some sensitive data sets have $MODE set to QUIET, LOG, or WARN, unauthorized access may result for the data sets protected by these rule sets.

If rule sets for some sensitive data sets have $MODE missing and no$mode is QUIET, LOG, or WARN, unauthorized access may result for the data sets protected by these rule sets.

The finding should read:

The following GSO record value(s) is (are) set improperly:

Reference:
OS/390 STIG
3.1.1

3.2.1

___
PDI Screen Sort Order:  ACF0380

Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0380)

NOTE:
Addition Analysis will be required for the above file.
b)
Compare the GSO PPGM record values with the programs specified in the following OS/390 STIG sections:

1)
Section 3.1.5.3, Sensitive Utility Controls

2)
Section 4.3.1.3, Utilities (MQSeries)

6) Section 4.5.1.4, Utilities (WebSphere MQ)

7) Section 11.2.3.2, Sensitive Utility Controls (CA-1)

8) Section 13.2, SMP/E

c)
If all applicable programs specified in the OS/390 STIG sections referenced in (b) above are represented by GSO PPGM record values, there is NO FINDING.

d)
If any applicable program specified in the OS/390 STIG sections referenced in (b) above is not represented by a GSO PPGM record value, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:

Reference:
OS/390 STIG 3.1.1, 3.1.5.3, 3.2.1, 3.2.5.3, 4.3.1.3, 4.5.1.4, 11.2.3.2, 13.2; DODD 8500.1 Para. 4.18; DODI 8500.2 DCCS-2, DCCS-1; CJCSM 6510.01 Encl. A, App. A, Para. 5.b (8)
3.2.5.3
___
PDI Screen Sort Order:  ACF0390


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0390)

b)
If the GSO PSWD record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO PSWD record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:

Reference:
OS/390 STIG
3.1.1

3.1.3.1

3.2.1

3.2.3.1
___
PDI Screen Sort Order:  ACF0400


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

b)
If the GSO RESDIR record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO RESDIR record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0410


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0410)

b)
If the GSO RESRULE record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO RESRULE record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0420


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0420)

b)
If the GSO RESVOL record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO RESVOL record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.1.5.2

3.2.1

3.2.5.2
___
PDI Screen Sort Order:  ACF0430


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0430)

b)
If the GSO RULEOPTS record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO RULEOPTS record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:

Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0440


Default Severity: Category II
NOTE:
This FINDING only pertains to ACF2, Version 6.0 and above.  If the domain being reviewed is executing a pre-6.0 version of ACF2, this FINDING will be marked NOT APPLICABLE.
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0440)

b)
If the GSO SAFDEF record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO SAFDEF record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0450


Default Severity: Category II
NOTE:
This FINDING only pertains to pre-6.0 versions of ACF2.  If the domain being reviewed is executing ACF2, Version 6.0 or above, this FINDING will be marked NOT APPLICABLE.
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0450)

b)
If the GSO SAFMAPS record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO SAFMAPS record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0460


Default Severity: Category II
NOTE:
This FINDING only pertains to pre-6.0 versions of ACF2.  If the domain being reviewed is executing ACF2, Version 6.0 or above, this FINDING will be marked NOT APPLICABLE.
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0460)

b)
If the GSO SAFPROT record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO SAFPROT record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0470


Default Severity: Category II
NOTE:
This FINDING only pertains to pre-6.0 versions of ACF2.  If the domain being reviewed is executing ACF2, Version 6.0 or above, this FINDING will be marked NOT APPLICABLE.
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0470)

b)
If the GSO SAFSAFE record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO SAFSAFE record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0480


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0480)

b)
If the GSO SECVOLS record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO SECVOLS record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:

Reference:
OS/390 STIG
3.1.1

3.1.5.2

3.2.1

3.2.5.2
___
PDI Screen Sort Order:  ACF0490


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0490)

b)
If the GSO SYNCOPTS record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO SYNCOPTS record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0500


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0500)

b)
If the GSO TSO record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO TSO record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:

Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0510


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0510)

b)
If the GSO TSOCRT record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO TSOCRT record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0520


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0520)

b)
If the GSO TSOKEYS record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO TSOKEYS record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0530


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0530)

b)
If the GSO TSOTWX record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO TSOTWX record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0540


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0540)

b)
If the GSO TSO2741 record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO TSO2741 record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0550


Default Severity: Category IV

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ACF0550)

b)
If the GSO WARN record values conform to the DISA requirements, there is NO FINDING.

c)
If there is any deviation from the DISA requirements in the GSO WARN record values, this is a FINDING.  The finding should read:

The following GSO record value(s) is (are) set improperly:
Reference:
OS/390 STIG
3.1.1

3.2.1
___
PDI Screen Sort Order:  ACF0560


Default Severity: Category III
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(LOGONIDS)

b)
Ensure the following fields are completed for every logonid:

NAME

User's name

UID-String

All fields defined in the ACFFDR @UID macro

NOTE:
Ensure that the DISA standard for UID string construction is adhered to as documented in Section 3.2.2, Userid Controls, in the OS/390 STIG.

c)
If all the required fields are completed, this is not a FINDING.

d)
If there are any logonids that do not have all the above fields completed, this is a FINDING.  The finding should read:

The following logonid(s) does (do) not have the required field(s) completed:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SSRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(LOGONIDS).)
Reference:
OS/390 STIG
3.1.2

3.2.2
___
PDI Screen Sort Order:  ACF0565

Default Severity: Category II 

a)
Refer to the following items gathered from the Preliminary Data Collection Checklist (Part 1 of 2):

-
Item 4

b)
If there are no shared logonids on this domain, there is NO FINDING.

c)
If there are shared logonids on this domain, this is a FINDING.

System user(s) is (are) not identified uniquely to the operating system.

The following logonid(s) defined to ACF2 is (are) shared among multiple users:
Reference:
OS/390 STIG
3.1.2

3.2.2
___
PDI Screen Sort Order:  ACF0570


Default Severity: Category II

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(TSOUSERS)

-
ACF2CMDS.RPT(MAXDAYS0)

-
ACF2CMDS.RPT(MAXDAYS)

-
ACF2CMDS.RPT(MINDAYS)

b)
Ensure that all logonid record fields for interactive users are specified in compliance with Section 3.2.2.1, Interactive Users, in the OS/390 STIG.  If all fields are specified in accordance with the DISA requirements, there is NO FINDING.

c)
If any fields are not specified in accordance with the DISA requirements, this is a FINDING.  The finding should read:

The following logonid(s) for interactive users does (do) not have the required field(s) completed:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPTS(TSOUSERS).)
Reference:
OS/390 STIG
3.1.2.1

3.2.2.1

___
PDI Screen Sort Order:  ACF0580


Default Severity: Category II

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTRESTR)

b)
If the logonids that are associated with batch jobs have the RESTRICT attribute, then the logonids must also have either the PGM(xxxxxxxx) and SUBAUTH attributes, or the SOURCE(xxxxxxxx) attribute specified.

c)
If all restricted logonids have either the PGM(xxxxxxxx) and SUBAUTH attributes or the SOURCE(xxxxxxxx) attribute, there is NO FINDING.

d)
If the PGM(xxxxxxxx) and SUBAUTH attributes or the SOURCE(xxxxxxxx) attribute is not specified for any restricted logonids, this is a FINDING.  The finding should read:

The following restricted logonid(s) is (are) improperly defined:

PGM(xxxxxxxx) and SUBAUTH attributes, or the SOURCE(xxxxxxxx) attribute is not specified.

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTRESTR).)
Reference:
OS/390 STIG
3.2.2.2

___
PDI Screen Sort Order:  ACF0590


Default Severity: Category II

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(PROCRPT)

___
The ACF2 data set rules for proclib data sets referenced in the JES2 procedure for STCs and TSO logons allow inappropriate access.

___
The ACF2 data set rules for proclib data sets referenced in the JES2 procedure for STCs and TSO logons do not restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel.

b)
If both of the above are untrue, there is NO FINDING.

c)
If either of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids/data sets, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT(PROCRPT).)

1)
Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2)
Justification for access authorization was not provided.
Reference:
OS/390 STIG
3.1.2.3

3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0600


Default Severity: Category II

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTSTC)

b)
Identify all logonids assigned to started tasks.

c)
Review every logonid record assigned to started tasks to ensure each one has the STC attribute specified.

d)
If all logonids identified as started tasks have the STC attribute specified, there is NO FINDING.

e)
If any logonid identified as a started task does not have the STC attribute specified, this is a FINDING.  The finding should read:

The following STC logonid(s) does (do) not have the STC attribute specified:

Reference:
OS/390 STIG
3.1.2.3

3.2.2.3
___
PDI Screen Sort Order:  ACF0610


Default Severity: Category II

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTSTC)

-
ACF2CMDS.RPT(ATTMUASS)

b)
Identify the started tasks that have a Multi-User Single Address Space System (MUSASS) requirement.

c)
If every logonid associated with a started task that has the MUSASS requirement has the MUSASS and NO-SMC attributes, there is NO FINDING.

d)
If any logonid associated with a started task that has the MUSASS requirement does not have the MUSASS and NO-SMC attributes, this is a FINDING.  The finding should read:

The following STC logonid(s) does (do) not have the MUSASS and/or NO-SMC attributes specified:

Reference:
OS/390 STIG
3.1.2.3

3.2.2.3
___
PDI Screen Sort Order:  ACF0620


Default Severity: Category II

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTMUASS)

-
ACF2CMDS.RPT(ATTSTC)

b)
Identify all started task logonids that have the MUSASS attribute and the requirement to submit jobs on behalf of its users.

c)
If every started task logonid that has the MUSASS attribute and the requirement to submit jobs on behalf of its users also has the JOBFROM attribute, there is NO FINDING.

d)
If any started task logonid that has the MUSASS attribute and the requirement to submit jobs on behalf of its users does not have the JOBFROM attribute, this is a FINDING.  The finding should read:

The following STC logonid(s) does (do) not have the JOBFROM attribute specified:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTMUASS).)
Reference:
OS/390 STIG
3.1.2.3

3.2.2.3
___
PDI Screen Sort Order:  ACF0630


Default Severity: Category II

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTMUASS)

-
ACF2CMDS.RPT(ATTSTC)

b)
Identify all started task logonids that have the MUSASS attribute and the requirement to update information in any ACF2 databases on behalf of its users.

c)
If every started task logonid that has the MUSASS attribute and the requirement to update any ACF2 databases on behalf of its users also has the MUSUPDT attribute, there is NO FINDING.

d)
If any started task logonid that has the MUSASS attribute and the requirement to update any ACF2 database on behalf of its users does not have the MUSUPDT attribute, this is a FINDING.  The finding should read:

The following STC logonid(s) does (do) not have the MUSUPDT attribute specified:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTMUASS).)
Reference:
OS/390 STIG
3.1.2.3

3.2.2.3
___
PDI Screen Sort Order:  ACF0640


Default Severity: Category II

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTNOCNL)

b)
Ensure that only logonids associated with trusted STCs have the NON-CNCL attribute specified.  Refer to Section 3.1.2.3, Started Task Control (STC) Users, in the OS/390 STIG for an approved list of trusted STCs.

c)
If (b) above is true, there is NO FINDING.

d)
If additional STC logonids have the NON-CNCL attribute specified, and documentation exists from DISA Field Security Operations approving the additional STCs, there is NO FINDING.

e)
If any of the above in (d) is untrue, this is a FINDING.  The finding should read:

The following authorization(s) to the NON-CNCL attribute is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTNOCNL).)
Reference:
OS/390 STIG
3.1.2.3

3.2.2.3
___
PDI Screen Sort Order:  ACF0650


Default Severity: Category II

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTRESTR)

-
ACF2CMDS.RPT(LOGONIDS)

b)
Identify all jobs submitted from Remote Job Entry (RJE) devices and associated logonids.

c)
If the jobs are submitted from RJE devices and have associated logonids with the RESTRICT and SOURCE(xxxxxxxx) attributes specified, there is NO FINDING.

d)
If any jobs are submitted from RJE devices and do not have associated logonids with the RESTRICT and SOURCE(xxxxxxxx) attributes specified, this is a FINDING.  The finding should read:

The following RJE associated logonid(s) does (do) not have the RESTRICT and/or SOURCE(xxxxxxxx) attributes specified:
Reference:
OS/390 STIG
3.1.2.4

3.2.2.4
___
PDI Screen Sort Order:  ACF0660


Default Severity: Category III

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

-
ACF2CMDS.RPT(ATTMAINT)

b)
If every maintenance logonid has a corresponding GSO MAINT record, there is NO FINDING.

c)
If any maintenance logonid does not have a corresponding GSO MAINT record, this is a FINDING.  The finding should read:

The following maintenance logonid(s) does (do) not have a corresponding GSO MAINT record:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTMAINT).)
Reference:
OS/390 STIG
3.1.2.5

3.1.5.3

3.2.2.5

3.2.5.3
___
PDI Screen Sort Order:  ACF0670

Default Severity: Category III

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

-
ACF2CMDS.RPT(ATTMAINT)

b)
If every GSO MAINT record has a corresponding maintenance logonid, there is NO FINDING.

c)
If any GSO MAINT record does not have a corresponding maintenance logonid, this is a FINDING.  The finding should read:

The following GSO MAINT record(s) does (do) not have a corresponding maintenance logonid:
Reference:
OS/390 STIG
3.1.2.5

3.1.5.3

3.2.2.5

3.2.5.3
___
PDI Screen Sort Order:  ACF0680


Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

-
ACF2CMDS.RPT(ATTMAINT)

b)
If all maintenance logonids have the JOB and MAINT attributes specified in the associated logonid record, there is NO FINDING.

c)
If any maintenance logonids do not have the JOB and MAINT attributes specified in the associated logonid record, this is a FINDING.  The finding should read:

The following maintenance logonid(s) does (do) not have the JOB and/or MAINT attributes specified:
Reference:
OS/390 STIG
3.1.2.5

3.2.2.5
___
PDI Screen Sort Order:  ACF0690


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(LOGONIDS)

Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(TSOUADS)

b)
If two classes of emergency logonids exist with the attributes specified in accordance with the DISA requirements, there is NO FINDING.

c)
If two classes of emergency logonids do not exist with the attributes specified in accordance with the DISA requirements, this is a FINDING.  The finding should read:

The following emergency logonid(s) is (are) improperly defined:
Reference:
OS/390 STIG
3.1.2.6

3.2.2.6
___
PDI Screen Sort Order:  ACF0710


Default Severity: Category III
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTREFSH)

b)
If the logonid with the REFRESH attribute is assigned to an IAO, there is NO FINDING.

c)
If the logonid with the REFRESH attribute is not restricted to an IAO, this is a FINDING.  The finding should read:

The following authorization(s) to the REFRESH attribute is (are) inappropriate:

Reference:
OS/390 STIG
3.1.4.1

3.2.2.6.2

3.2.4.1
___
PDI Screen Sort Order:  ACF0720

Default Severity: Category III
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTREFSH)

b)
If the logonid with the REFRESH attribute is in SUSPEND status, there is NO FINDING.

c)
If the logonid with the REFRESH attribute is not in SUSPEND status, this is a FINDING.  The finding should read:

The emergency logonid with the REFRESH attribute is not in SUSPEND status.

Reference:
OS/390 STIG 3.2.2.6.2; DODD 8500.1 Para. 4.18; DODI 8500.2 DCCS-2, DCCS-1; CJCSM 6510.01 Encl. A, App. A, Para. 5.b (8)
___
PDI Screen Sort Order:  ACF0730


Default Severity: Category III
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTREFSH)

b)
If procedures exist in accordance with the DISA requirements to utilize the logonid with the REFRESH attribute to refresh ACF2 global options, there is NO FINDING.

c)
If no procedures exist in accordance with the DISA requirements to utilize the logonid with the REFRESH attribute to refresh ACF2 global options, this is a FINDING.  The finding should read:

Documented procedures defining the use of the logonid(s) with the REFRESH attribute do not exist.
Reference:
OS/390 STIG
3.1.4.1

3.2.2.6.2

3.2.4.1
___
PDI Screen Sort Order:  ACF0750


Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTACCT)

-
ACF2CMDS.RPT(ATTLEAD)

-
ACF2CMDS.RPT(ATTSECT)

b)
If all logonids with the attributes ACCOUNT, LEADER, or SECURITY also have the SCPLIST attribute specified properly according to job function and areas of responsibility, there is NO FINDING.

c)
If any logonids with the attributes ACCOUNT, LEADER, or SECURITY do not have the SCPLIST attribute specified properly according to job function and areas of responsibility, this is a FINDING.  The finding should read:

1)
The following logonid(s) with special attributes is (are) improperly scoped:

2)
The following logonid(s) with special attributes is (are) not scoped:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTACCT, ATTLEAD, and ATTSECT).)
Reference:
OS/390 STIG
3.1.4.1

3.2.4.1
___
PDI Screen Sort Order:  ACF0760


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTSECT)

b)
If all logonids with the SECURITY attribute also have the RULEVLD and RSRCVLD attributes specified, there is NO FINDING.

c)
If any logonid with the SECURITY attribute does not have the RULEVLD and/or RSRCVLD attributes specified, this is a FINDING.  The finding should read:

The following logonid(s) with the SECURITY attribute does (do) not have the RULEVLD and/or RSRCVLD attributes specified:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTSECT).)
Reference:
OS/390 STIG
3.1.4.1

3.2.4.1
___
PDI Screen Sort Order:  ACF0770


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTACPRV)

b)
If only one logonid with the ACCTPRIV attribute is specified and it is assigned to the IAO, there is NO FINDING.

c)
If more than one logonid with the ACCTPRIV attribute is specified or is assigned to someone other than the IAO, this is a FINDING.  The finding should read:

The following logonid(s) with the ACCTPRIV attribute is (are) not assigned to the IAO:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTACPRV).)
Reference:
OS/390 STIG
3.1.4.1

3.2.4.1
___
PDI Screen Sort Order:  ACF0780


Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTAUDIT)

-
ACF2CMDS.RPT(ATTCONST)

b)
If all logonids with the attributes AUDIT or CONSULT also have the SCPLIST attribute specified properly according to job function and areas of responsibility, there is NO FINDING.

c)
If any logonids exist with the attributes AUDIT or CONSULT but do not have the SCPLIST attribute specified properly according to job function and areas of responsibility, this is a FINDING.  The finding should read:

1) The following logonid(s) with the AUDIT and/or CONSULT attributes is (are) improperly scoped:

2)
The following logonid(s) with the AUDIT and/or CONSULT attributes is (are) not scoped:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTAUDIT and ATTCONST).)
Reference:
OS/390 STIG
3.1.4.2

3.2.4.2
___
PDI Screen Sort Order:  ACF0790


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTREDAL)

b)
If procedures are in place to ensure logonids with the READALL attribute are used and controlled in accordance with the DISA requirements, there is NO FINDING.

c)
If procedures are not in place to ensure logonids with the READALL attribute are used and controlled in accordance with the DISA requirements, this is a FINDING.  The finding should read:

The following authorization(s) to the READALL attribute is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTREDAL).)
Reference:
OS/390 STIG
3.1.4.2

3.2.4.2
___
PDI Screen Sort Order:  ACF0800


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTTPBLP)

b)
If the number of users granted the special privileges TAPE-LBL or TAPE-BLP is strictly controlled and kept to an absolute minimum, there is NO FINDING.

c)
If the number of users granted the special privileges TAPE-LBL or TAPE-BLP is not strictly controlled and kept to an absolute minimum, this is a FINDING.  The finding should read:

The following authorization(s) to the TAPE-LBL and/or TAPE-BLP privileges is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTTPBLP).)
Reference:
OS/390 STIG
3.1.4.3

3.2.4.3
___
PDI Screen Sort Order:  ACF0820


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTCONSL)

b)
If the number of users granted the special privilege CONSOLE is strictly controlled (issued on an as-needed basis) and kept to an absolute minimum, there is NO FINDING.

c)
If the number of users granted the special privilege CONSOLE is not strictly controlled (issued on an as-needed basis) and kept to an absolute minimum, this is a FINDING.  The finding should read:

The following authorization(s) to the CONSOLE privilege is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTCONSL).)
Reference:
OS/390 STIG
3.1.4.4

3.2.4.4
___
PDI Screen Sort Order:  ACF0830


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTALCMD)

b)
If the number of users granted the special privilege ALLCMDS is strictly controlled and kept to an absolute minimum, there is NO FINDING.

c)
If the number of users granted the special privilege ALLCMDS is not strictly controlled and kept to an absolute minimum, this is a FINDING.  The finding should read:

The following authorization(s) to the ALLCMDS privilege is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTALCMD).)
Reference:
OS/390 STIG
3.1.4.4

3.2.4.4
___
PDI Screen Sort Order:  ACF0840


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTPPGM)

b)
If the number of users granted the special privilege PPGM is strictly controlled and kept to an absolute minimum, there is NO FINDING.

c)
If the number of users granted the special privilege PPGM is not strictly controlled and kept to an absolute minimum, this is a FINDING.  The finding should read:

The following authorization(s) to the PPGM privilege is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTPPGM).)
Reference:
OS/390 STIG
3.1.4.4

3.2.4.4
___
PDI Screen Sort Order:  ACF0850


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTOPER)

b)
If the number of users granted the special privilege OPERATOR is strictly controlled and kept to an absolute minimum, there is NO FINDING.

c)
If the number of users granted the special privilege OPERATOR is not strictly controlled and kept to an absolute minimum, this is a FINDING.  The finding should read:

The following authorization(s) to the OPERATOR privilege is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTOPER).)
Reference:
OS/390 STIG
3.1.4.4

3.2.4.4
___
PDI Screen Sort Order:  ACF0860


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(NORULE)

b)
If all aliases defined to the Master Catalog have a corresponding ACF2 data set rule, there is NO FINDING.

c)
If any aliases defined to the Master Catalog do not have a corresponding ACF2 data set rule, this is a FINDING.  The finding should read:

The following aliases are defined to the Master Catalog and do not have a corresponding security database entry:

(Additional discrepancies were identified.  For a complete list of aliases, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(NORULE).)
Reference:
OS/390 STIG
3.1.5.1

3.2.5.1
___
PDI Screen Sort Order:  ACF0870


Default Severity: Category II
NOTE:
This FINDING only pertains to sites utilizing the ACF2 DSNPOST exit to restrict execution access of individual sensitive utilities to specific authorized users.
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(PROGRAM)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
Compare the ACF2 resource rules TYPE(PGM) with the programs specified in the following OS/390 STIG sections:

1)
Section 3.1.5.3, Sensitive Utility Controls

2)
Section 4.3.1.3, Utilities (MQSeries)

9) Section 4.5.1.4, Utilities (WebSphere MQ)

10) Section 11.2.3.2, Sensitive Utility Controls (CA-1)

11) Section 13.2, SMP/E

c)
Ensure that all applicable programs specified in the OS/390 STIG sections referenced in (b) above meet the following requirements:

1)
ACF2 resource rule is defined utilizing TYPE(PGM).

2)
Access is restricted to the appropriate personnel (e.g., systems programming, storage management, etc.).

3)
All access is audited.

d)
If all items in (c) above are satisfied, there is NO FINDING.

e)
If any of the items in (c) above is not satisfied, this is a FINDING.  The finding should read:

The following sensitive utility(ies) is (are) improperly protected:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.
3) All program access is not logged.

4) The default access of PREVENT is not specified.

Reference:
OS/390 STIG 3.1.5.3, 3.2.5.3, 4.3.1.3, 4.5.1.4, 11.2.3.2, 13.2; DODD 8500.1 Para. 4.18; DODI 8500.2 DCCS-2, DCCS-1; CJCSM 6510.01 Encl. A, App. A, Para. 5.b (8)
___
PDI Screen Sort Order:  ACF0910


Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(UNUSD35A)

· ACF2CMDS.RPT(UNUSD35C)

· ACF2CMDS.RPT(UNUSD35S)

b)
If every user shows a LAST-ACCESS=yy.ddd within the past 35 days, there is NO FINDING.

c)
If the above is untrue, this is a FINDING.  The finding should read:

The following logonid(s) was (were) found to be inactive for more than 35 days:

(Additional discrepancies were identified.  For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(UNUSD35A, UNUSD35C, and UNUSD35S).)
Reference:
DISA WESTHEM Security Handbook - 3.1.6 (c)
___
PDI Screen Sort Order:  ACF0920


Default Severity: Category II
I. Audit Log – Daily Review

a) The OS/390 STIG requires the audit logs be reviewed on a daily basis for the following 

violations: 

1) Data set access violations

2) Resource access violations

3) Program use violations

b) If the audit logs are being reviewed on a daily basis for the violations identified above and samples of the performance of this procedure exist, there is NO FINDING.

c) If the audit logs are not being reviewed on a daily basis for the violations identified above,


this is a FINDING.  The finding should read:

ACP audit logs are not being reviewed on a daily basis for specific events.

1) Data set violation assessment is not performed.

2) Resource violation assessment is not performed.

3) Program use violation assessment is not performed.

Reference:
OS/390 STIG
2.1.4.3

II. Audit Log – Weekly/Monthly Review

a) The OS/390 STIG requires the audit logs be reviewed on a weekly/monthly basis for the following violations/changes: 

1) Failed logon attempts

2) Special privileges 

b) If the audit logs are being reviewed on a weekly/monthly basis for the violations/changes identified above and samples of the performance of this procedure exist, there is NO FINDING.

c) If the audit logs are not being reviewed on a weekly/monthly basis for the violations/changes identified above, this is a FINDING.  The finding should read:

ACP audit logs are not being reviewed on a weekly/monthly basis for specific events.

1) Failed logon attempts assessments are not performed.

2) The accesses from logonids with special privileges are not being reviewed.

Reference:
OS/390 STIG
2.1.4.3

III. Audit Log – Quarterly Review

a) The OS/390 STIG requires the audit logs be reviewed on a quarterly basis for the following changes/accesses: 

3) Trusted STC accesses

4) FTP userids/logonids/ACIDs accesses 

5) Global Control Options

b) If the audit logs are being reviewed on a quarterly basis for the changes/accesses identified above and samples of the performance of this procedure exist, there is NO FINDING.

c) If the audit logs are not being reviewed on a quarterly basis for the changes/access identified above, this is a FINDING.  The finding should read:

ACP audit logs are not being reviewed on a daily basis for specific events.

1) Trusted STC accesses assessment is not performed.

2) FTP logonid accesses assessment is not performed.

3) Global Control Options changes assessment is not performed.

Reference:
OS/390 STIG
2.1.4.3
This page is intentionally left blank.

CA-1 Data Analysis Checklist
___
PDI Screen Sort Order:  ZCA1A010


Default Severity: Category II
a)
Refer to the following report produced by the CA-1 Data Collection Checklist:

-
CA1.RPT(TMSSTATS)

b)
Ensure that all CA-1 parameters meet the following requirements as specified in Section 11.2.2, External Security, and Section 11.2.6, ACF2, in the OS/390 STIG:

1)
CA-1 executes with parameters specified in member TMOOPT00.

NOTE:
The TMOOPTxx member is specified in the TMOSYSxx member in the data set allocated by the TMSPARM DD statement in the TMSINIT STC. By default, the suffix 00 is used for these members.  However, overrides can be specified by PARM value(s) on the EXEC statement in the TMSINIT STC and/or in the TMOSYSxx member.
2)
Parameters and associated values are properly specified.

c)
If both items in (b) above are satisfied, there is NO FINDING.

d)
If either item in (b) above is not satisfied, this is a FINDING.  The finding should read:

The following CA-1 parameter(s) is (are) defined improperly:

Reference:
OS/390 STIG
11.2.2

11.2.6

___
PDI Screen Sort Order:  ZCA1A020


Default Severity: Category II
a)
Refer to the following report produced by the CA-1 Data Collection Checklist:

-
CA1.RPT2

b)
Determine the CA-1 system password being utilized.  It is located at offset X'18' from the beginning of module TMSTMVT.

NOTE:
The default system password for CA-1, Versions 5.1 and 5.2, is CA1(TMS).
c)
If the CA-1 system password is not the default password, there is NO FINDING.

d)
If the CA-1 system password is the default password, this is a FINDING.  The finding should read:

The CA-1 default system password is being utilized.
Reference:
OS/390 STIG
11.2.1

___
PDI Screen Sort Order:  ZCA1A030


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· SENSITVE.RPT(CA1RPT)

b)
Ensure that all CA-1 product data sets are properly protected according to the requirements specified in Section 11.2.3.1, Data Set Controls, and Section 11.2.6.2, Defining Access Rules, in the OS/390 STIG.

NOTE:
The TMC and Audit data sets are critical files.  Ensure access authorization is restricted to the appropriate personnel.  Refer to Section 11.2.3.1, Data Set Controls, in the OS/390 STIG for requirements.
c)
If all of the CA-1 product data sets are protected at the appropriate levels, there is NO FINDING.

d)
If any CA-1 product data set is not protected properly, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids/data sets, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT(CA1RPT).)
1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel and/or tape management personnel.

2) Justification for access authorization was not provided.
3) Data set ALLOCATE access to the TMC and/or Audit data sets is not logged.

Reference:
OS/390 STIG
11.2.3.1

11.2.6.2

___
PDI Screen Sort Order:  ZCA1A040


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(CACMD)

-    SENSITVE.RPT(CATAPE)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
Refer to the following reports produced by the CA-1 Data Collection Checklist:

-
CA1.RPT(TMSPSWD)

-
CA1.RPT2 – CA-1 system password
b)
Ensure that all CA-1 resources are properly protected according to the requirements specified in Section 11.2.3.3, On-line Application Controls, Section 11.2.3.4, Special Tape Handling Privileges, Section 11.2.3.6, Resource Access Authorization Guidelines, and Section 11.2.6.2, Defining Access Rules, in the OS/390 STIG.

c)
If all of the CA-1 resources are protected at the appropriate levels, there is NO FINDING.

d)
If any CA-1 resource is not protected properly, this is a FINDING.  The finding should read:

The following CA-1 resource(s) is (are) improperly protected:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.
3) Required resource(s) is (are) not defined to TYPE(CAC) and/or TYPE(CAT).

4) The default access of PREVENT is not specified.

5) All resource access is not logged.

Reference:
OS/390 STIG
11.2.3.3

11.2.3.4

11.2.3.6

11.2.6.2
___
PDI Screen Sort Order:  ZCA1A050


Default Severity: Category II
a)
Refer to the following report produced by the CA-1 Data Collection Checklist:

-
CA1.RPT(TMSCKLVL)

b)
Determine if CA-1 security exits TMSUXnA and/or TMSUXnS are active.  If one or both are installed, ensure the following requirements are met as specified in Section 11.2.5, User Exits, in the OS/390 STIG:

1)
The usage and function of these exits are fully documented.

2)
DISA Field Security Operations reviewed the exit code.

3)
The use of these exits is approved by DISA Field Security Operations.

4)
All associated documentation is filed with the IAO.

c)
If all of the items in (b) above are satisfied, there is NO FINDING.

d)
If any of the items in (b) above is not satisfied, this is a FINDING.  The finding should read:

CA-1 security exit 'place exit name here' is in use and has not been reviewed and/or approved by DISA.
Reference:
OS/390 STIG
11.2.5
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CICS Data Analysis Checklist
___
PDI Screen Sort Order:  ZCICA010


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(CICSRPT)

Refer to the information gathered from the CICS Systems Programmer's Worksheet.

b)
Ensure the following ACF2 data set rules are in effect:

1)
UPDATE and/or ALLOCATE access to CICS system data sets is restricted to systems programming personnel.

2)
UPDATE and/or ALLOCATE access to the ACF2 XE "ACF2" /CICS XE "CICS:CICS"  parameter data set, specified on the ACF2PARM DD statement and the ACF2 XE "ACF2" /CICS XE "CICS:CICS"  log data set; specified on the ACF2LOG DD statement is restricted to systems programming personnel, and security personnel.

3)
All access (e.g., READ, UPDATE, and ALLOCATE) to the ACF2PARM and ACF2LOG data sets is logged.

c) If all items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

(Additional discrepancies were identified.  For a complete list of logonids/data sets, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT(CICSRPT).)

1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel and/or security personnel.

3) Justification for access authorization was not provided.
4) All data set access is not logged.

Reference:
OS/390 STIG
3.1.5.1

3.2.5.1

8.2

___
PDI Screen Sort Order:  ZCICA020


Default Severity: Category II
I. Unique Logonid. - 
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:


-
EXAM.RPT(CICSPROC)


Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(LOGONIDS)

Refer to the information gathered from the CICS Systems Programmer's Worksheet.

b)
Ensure every CICS region on the system has the following items in effect:

1) The ACF2PARM DD statement in the CICS startup JCL allocates an ACF2/CICS parameter data set.

2) A unique logonid is associated with the CICS region.

c)
If both items in (b) are true for each CICS region, there is NO FINDING.

d)
If either item in (b) is untrue for a CICS region, this is a FINDING.  The finding should read:

The following CICS region(s) is (are) defined improperly:

1) ACF2/CICS parameter data set is not specified in the CICS startup JCL.

2) Each CICS region is not associated with a unique logonid.

Reference:
OS/390 STIG
8.2.1.1

II. ACFFDR Definitions

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(RESOURCE)

Refer to the information gathered from the CICS Systems Programmer's Worksheet.

Locate the module ACFFDR in the Library used for the ACF2 started task. This   module should include an ‘in the clear ‘ reference to each CICS resource defined.

b)
If a unique @MUSASS and @MLID macro pair in the ACFFDR has been coded for every CICS region, there is NO FINDING. 

c)
If a unique @MUSASS and @MLID macro pair in the ACFFDR has not been coded for every CICS region, this is a FINDING.  The finding should read:

The following CICS region(s) does (do) not have a unique @MUSASS and @MLID macro pair coded in the ACFFDR:
Reference:
OS/390 STIG
8.2.1.1(1)

___
PDI Screen Sort Order:  ZCICA030


Default Severity: Category II
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

1) EXAM.RPT(CICSPROC)

Refer to the following report produced by the CICS Data Collection Checklist:

2) CICS.RPT(DFHSITxx)

Refer to the information gathered from the CICS Systems Programmer’s Worksheet.

Refer to the CICS region SYSLOG – (Alternate source of SIT parameters)

b)
For each CICS region, ensure the following CICS System Initialization Table (SIT) parameter settings are specified:

1) SEC=YES

If SEC is not coded in the CICS region startup JCL, go to offset x’117’ from the beginning on the SIT dump (record sequence number – 6) for a length of 1.  This is the security byte flag.  Below are the hex and bit settings for this flag with the external security setting bolded:

X’80’ EQU B’10000000’ EXTERNAL SECURITY REQUESTED

X’40’ EQU B’01000000’ RESOURCE PREFIX REQUIRED

X’10’ EQU B’00010000’ RACLIST class APPCLU required

X’08’ EQU B’00001000’ ESM INSTLN data is required

X’04’ EQU B’00000100’ Surrogate User Checking rqd

X’02’ EQU B’00000010’ Always enact resource check

X’01’ EQU B’00000001’ Always enact command check

2) DFLTUSER=CICSUSER

If DFLTUSER is not coded in the CICS region startup JCL, go to offset x’118’ from the beginning on the SIT dump (record sequence number – 6) for a length of 8 bytes.  The value will be the CICS default userid.

3) XUSER=YES

If XUSER is not coded in the CICS region startup JCL, go to offset x’117’ from the beginning on the SIT dump (record sequence number – 6) for a length of 1.  This is the security byte flag.  Below are the hex and bit settings for this flag with the surrogate user checking setting bolded:

X’80’ EQU B’10000000’ EXTERNAL SECURITY REQUESTED

X’40’ EQU B’01000000’ RESOURCE PREFIX REQUIRED

X’10’ EQU B’00010000’ RACLIST class APPCLU required

X’08’ EQU B’00001000’ ESM INSTLN data is required

X’04’ EQU B’00000100’ Surrogate User Checking rqd

X’02’ EQU B’00000010’ Always enact resource check

X’01’ EQU B’00000001’ Always enact command check

c)  If the SIT parameters are defined as specified in (b) for each CICS region, there is NO FINDING.

d) If any SIT parameter is not defined as specified in (b) for a CICS region, this is a FINDING.  The finding should read: 

The following CICS SIT parameter(s) is (are) set improperly:

Reference:
OS/390 STIG
8.2

___
PDI Screen Sort Order:  ZCICA040


Default Severity: Category II
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:


-
EXAM.RPT(CICSPROC)

Refer to the information gathered from the CICS Systems Programmer's Worksheet.

Refer to the CICS region SYSLOG – (Alternate source of SIT parameters)

b)
Browse the ACF2/CICS data set allocated by the ACF2PARM DD statement in the JCL of each CICS procedure.

c)
If all key ACF2/CICS parameters for every CICS region are coded as stated in Section 8.2.1.1, in the OS/390 STIG, there is NO FINDING.

NOTE:
The DEFAULT TERMINAL=CICSUSER must be specified.

d)
If any key ACF2/CICS parameter is not coded as referenced in (c), this is a FINDING.  The finding should read:

The following ACF2/CICS parameter(s) is (are) coded improperly:
Reference:
OS/390 STIG
8.2.1.1

___
PDI Screen Sort Order:  ZCICA050


Default Severity: Category II
I. Transaction Level Protection – 

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:


-
EXAM.RPT(CICSPROC)

Refer to the information gathered from the CICS Systems Programmer's Worksheet.

b)
Browse the data set allocated by the ACF2PARM DD statement in each CICS startup procedure.  To ensure transaction-level protection is enforced, verify that the following CICSKEY parameter is specified:

1) CICSKEY OPTION=VALIDATE,TYPE=resource type,RESOURCE=TRANS

2) Each CICS region must have a unique resource type specified.

d)
If (b) is true for all CICS regions, there is NO FINDING.

e)
If (b) is untrue for any CICS region, this is a FINDING.  The finding should read:

The following CICS region(s) has (have) transaction-level protection defined improperly:

1) Transaction-level protection is not enabled.

2) A unique ACF2 resource type is not defined for each region.

Reference:
OS/390 STIG
8.2.1.1

II. Sensitive Transactions – 

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

EXAM.RPT(CICSPROC)

ACF2CMDS(LOGONIDS)

ACF2CMDS(RESOURCE)

Refer to the information gathered from the CICS Systems Programmer's Worksheet.

b)
Browse the data set allocated by the ACF2PARM DD statement in each CICS startup procedure.  Determine the resource type for transactions. Example: 



CICSKEY OPTION=VALIDATE,TYPE=resource type, RESOURCE=TRANS

Ensure the following items are in effect for all CICS regions:

1) Transactions listed in OS/390 STIG Section 8.2(11), Table B-2, and Table B-4 are restricted to authorized personnel.

NOTE:
Authorized personnel include systems programming and security staffs.  Additional guidance regarding authorized personnel for specific transactions is included in this OS/390 STIG section.  For example, CEMT SPI provides a broader use of this sensitive transaction by restricting execution to inquiries.

2) Transactions listed in OS/390 STIG Section 8.2(11),  Table B-1, are restricted to  CICS region Logonids.

3) If the domain being reviewed is running MQSeries, transactions listed in Section 4.3.2.2.11, CICS Transaction Security in the OS/390 STIG are restricted to CICS region userids and MQSeries administrators.

4) If the domain being reviewed is running WebSphere MQ, transactions listed in Section 4.5.3.2.11, CICS Transaction Security in the OS/390 STIG are restricted to CICS region userids and MQSeries administrators.

c)
If (b) is true for all CICS regions, there is NO FINDING.

d)
If (b) is untrue for any CICS region, this is a FINDING.  The finding should read:

The following CICS transaction(s) is (are) protected improperly:
(Additional discrepancies were identified.  For a complete list Logonids/transactions, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(RESOURCE).)
1) Access authorization does not restrict access to systems programming personnel and/or security personnel.

2) Justification for access authorization was not provided.
3) Access authorization does not restrict access to CICS region Logonid(s).
4) Required transaction(s) is (are) not defined to the proper resource name.

Reference:
OS/390 STIG
8.2.1.1



8.2.1.4

III. Safelist Definition – 

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:


-
EXAM.RPT(CICSPROC)

Refer to the information gathered from the CICS Systems Programmer's Worksheet.

b)
Browse the ACF2/CICS data set allocated by the ACF2PARM DD statement in the JCL of each CICS procedure.

c) Ensure the following items are in effect for entries specified in the SAFELIST parameter:

1) Transactions are uniquely identified.

2) Transactions are not masked.

3) Sensitive transactions are not included.   See PDI ZCICA050 II

NOTE:
Table B-3 Section 8.2(c) in the OS/390 STIG specify transactions eligible for exemption from security checking.

d)
If the items in (c) are true for all entries specified in the SAFELIST parameter for each CICS region, there is NO FINDING.

e)
If any item in (c) is untrue for any entry specified in the SAFELIST parameter, this is a FINDING.  The finding should read:

The following SAFELIST parameter entries(s) is (are) coded improperly:

1) Transaction resource masking is specified.

2) Sensitive transaction(s) is (are) specified.

Reference:
OS/390 STIG
8.2.1.1



8.2.1.4

IV. Protlist Definition – 

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:


-
EXAM.RPT(CICSPROC)

Refer to the information gathered from the CICS Systems Programmer's Worksheet.

b)
Browse the ACF2/CICS data set allocated by the ACF2PARM DD statement in the JCL of each CICS procedure.

c)
If the PROTLIST parameter is not specified for all CICS regions, there is NO FINDING.

d)
If the PROTLIST parameter is specified for any CICS region, this is a FINDING.  The finding should read:

PROTLIST processing is in effect for the following CICS region(s):
Reference:
OS/390 STIG
8.2.1.4
___
PDI Screen Sort Order:  ZCICA060


Default Severity: Category II
I. CICS Region Logonids

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(LOGONIDS)


Refer to the information gathered from the CICS Systems Programmer’s Worksheet.

b) Ensure the following items are in effect for each CICS region logonid:

1) Granted the ACF2 ACF2CICS, JOBFROM, MUSASS, and NO-SMC privileges.

NOTE:
The ACF2CICS privilege will be restricted to CICS region logonids only.

2) Not granted the ACF2 NON-CNCL privilege.

3) No access to interactive on-line facilities (e.g., TSO) other than CICS.

c) If all items in (b) are true for each CICS region logonid, there is NO FINDING.

d) If any item in (b) is untrue for a CICS region logonid, this is a FINDING.  The finding should read:

The following CICS region logonid(s) is (are) defined improperly:

1) The JOBFROM privilege is not specified.

2) Authorization to the NON-CNCL privilege is inappropriate.

3) Authorization to TSO is inappropriate.

4) Authorization to the ACF2CICS privilege is not restricted to CICS region logonids.

Reference:
OS/390 STIG
8.2.1.1



8.2.1.2

II. CICS Default Logonid

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(LOGONIDS)

· ACF2CMDS.RPT(RESOURCE)


Refer to the information gathered from the CICS Systems Programmer’s Worksheet.

b) Ensure the following items are in effect for the CICS default logonid(s) (i.e., DEFAULT TERMINAL=CICSUSER and DEFAULT NONTERMINAL=nnnnnnnn):

1) Not granted the ACF2 NON-CNCL privilege.

2) No access to interactive on-line facilities (e.g., TSO) other than CICS.

3) IDLE(15) field is set to 15 minutes.

4) Restricted from accessing all data sets and resources with the following exceptions:

(a)
Non-restricted CICS transactions (e.g., CESF, CESN, ‘good morning’ transaction, etc.)

(b)
If applicable, resources necessary to operate in an intersystem communication (ISC) environment (i.e., LU6.1, LU6.2, and MRO)

c)
If all items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The CICS default logonid(s) is (are) defined improperly.

1) Authorization to the NON-CNCL privilege is inappropriate.

2) Authorization to TSO is inappropriate.

3) The IDLE field is not defined.

4) The IDLE field value is greater than 15 minutes.

5) Access authorization to data set(s) and/or resource(s) is inappropriate.

Reference:
OS/390 STIG
8.2



8.2.1.1



8.2.1.2



8.2.1.3
III. Terminal User IDs – 

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:


-
EXAM.RPT(CICSPROC)


Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(LOGONIDS)

Refer to the information gathered from the CICS Systems Programmer's Worksheet.

b)
Ensure the 15-minute time-out limit is in effect by verifying the following items:

1) For each CICS startup procedure, the data set allocated by the ACF2PARM DD statement specifies the following parameters and associated values:

VERIFY IDLE=YES

OPTION TIMEOUT=5


2)
All logonids with the CICS attribute have IDLE(15) specified.

NOTE:
If the time-out limit is greater than 15 minutes, and the system is processing unclassified information, review the following items.  If any of these is true, there is NO FINDING.
3)
If a session is not terminated, but instead is locked out after 15 minutes of inactivity, a process must be in place that requires user identification and authentication before the session is unlocked.  Session lock-out will be implemented through system controls or terminal screen protection.

4)
A system's default time for terminal lock-out or session termination may be lengthened to 30 minutes at the discretion of the IAM.  The IAM will maintain the documentation for each system with a time-out adjusted beyond the 15-minute recommendation to explain the basis for this decision.

5)
The IAM may set selected userids to have a time-out of up to 60 minutes in order to complete critical reports or transactions without timing out.  Each exception must meet the following criteria:

(a)
The time-out exception cannot exceed 60 minutes.

(b)
A letter of justification fully documenting the user requirement(s) must be submitted and approved by the site IAM.  In addition, this letter must identify an alternate means of access control for the terminal(s) involved (e.g., a room that is locked at all times, a room with a cipher lock to limit access, a password protected screen saver set to 30 minutes or less, etc.).

(c)
The requirement must be revalidated on an annual basis.

c)
If the CICS time-out limit is not specified for 15 minutes of inactivity, and the previously mentioned exceptions do not apply, this is a FINDING.  The finding should read:

The CICS time-out limit is implemented improperly.

1) Required ACF2/CICS parameter(s) is (are) not specified.

2) ACF2/CICS parameter value(s) is (are) not defined as required.

3) The IDLE field value is not defined for any CICS user defined to the security database.

4) The IDLE field value is not defined in CICS logonid(s).

5) The IDLE field value is greater than 15 minutes.

6) Justification documentation was not provided.

Reference:
OS/390 STIG
8.2.1.1



8.2.1.3
CL/SUPERSESSION Data Analysis Checklist
___
PDI Screen Sort Order:  ZCLSA010


Default Severity: Category II
I.
CL/SUPERSESSION Options
a)
The following steps are necessary for reviewing the CL/SUPERSESSION options:

1)
Request on-line access from the site administrator to view CL/SUPERSESSION parameter settings.

2)
Once access to the CL/SUPERSESSION Main Menu has been obtained, select the option for the ADMINISTRATOR menu.

3)
From the ADMINISTRATOR menu, select the option for the PROFILE SELECTION menu.

4)
From the PROFILE SELECTION menu, select the View GLOBAL Profile option.

5)
After selection of the View GLOBAL Profile option, the Update GLOBAL Profile menu appears.  From this menu select the profile to be reviewed:

-
To view the Common profile select:
_Common
-
To view the SUPERSESSION profile select:
_SupSess
b)
Compare the security parameters as specified in the OS/390 STIG against the CL/SUPERSESSION PROFILE options.

c)
If all options as specified in the OS/390 STIG are in effect, there is NO FINDING.

d)
If any of the options as specified in the OS/390 STIG is not in effect, this is a FINDING.  The finding should read:

The following CL/SUPERSESSION PROFILE option(s) is (are) improperly specified:
Reference:
OS/390 STIG
6.2 (a)

6.2 (b)

II.
CL/SUPERSESSION SMF Recording

a)
Review the Network Accounting Facility (NAF) definition member of the following RLSPARM initialization parameter library:

-
SYS3.OMEGAMON.qualifier.RLSPARM(KLVINNAF)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(SMFOPTS)

b)
If the SMF= field specifies an SMF record number, review the SMFOPTS report to verify that SMF is writing that record type.

c)
If SMF is writing the record number specified by SMF=, there is NO FINDING.

d)
If the SMF= field does not specify an SMF record number, or SMF is not writing the record number specified by SMF=, this is a FINDING.  The finding should read:

SMF recording is not active for CL/SUPERSESSION:
Reference:
OS/390 STIG
6.2 (10)
III.
CL/SUPERSESSION KLVINNAM
a)
Review the member KLVINNAM in SYS3.OMEGAMON.qualifier.RLSPARM of the RLSPARM initialization parameter library.

b)
If the parameters for member KLVINNAM are configured as follows, there is NO FINDING:

DEFAULT DSNAME(SYS3.OMEGAMON.qualifier.RLSNAM) -


EXIT=KLSA2NEV NORACF NODB CLASSES=APPCLASS
c)
If the parameters for member KLVINNAM are not configured as specified in (b) above, this is a FINDING.  The finding should read:

The following parameter option(s) is (are) improperly coded for the member KLVINNAM:
Reference:
OS/390 STIG
6.2.1 (3)

IV.
CL/SUPERSESSION APPCLASS
a)
Review the member APPCLASS in SYS3.OMEGAMON.qualifier.RLSPARM of the RLSPARM initialization parameter library.

b)
If the parameters for the member APPCLASS are configured as follows, there is NO FINDING:


VGWAPLST EXTERNAL=APL
c)
If the parameters for the member APPCLASS are not configured as specified in (b) above, this is a FINDING.  The finding should read:

The following parameter option(s) is (are) improperly coded for the member APPCLASS:
Reference:
OS/390 STIG
6.2.1 (5)
V.
CL/SUPERSESSION STC
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

‑
ACF2CMDS.RPT(ATTSTC)

b)
If the logonid for the CL/SUPERSESSION started task includes MUSASS and NO-SMC, there is NO FINDING.

c)
If the logonid for the CL/SUPERSESSION started task does not include MUSASS and/or NO-SMC, this is a FINDING.  The finding should read:

The following attribute(s) is (are) not coded for the CL/SUPERSESSION started task:
Reference:
OS/390 STIG
6.2.1 (6)
VI.
CL/SUPERSESSION APL Resource
a)
Refer to the following report produced by the ACF2 Data Collection checklist:

-
ACF2CMDS.RPT(ACFGSO)

b)
If TYPE(APL) is defined, there is NO FINDING.

c)
If TYPE(APL) is not defined, this is a FINDING.  The finding should read:

TYPE(APL) is not defined to the security database.
Reference:
OS/390 STIG
6.2.1 (7)
VII.
CL/SUPERSESSION NON-CNCL Attribute
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTNOCNL)

b)
If all ACF2 logonids that are authorized access to CL/SUPERSESSION applications do not have the NON-CNCL attribute, there is NO FINDING.

c)
If any ACF2 logonid that is authorized access to CL/SUPERSESSION applications has the NON-CNCL attribute, this is a FINDING.  The finding should read:

The following logonid(s) is (are) improperly defined with the NON-CNCL attribute:
Reference:
OS/390 STIG
6.2.1 (9)
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DBMS Data Analysis Checklist
___
PDI Screen Sort Order:  ZDBMA010

Default Severity: Category II
a)
Review the production proclibs to identify the installed DBMS.

b)
Refer to the vendor documentation for the related DBMS to identify specific parameter settings necessary for activating I&A (Identification and Authentication) by the ACP.

c)
If I&A is being done by the ACP, there is NO FINDING.

d)
If I&A is not being done by the ACP, this is a FINDING.  The finding should read:

I&A checking for ‘place DBMS product name here’ is not being done by the ACP.
Reference:
OS/390 STIG
9.1

This page is intentionally left blank.

FEP Data Analysis Checklist
___
PDI Screen Sort Order:  ZFEPA010


Default Severity: Category II
I.
FEP Hardware Locations
a)
Refer to the following item gathered from the Front End Processor (FEP) Protection Worksheet:

-
Item 1

b)
If the hardware components of the FEPs are located in secure locations, there is NO FINDING.

c)
If the hardware components of the FEPs are not located in secure locations, this is a FINDING.  The finding should read:

The hardware component(s) of the FEPs is (are) not located in secure location(s).
Reference:
DISAI 630-230-19

OS/390 STIG
4.2.4
II.
FEP Service Subsystem
a)
Refer to the following items gathered from the Front End Processor (FEP) Protection Worksheet:

-
Item 1

-
Item 2

-
Item 3

-
Item 4

b)
If a procedure is in place to restrict access to the functions of the service subsystem, there is NO FINDING.

c)
If a procedure is in place to restrict access to the functions of the service subsystem from operator consoles (local and/or remote), there is NO FINDING.

d)
If a procedure is in place to restrict access to the diskette drive of the service subsystem, there is NO FINDING.

e)
If a password control is in place to restrict access to the service subsystem via the operator consoles (local and/or remote), there is NO FINDING.

f)
If a key-lock switch is used to protect the modem supporting the remote console of the service subsystem, there is NO FINDING.

g)
If no procedure exists for any of the above functions of the service subsystem and FEP resources, this is a FINDING.  The finding should read:

No procedure exists to control access to the following function(s) of the service subsystem and FEP resources:
1)
Operator console(s) (local and/or remote)
2)
Diskette drive of the service subsystem
3)
Password control for the service subsystem via the operator console(s) (local and/or remote)
4)
Key-lock switch used to protect the modem supporting the remote console
Reference:
OS/390 STIG
4.2.4

III.
NCP Load/Dump Procedures
a)
Refer to the following item gathered from the Front End Processor (FEP) Protection Worksheet:

-
Item 6

b)
If a procedure is in place relative to the NCP load and dump processes, there is NO FINDING.

c)
If no procedure is in place relative to the NCP load and dump processes, this is a FINDING.  The finding should read:

No procedure is in place relative to the NCP load and dump processes.
Reference:
OS/390 STIG
4.2.4

IV.
FEP Hardware/Software Upgrades
a)
Refer to the following item gathered from the Front End Processor (FEP) Protection Worksheet:

-
Item 8

b)
If a log is in place to keep track of all hardware upgrades and software changes, there is NO FINDING.

c)
If no log is in place to keep track of all hardware upgrades and software changes, this is a FINDING.  The finding should read:

Hardware and/or software modifications are not being tracked.
Reference:
OS/390 STIG
4.2.4

V.
NCP Data Sets

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(NCPRPT)


Refer to the following item gathered from the Front End Processor (FEP) Protection Worksheet:

-
Item 5

___
The ACF2 data set rules for NCP data sets allow inappropriate access.

___
The ACF2 data set rules for NCP data sets do not restrict UPDATE and ALLOCATE access to authorized personnel (e.g., OS/390 systems programming personnel).

b)
If both of the above are untrue, there is NO FINDING.

c)
If either of the above is true, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
(Additional discrepancies were identified.  For a complete list of logonids/data sets, refer to  SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT(NCPRPT).)

1)
Data set access authorization does not restrict UPDATE and/or ALLOCATE access to appropriate personnel.

2)
Justification for access authorization was not provided.
Reference:
OS/390 STIG
4.2.4
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FTP Data Analysis Checklist
___
PDI Screen Sort Order:  ZFTPA010

Default Severity: Category II

I.
Data Set Authorizations
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(FTPRPT)

Refer to the following items gathered from the File Transfer Protocol (FTP) Worksheet:

-
Item 2


-
Item 3

b)
Review the ACP data set rules to determine who has access to the following FTP files/data sets, and to verify that access levels are appropriately granted:

1)
Scripts and/or data files on the host system that contain the remote FTP userid and/or password (e.g., another OS/390 host or a remote UNIX system)

2)
OS/390 host FTP software files and data sets

3)
OS/390 host FTP software logs

c)
If the ACP rules for the FTP files/data sets mentioned in (b) above restrict access to only those individuals as outlined in Section 3.1.2.7.2, Mitigating Controls, in the OS/390 STIG, there is no FINDING.

d)
If the ACP rules for the FTP files/data sets mentioned in (b) above do not restrict access to only those individuals as outlined in Section 3.1.2.7.2, Mitigating Controls, in the OS/390 STIG, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
(Additional discrepancies were identified.  For a complete list of logonids/data sets, refer to  SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT(FTPRPT).)

1)
Data set access authorization does not restrict access to appropriate personnel.

2)
Justification for access authorization was not provided.
Reference:
OS/390 STIG
3.1.2.7.2 (2) (3) (4)

II.
FTP Logonid Review
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(LOGONIDS)

Refer to the following item gathered from the File Transfer Protocol (FTP) Worksheet:

-
Item 4

b)
If FTP logonids are not in use, there is NO FINDING.

c)
If FTP logonids are in use, ensure the following are in effect:

1) FTP logonids are fully audited.  Specifying TRACE for ACF2 logonids will implement full auditing.

2) FTP logonid audit reports are reviewed on a daily basis.

NOTE:
To verify this, a sample of the review will suffice as supporting evidence.
d)
If both of the items in (c) above are true, there is NO FINDING.

e)
If either of the items in (c) above is untrue, this is a FINDING.

The finding should read:  (Choose the appropriate item(s).)

1)
Full auditing of the following FTP logonid(s) has not been implemented:

2)
Review of FTP logonids is not being performed as required.
Reference:
OS/390 STIG
3.1.2.7.2 (8)

3.2.2.7
III.
Non-Expiring Passwords
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(LOGONIDS)


Refer to the following items gathered from the File Transfer Protocol (FTP) Worksheet:

-
Item 4



-
Item 5

b)
Determine if FTP logonids with non-expiring passwords exist.

NOTE:
MAXDAY(0) will be specified for logonids with non-expiring passwords.

c)
If no FTP logonids with non-expiring passwords exist, there is NO FINDING.

d)
If any exist, ensure that a copy of the Acceptance of Risk documentation for FTP logonids with non-expiring passwords is on file with the IAO/IAM.

e)
If (d) above is true, there is NO FINDING.

f)
If (d) above is untrue, this is a FINDING.  The finding should read:

The following FTP logonid(s) with non-expiring password(s) is (are) in use with no Acceptance of Risk documentation on file with the IAO/IAM:
Reference:
OS/390 STIG
3.1.2.7.2 (9)

3.2.2.7
IV.
FTP Logonid Authorizations
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(LOGONIDS)

-
ACF2CMDS.RPT(RULES)

-
ACF2CMDS.RPT(RESOURCE)

Refer to the following item gathered from the File Transfer Protocol (FTP) Worksheet:

-
Item 4

b)
If all FTP logonids with non-expiring passwords used for connectivity are dedicated solely to this purpose, and are not used for any other processing, there is NO FINDING.

c)
If all FTP logonids used for connectivity for a given application are dedicated solely to that application, and are not used for any other processing, there is NO FINDING.

d)
If data set accesses for FTP logonids are limited to the minimum levels necessary to perform their required functions, there is NO FINDING.

e)
If any of the above is untrue, this is a FINDING.  The finding should read:

The access authorization(s) for the following FTP logonid(s) is (are) inappropriate:
1)
Access authorization regarding FTP connectivity and/or application(s) is not explicit.

2)
Justification for access authorization was not provided.
Reference:
OS/390 STIG
3.1.2.7.2 (5) (6) (7)
IBM Communications Server Data Analysis Checklist

___
PDI Screen Sort Order:  ZICSFTPA010

Default Severity: Category II

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(ATTSTC)

-
ACF2CMDS.RPT(OMVSUSER)


Refer to the JCL procedure libraries defined to JES2. 

b)
Ensure the following items are in effect for the FTP daemon:

1) The FTP daemon is started from a JCL procedure library defined to JES2.


NOTE: The JCL member is typically named FTPD
2) The FTP daemon logonid is FTPD.
3) The FTPD logonid is defined with the STC attribute.

4) The FTPD logonid has the following OS/390 UNIX attributes: UID(0), HOME directory ‘/’, shell program /bin/sh.

c)
If all of the items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The FTP Server daemon is defined improperly.

1) The DISA standard STC name FTPD is not in use.

2) The started task logonid is not defined with the STC attribute.

3) The UID value is not specified as UID(0).

4) The HOME directory is not specified as “/”.

5) The shell program is not specified as “/bin/sh”.

Reference:
OS/390 STIG
4.4.4.1.1



4.4.4.3.1

___
PDI Screen Sort Order:  ZICSFTPA020

Default Severity: Category II
a)
Display the active started tasks executing on the domain using SDSF, or equivalent JES display product, and locate the FTP daemon.


If FTP is inactive, review the procedure libraries defined to JES2 and locate the FTP JCL member.

NOTE: The JCL member is typically named FTPD.
Refer to the Profile configuration file specified on the PROFILE DD statement in the TCPIP started task JCL.


Automated Analysis
Refer to the following report produced by the IBM Communications Server Data Collection Checklist: 

· PDI(ZFTPA020)

b)
Ensure the following items are in effect for the FTP daemon’s started task JCL:

1) The SYSTCPD and SYSFTPD DD statements specify the TCP/IP Data and FTP Data configuration files respectively.

2) The ANONYMOUS keyword is not coded on the PARM parameter on the EXEC statement.

3) The ANONYMOUS=logonid combination is not coded on the PARM parameter on the EXEC statement.

4) The INACTIVE keyword is not coded on the PARM parameter on the EXEC statement.

c)
The AUTOLOG statement block can be configured to have TCP/IP start the FTP Server.  The FTP entry (e.g., FTPD) can include the PARMSTRING parameter to pass parameters to the FTP procedure when started.


NOTE: Parameters passed on the PARMSTRING parameter override parameters specified in the FTP procedure. 


If an FTP entry is configured in the AUTOLOG statement block in the TCP/IP Profile configuration file, ensure the following items are in effect:

1)
The ANONYMOUS keyword is not coded on the PARMSTRING  parameter.

2)
The ANONYMOUS=logonid combination is not coded on the PARMSTRING parameter.

3)
The INACTIVE keyword is not coded on PARMSTRING parameter.

d)
If all of the items in (b) and (c) are true, there is NO FINDING.

e)
If any item in (b) or (c) is untrue, this is a FINDING.  The finding should read:

The JCL for the FTP daemon’s started task is coded improperly.

1) The SYSTCPD DD statement does not specify the TCP/IP Data configuration file.

2) The SYSFTPD DD statement does not specify the FTP Data configuration file.

3) The ANONYMOUS startup parameter is in use enabling the FTP Server to accept anonymous logins.

4) The ANONYMOUS=logonid startup parameter is in use enabling the FTP Server to accept anonymous logins.

5) The INACTIVE startup parameter is in use.

Reference:
OS/390 STIG
4.4.4.1.1



4.4.4.1.2

___
PDI Screen Sort Order:  ZICSFTPA030

Default Severity: Category II
a) Refer to the Data configuration file specified on the SYSFTPD DD statement in the FTP started task JCL.


Automated Analysis
Refer to the following report produced by the IBM Communications Server Data Collection Checklist: 

· PDI(ZFTPA030)

b)
Ensure the following items are in effect for the configuration statements specified in the FTP Data configuration file:


1)
The ANONYMOUS statement is neither coded (does not exist) nor,


if it does exist, it is commented out.

NOTE: Other statements prefixed with ANONYMOUS may be present.  These statements indicate the level of anonymous support and applicable restrictions if anonymous support is enabled using the ANONYMOUS statement.  These other ANONYMOUS-prefixed statements may be ignored.
2)
The INACTIVE statement is coded with a value between 1 and 900 (seconds).

NOTES: 900 indicates a session timeout value of 15 minutes.



0 disables the inactivity timer check.

3)
The UMASK statement is coded with a value of 077.

NOTE: The JESINTERFACELEVEL statement is not reviewed specifically.  Both possible values (i.e., 1 and 2) are acceptable.  Value 2 has additional requirements of JESSPOOL and SDSF resources.  JESSPOOL controls are reviewed in the JES Data Analysis Checklist, PDI Screen Sort Order ZJESA040.  SDSF controls are not reviewed at this time pending the development of an SDSF article in the OS/390 STIG.      

c)
If all of the above are true, there is NO FINDING.

d)
If any of the above is untrue, this is a FINDING.  The finding should read:

The FTP Data configuration file is coded improperly.

1) The ANONYMOUS statement is in use enabling the FTP Server to accept anonymous logins.

2) The INACTIVE statement is not configured.

3) The INACTIVE statement is configured to disable the inactivity timer check.

4) The INACTIVE statement specifies a value greater than 15 minute.

5) The UMASK statement is not configured.

6) The UMASK statement does not specify the value 077.

Reference:
OS/390 STIG
4.4.4.1.3
___
PDI Screen Sort Order:  ZICSFTPA040

Default Severity: Category II
a) Refer to the Data configuration file specified on the SYSFTPD DD statement in the FTP started task JCL.

Refer to the file(s) allocated by the STEPLIB DD statement in the FTP started task JCL.


Refer to the libraries specified in the system Linklist and LPA. 


Refer to the information gathered from the IBM Communications Server Worksheet.

b)
Ensure the following items are in effect for FTP Server user exits:

1)
The SMFEXIT statement is not coded or commented out in the FTP Data configuration file.

2)
The FTCHKCMD, FTCHKIP, FTCHKJES, FTCHKPWD, and FTPOSTPR modules are not located in the FTP daemon’s STEPLIB, Linklist, or LPA.

NOTE: The ISPF ISRFIND utility can be used to search the system Linklist and LPA for specific modules. 

c)
If both of the above are true, there is NO FINDING.

d)
If any FTP Server user exits are implemented and the site has written approval from DISA XE "Defense Information Systems Agency:DISA"  FSO to install and use the exits, there is NO FINDING.


e)
If any FTP Server user exits are implemented and the site has not obtained written approval from FSO to install and use the exits, this is a FINDING.  The finding should read:

FTP Server users exit(s) is (are) in use without DISA approval.

1) The SMFEXIT statement is specified in the FTP Data configuration file enabling the FTPSMFEX exit.

2) Load module(s) is (are) present in the FTP daemon’s STEPLIB, system Linklist, or Link Pack Area (LPA).

Reference:
OS/390 STIG
4.4.4.1.3



4.4.4.1.4
___
PDI Screen Sort Order:  ZICSFTPA050

Default Severity: Category II
NOTE:  This FINDING only pertains to domains running OS/390 Version 2 Release 10 or above, including all releases of z/OS.  If the domain being reviewed is not running at the required OS release, this FINDING will be marked NOT APPLICABLE.
a) Refer to the Data configuration file specified on the SYSFTPD DD statement in the FTP started task JCL.


Automated Analysis
Refer to the following report produced by the IBM Communications Server Data Collection Checklist: 

· PDI(ZFTPA050)

NOTE:
Addition Analysis will be required for the above file.
b) Ensure the BANNER statement in the FTP Data configuration file specifies an HFS file or OS/390 data set that contains a logon banner addressing the following points:

1) The system is a DOD system.

2) The system is subject to monitoring.

3) Monitoring is authorized in accordance with applicable laws and regulations and conducted for purposes of systems management and protection, protection against improper or unauthorized use or access, and verification of applicable security features or procedures.

4) Use of the system constitutes consent to monitoring.

5) Unauthorized use of this computer may subject you to criminal prosecution and penalties.

The following example contains all the required elements.  The exact verbiage is not required as long as the 5 items mentioned above are addressed:

THIS IS A DEPARTMENT OF DEFENSE COMPUTER SYSTEM.  THIS COMPUTER SYSTEM, INCLUDING ALL RELATED EQUIPMENT, NETWORKS, AND NETWORK DEVICES (SPECIFICALLY INCLUDING INTERNET ACCESS), ARE PROVIDED ONLY FOR AUTHORIZED US GOVERNMENT USE.  DOD COMPUTER SYSTEMS MAY BE MONITORED FOR ALL LAWFUL PURPOSES, INCLUDING TO ENSURE THEIR USE IS AUTHORIZED, FOR MANAGEMENT OF THE SYSTEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES, SURVIVABILITY, AND OPERATIONAL SECURITY.  MONITORING INCLUDES ACTIVE ATTACKS BY AUTHORIZED DOD ENTITIES TO TEST OR VERIFY THE SECURITY OF THIS SYSTEM.  DURING MONITORING, INFORMATION MAY BE EXAMINED, RECORDED, COPIED, AND USED FOR AUTHORIZED PURPOSES.  ALL INFORMATION, INCLUDING PERSONAL INFORMATION, PLACED ON OR SENT OVER THIS SYSTEM, MAY BE MONITORED.  

USE OF THIS DOD COMPUTER SYSTEM, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO MONITORING OF THIS SYSTEM.  UNAUTHORIZED USE MAY SUBJECT YOU TO CRIMINAL PROSECUTION.  EVIDENCE OF UNAUTHORIZED USE COLLECTED DURING MONITORING MAY BE USED FOR ADMINISTRATIVE, CRIMINAL, OR OTHER ADVERSE ACTION.  USE OF THIS SYSTEM CONSTITUTES CONSENT TO MONITORING FOR THESE PURPOSES.
c)
If all the items in (b) above are true, there is NO FINDING.

d)
If any item in (b) above is untrue, this is a FINDING.  The finding should read:

The logon banner is not displayed in accordance with DISA requirements.

1) The BANNER statement is not specified in the FTP Data configuration file resulting in no logon banner being displayed.

2) The file specified on the BANNER statement in the FTP Data configuration file does not contain the required notification and consent information.

Reference:
OS/390 STIG
4.4.4.1.3



4.4.4.1.5


DISA Instruction 630‑230‑19


DISA WESTHEM Security Handbook

___
PDI Screen Sort Order:  ZICSFTPA060

Default Severity: Category II
a) Refer to the Data configuration file specified on the SYSFTPD DD statement in the FTP started task JCL.


Automated Analysis
Refer to the following report produced by the IBM Communications Server Data Collection Checklist: 

· PDI(ZFTPA060)

b)
Ensure the following items are in effect for the configuration statements specified in the FTP Data configuration file:

1) The SMF statement is coded with a value of STD.

2) The SMFJES and SMFSQL statements are coded.

3) The SMFAPPE, SMFDEL, SMFLOGN, SMFREN, SMFRETR, and SMFSTOR statements are not coded or commented out.

c)
If all of the above are true, there is NO FINDING.

d)
If any of the above is untrue, this is a FINDING.  The finding should read:

The FTP Data configuration file is coded improperly.

1) The SMF statement is not configured.

2) The SMF statement does not specify the STD value.

3) The SMFJES statement is not configured.

4) The SMFSQL statement is not configured.

5) The SMFAPPE statement is in use.

6) The SMFDEL statement is in use.

7) The SMFLOGN statement is in use.

8) The SMFREN statement is in use.

9) The SMFRETR statement is in use.

10) The SMFSTOR statement is in use.

Reference:
OS/390 STIG
4.4.4.1.3



4.4.4.1.6
___
PDI Screen Sort Order:  ZICSFTPA070

Default Severity: Category II
a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(ZFTP0070)

b)
If the HFS permission bits and user audit bits for each directory and file match or are more restrictive than the specified settings listed in this table, there is  XE "OS/390" NO FINDING.

	FTP SERVER HFS OBJECT SECURITY SETTINGS

	DIRECTORY or FILE
	PERMISSION BITS
	USER
AUDIT BITS

	/usr/sbin/ftpd
	1740
	fff

	/usr/sbin/ftpdns
	1755
	fff

	/etc/ftp.data
	0744
	faf

	/etc/ftp.banner
	0744
	faf


NOTES: Some of the files listed above are not used in every configuration.  Absence of a file will not be considered a FINDING.


The /usr/sbin/ftpd and /usr/sbin/ftpdns objects are symbolic links to /usr/lpp/tcpip/sbin/ftpd and /usr/lpp/tcpip/sbin/ftpdns respectively.  The permission and user audit bits on the targets of the symbolic links must have the required settings.


The /etc/ftp.data file may not be the configuration file the server uses.  It is necessary to check the SYSFTPD DD statement in the FTP started task JCL to determine the actual file.


The /etc/ftp.banner file may not be the banner file the server uses.  It is necessary to check the BANNER statement in the FTP Data configuration file to determine the actual file.  Also, the permission bit setting for this file must be set as indicated in the table above.  A more restrictive set of permissions is not permitted.

The following represents a hierarchy for permission bits from least restrictive to most restrictive:

7
rwx

(least restrictive)

6
rw-

3
-wx

2
-w-

5
r-x

4
r--

1
--x

0
---

(most restrictive)


The possible audit bits settings are as follows:


f
log for failed access attempts


a
log for failed and successful access


-
no auditing

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following HFS object access authorization(s) for the FTP Server is (are) inappropriate:

1) HFS object permission bits allow inappropriate access.

2) Justification for access authorization was not provided.

3) HFS object user audit bits provide inadequate logging.

Reference:
OS/390 STIG
4.4.4.2

___
PDI Screen Sort Order:  ZICSFTPA080

Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(FTPRPT)

a) Ensure the following data set controls are in effect for the FTP Server:

1) WRITE and ALLOCATE access to the data set containing the FTP Data configuration file is restricted to systems programming personnel.



NOTE: READ access to all authenticated users is permitted.

2) WRITE and ALLOCATE access to the data set containing the FTP Data configuration file is logged.

3) WRITE and ALLOCATE access to the data set containing the FTP banner file is restricted to systems programming personnel.

4) READ access to the data set containing the FTP banner file is permitted to all authenticated users.

NOTES: The MVS data sets mentioned above are not used in every configuration.  Absence of a data set will not be considered a FINDING.


The data set containing the FTP Data configuration file is determined by checking the SYSFTPD DD statement in the FTP started task JCL.


The data set containing the FTP banner file is determined by checking the BANNER statement in the FTP Data configuration file.

b) If all of the items in (b) are true, there is NO FINDING.

c) If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) for the FTP Server is (are) inappropriate:

1) Data set access authorization does not restrict WRITE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.

3) READ access to the data set containing the FTP banner file is not permitted to all authenticated users.

4) Data set WRITE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
4.4.4.3.2

___
PDI Screen Sort Order:  ZICSFTPA090

Default Severity: Category II
a)
Refer to the Profile configuration file specified on the PROFILE DD statement in the TCPIP started task JCL.


Refer to the following report produced by the UNIX System Services Data Collection Checklist:


-
USSCMDS.RPT(ERC)

b) Current STIG requirements adding TFTPD and EZATD to the ACF2 GSO PPGM record will not adequately prevent the TFTP Server from being used.  

Initial research indicates that enabling program fetch protection in ACF2 may be the solution.  Currently the OS/390 STIG does not address this topic.  However some sites may have chosen to enable program fetch protection on their own.  If they have, you may review the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(PROGRAM)

If TFTPD and EZATD are not protected in the PROGRAM resource class it is not considered a finding because the OS/390 STIG does not state this requirement.  If these programs are protected, all access to these programs must be denied.

Until further research is done on this topic and a viable solution is developed, to mitigate the exposure ensure the following items are in effect:

1)
Modules TFTPD and EZATD are not linked with AC(1) in an APF-authorized library.  The library is typically named SYS1.TCPIP.SEZALINK.

2)
The PORT statement in the TCP/IP Profile configuration file does not have a specific entry for port 69 with a job name such as TFTPD.

3)
The etc/rc file does not contain a command to start the TFTP Server.  

c)
If all items in (b) are true, there is NO FINDING.

d)
If any item (b) is untrue, this is a FINDING.  The finding should read:

The TFTP Server is not adequately protected from use.

Reference:
OS/390 STIG
4.4.6.1



4.4.6.3

___
PDI Screen Sort Order:  ZICSSLGA010

Default Severity: Category II
a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

-
USSCMDS.RPT(ERC)


Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(PARMLIB)


NOTE: Syslogd may be started from the shell, a cataloged procedure (STC), or the BPXBATCH program.  Additionally, other mechanisms (e.g., CONTROL-O) may be used to automatically start the Syslog daemon.  To thoroughly analyze this PDI you may need to view the OS SYSLOG using SDSF, find the last IPL, and look for the initialization of Syslogd.

b)
If the Syslog daemon Syslogd is started automatically during the initialization of the OS/390 system, there is NO FINDING.

c)
If (b) is untrue, this is a FINDING.  The finding should read:

The Syslog daemon is not started automatically during the initialization of the OS/390 operating system.

Reference:
OS/390 STIG
4.4.7.1

___
PDI Screen Sort Order:  ZICSSLGA020

Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(ATTSTC)

· ACF2CMDS.RPT(OMVSUSER)


Refer to the following report produced by the UNIX System Services Data Collection Checklist:


-
USSCMDS.RPT(ERC)  -  Refer to this report if Syslogd is started from the




shell.

Refer to the JCL procedure libraries defined to JES2. 

b)
Ensure the following items are in effect for the Syslog daemon:

1)
The Syslog daemon logonid is SYSLOGD.

If Syslogd is started from /etc/rc, the _BPX_JOBNAME environment variable is set to assign a job name of SYSLOGD.

NOTE: If the _BPX_USERID environment variable is present, it is set to assign a logonid of SYSLOGD.

2)
The SYSLOGD logonid is defined with the STC attribute.

3)
The SYSLOGD logonid has the following OS/390 UNIX attributes: UID(0), HOME directory ‘/’, shell program /bin/sh.

c)
If all of the items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The Syslog daemon is defined improperly.

1)
The DISA standard daemon name SYSLOGD is not in use.

2)
The started task logonid is not defined with the STC attribute.

3)
The UID value is not specified as UID(0).

4)
The HOME directory is not specified as “/”.

5)
The shell program is not specified as “/bin/sh”.

Reference:
OS/390 STIG
4.4.7.1



4.4.7.3

___
PDI Screen Sort Order:  ZICSSLGA030

Default Severity: Category II
a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(ZSLS0030)

b)
If the HFS permission bits and user audit bits for each directory and file match or are more restrictive than the specified settings listed in this table, there is  XE "OS/390" NO FINDING.

	SYSLOG DAEMON HFS OBJECT SECURITY SETTINGS

	DIRECTORY or FILE
	PERMISSION BITS
	USER
AUDIT BITS

	/usr/sbin/syslogd
	1740
	fff

	/etc/syslog.conf
	0744
	faf

	[Output log file defined in the configuration file]
	0744
	fff


NOTES: 

The /usr/sbin/syslogd object is a symbolic link to /usr/lpp/tcpip/sbin/syslogd. The permission and user audit bits on the target of the symbolic link must have the required settings.


The /etc/syslog.conf file may not be the configuration file the daemon uses. It is necessary to check the script or JCL used to start the daemon to determine the actual configuration file.  For example, in /etc/rc:



_BPX_JOBNAME='SYSLOGD'  /usr/sbin/syslogd  -f  /etc/syslog.conf


For example, in the SYSLOGD started task JCL:



//SYSLOGD  EXEC PGM=SYSLOGD,REGION=30M,TIME=NOLIMIT 

            
//       PARM='POSIX(ON)  ALL31(ON)/  -f  /etc/syslogd.conf'



//SYSLOGD  EXEC PGM=SYSLOGD,REGION=30M,TIME=NOLIMIT 

            
//       PARM='POSIX(ON)  ALL31(ON) /-f //''SYS1.TCPPARMS(SYSLOG)'''

The following represents a hierarchy for permission bits from least restrictive to most restrictive:

7
rwx

(least restrictive)

6
rw-

3
-wx

2
-w-

5
r-x

4
r--

1
--x

0
---

(most restrictive)


The possible audit bits settings are as follows:


f
log for failed access attempts


a
log for failed and successful access


-
no auditing

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following HFS object access authorization(s) for the Syslog daemon is (are) inappropriate:

1)
HFS object permission bits allow inappropriate access.

2)
Justification for access authorization was not provided.

3)
HFS object user audit bits provide inadequate logging.

Reference:
OS/390 STIG
4.4.7.2

___
PDI Screen Sort Order:  ZICSTCPA010

Default Severity: Category II
a) Display the active started tasks executing on the domain using SDSF, or equivalent JES display product, and locate the TCPIP started task.

If TCPIP is inactive, review the procedure libraries defined to JES2 and locate the TCPIP JCL member.


Automated Analysis

Refer to the following report produced by the IBM Communications Server Data Collection Checklist: 

· PDI(ZTCPA010)

b)
Ensure the following items are in effect for the TCPIP started task JCL:

1) The PROFILE and SYSTCPD DD statements specify the TCP/IP Profile and Data configuration files respectively.

2)
The RESOLVER_CONFIG variable on the EXEC statement is set to the same file name specified on the SYSTCPD DD statement.

c)
If both of the above are true, there is NO FINDING.

d)
If either of the above is untrue, this is a FINDING.  The finding should read:

The JCL for the TCPIP started task is coded improperly.

1) The PROFILE DD statement does not specify the Profile configuration file.

2) The SYSTCPD DD statement does not specify the Data configuration file.

3) The RESOLVER_CONFIG variable is not defined.

4) The RESOLVER_CONFIG variable is not set to the same file name specified on the SYSTCPD DD statement.

Reference:
OS/390 STIG
4.4.1.1.1

___
PDI Screen Sort Order:  ZICSTCPA020

Default Severity: Category II
a) Refer to the Data configuration file specified on the SYSTCPD DD statement in the TCPIP started task JCL.


Refer to the information gathered from the IBM Communications Server Worksheet.


Automated Analysis

Refer to the following report produced by the IBM Communications Server Data Collection Checklist: 

· PDI(ZTCPA020)

NOTE:
Addition Analysis will be required for the above file.
b)
Ensure the following items are in effect for the configuration statements specified in the TCP/IP Data configuration file:

1)
The TCPIPJOBNAME, HOSTNAME, DOMAINORIGIN, and DATASETPREFIX statements are coded.

2)
If any NSINTERADDR statements are coded, they refer to hosts connected directly to networks within the physical premises of the host site and located in areas with physical access limited to authorized personnel.

c)
If both of the above are true, there is NO FINDING.

d)
If either of the above is untrue, this is a FINDING.  The finding should read:

The TCP/IP Data configuration file is coded improperly.

1) The TCPIPJOBNAME statement is not configured.

2) The HOSTNAME statement is not configured.

3) The DOMAINORIGIN statement is not configured.

4) The DATASETPREFIX statement is not configured.

5) The value specified on the NSINTERADDR statement does not refer to a host connected directly to a network within the physical premises of the host site.

6) The value specified on the NSINTERADDR statement does not refer to a host located in an area with physical access limited to authorized personnel.

Reference:
OS/390 STIG
4.4.1.1.3

___
PDI Screen Sort Order:  ZICSTCPA030

Default Severity: Category II
a) Refer to the Profile configuration file specified on the PROFILE DD statement in the TCPIP started task JCL.


Automated Analysis

Refer to the following report produced by the IBM Communications Server Data Collection Checklist: 

· PDI(ZTCPA030)

b)
Ensure the following items are in effect for the configuration statements specified in the TCP/IP Profile configuration file:

NOTE: If the INCLUDE statement is coded in the TCP/IP Profile configuration file, the data set specified on this statement must be checked for the following items as well.

1) The SMFPARMS statement is not coded or commented out.

2) The DELETE statement is not coded or commented out for production systems.

3) The SMFCONFIG statement is coded with (at least) the FTPCLIENT and TN3270CLIENT operands.

4) The TCPCONFIG and UDPCONFIG statements are coded with (at least) the RESTRICTLOWPORTS operand.

NOTE: If the INCLUDE statement is coded, the data set specified will be checked for access authorization compliance in PDI Screen Sort Order ZICSTCPA070.

c)
If all of the above are true, there is NO FINDING.

d)
If any of the above is untrue, this is a FINDING.  The finding should read:

The TCP/IP Profile configuration file is coded improperly.

1) The SMFPARMS statement is in use.

2) The DELETE statement is in use for production systems.

3) The SMFCONFIG statement is not configured.

4) The SMFCONFIG statement does not specify both the FTPCLIENT and TN3270CLIENT operands.

5) The TCPCONFIG statement is not configured.

6) The TCPCONFIG statement does not specify the RESTRICTLOWPORTS operand.

7) The UDPCONFIG statement is not configured.

8) The UDPCONFIG statement does not specify the RESTRICTLOWPORTS operand.

Reference:
OS/390 STIG
4.4.1.1.4
___
PDI Screen Sort Order:  ZICSTCPA040

Default Severity: Category II
a) Refer to the following report produced by the UNIX System Services Data Collection Checklist: 

· USSCMDS.RPT(ZTCP0040)

b)
If the HFS permission bits and user audit bits for each directory and file match or are more restrictive than the specified settings listed in this table XE "OS/390" , there is NO FINDING.

	BASE TCP/IP HFS OBJECT SECURITY SETTINGS

	DIRECTORY or FILE
	PERMISSION BITS
	USER
AUDIT BITS

	/etc/hosts
	0744
	faf

	/etc/protocol
	0744
	faf

	/etc/resolv.conf
	0740
	faf

	/etc/services
	0740
	faf

	/usr/lpp/tcpip/sbin
	0755
	faf

	/usr/lpp/tcpip/bin
	0755
	faf


NOTE: Some of the files listed above are not used in every configuration.  Absence of a file will not be considered a FINDING.

The following represents a hierarchy for permission bits from least restrictive to most restrictive:

7
rwx

(least restrictive)

6
rw-

3
-wx

2
-w-

5
r-x

4
r--

1
--x

0
---

(most restrictive)


The possible audit bits settings are as follows:


f
log for failed access attempts


a
log for failed and successful access


-
no auditing

c)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following HFS object access authorization(s) for the Base TCP/IP component is (are) inappropriate:

1) HFS object permission bits allow inappropriate access.

2) Justification for access authorization was not provided.

3) HFS object user audit bits provide inadequate logging.

Reference:
OS/390 STIG
4.4.1.2

___
PDI Screen Sort Order:  ZICSTCPA050

Default Severity: Category III

NOTE:  This FINDING only pertains to domains running OS/390 Version 2 Release 10 or above, including all releases of z/OS.  If the domain being reviewed is not running at the required OS release, this FINDING will be marked NOT APPLICABLE.
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

· SENSITVE.RPT(SERVAUTH)

· ACF2CMDS.RPT(ACFGSO)

b)
Ensure the following items are in effect for Server Access Authorization resources:

1) The SERVAUTH resource class is mapped to the DISA standard resource type SER.

2)
The following backstop rule is defined to the SERVAUTH resource class with a default access of PREVENT.

$KEY(EZB) TYPE(SER)

-  UID(-) PREVENT

3)   No access is given to the resource at the backstop rule. 

c)
If all items in (b) are true, there is NO FINDING.

d) If any item in (b) is untrue, this is a FINDING.  The finding should read:

The SERVAUTH resource(s) is (are) protected improperly.

1) The SERVAUTH resource class is not mapped to the DISA standard resource type SER.

2) The default access of PREVENT is not specified.

3) Inappropriate access is granted to $KEY(EZB).
Reference:
OS/390 STIG
4.4.1.1.6

4.4.1.3.1

___
PDI Screen Sort Order:  ZICSTCPA060

Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(ATTSTC)

-
ACF2CMDS.RPT(OMVSUSER)

b)
Ensure the following items are in effect for the logonid(s) assigned to the TCP/IP address space(s):

1) Named TCPIP or, in the case of multiple instances, prefixed with TCPIP
2) Defined with the STC, MUSASS, and NO-SMC attributes

3) OS/390 UNIX attributes: UID(0), HOME directory ‘/’, shell program /bin/sh
c)
Ensure the following items are in effect for the logonid assigned to the EZAZSSI started task:

1) Named EZAZSSI
2) Defined with the STC attribute

d)
If all of the items in (b) and (c) are true, there is NO FINDING.

e)
If any item in (b) or (c) is untrue, this is a FINDING.  The finding should read:

The started task(s) for the Base TCP/IP component is (are) defined improperly.

1) The DISA standard STC name TCPIP is not in use.

2) The DISA standard STC name EZAZSSI is not in use.

3) Started task logonid(s) is (are) not defined with the required attributes.

4) The UID value is not specified as UID(0).

5) The HOME directory is not specified as “/”.

6) The shell program is not specified as “/bin/sh”.

Reference:
OS/390 STIG
4.4.1.3.2

___
PDI Screen Sort Order:  ZICSTCPA070

Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(TCPRPT)

b) Ensure the following data set controls are in effect for the Base TCP/IP component:

1) WRITE and ALLOCATE access to product data sets is restricted to systems programming personnel (i.e., SMP/E distribution data sets with the prefix SYS1.TCPIP.AEZA and target data sets with the prefix SYS1.TCPIP. SEZA).

2) WRITE and ALLOCATE access to the data set(s) containing the Data and Profile configuration files is restricted to systems programming personnel.

NOTE: If any INCLUDE statements are specified in the Profile configuration file, the named MVS data sets have the same access authorization requirements.   

3) WRITE and ALLOCATE access to the data set(s) containing the Data and Profile configuration files is logged.

NOTE: If any INCLUDE statements are specified in the Profile configuration file, the named MVS data sets have the same logging requirements.

4) WRITE and ALLOCATE access to the data set(s) containing the configuration files shared by TCP/IP applications is restricted to systems programming personnel.

c) If all of the items in (b) are true, there is NO FINDING.

d) If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) for the Base TCP/IP component is (are) inappropriate:

1) Data set access authorization does not restrict WRITE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.

3) Data set WRITE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
4.4.1.3.3

___
PDI Screen Sort Order:  ZICSTNTA010

Default Severity: Category II
a) Refer to the Profile configuration file specified on the PROFILE DD statement in the TCPIP started task JCL.


Automated Analysis

Refer to the following report produced by the IBM Communications Server Data Collection Checklist: 

· PDI(ZTNTA010)

b)
Ensure the following items are in effect for the configuration statements specified in the TCP/IP Profile configuration file:

NOTE: If the INCLUDE statement is coded in the TCP/IP Profile configuration file, the data set specified on this statement must be checked for the following items as well.


TELNETGLOBAL Block (only one defined)

1) For systems at OS/390 Release 2.10 and above, the KEYRING statement, if used, is only coded within the TELNETGLOBALS statement block.

2) For systems at OS/390 Release 2.10 and above, the KEYRING statement, if used, specifies the SAF parameter.

TELNETPARMS Block (one defined for each port the server is listening to, typically ports 23 and 992)

3) For systems at OS/390 Release 2.8, the KEYRING operand on any SECUREPORT statement, if used, specifies an MVS data set as the source for digital certificates.

NOTE: If any SECUREPORT statements are coded, the data set specified on the KEYRING operand will be checked for access authorization requirements in subsequent PDI Screen Sort Order ZICSTNTA070.

4) The TELNETPARMS INACTIVE statement is coded within each TELNETPARMS statement block and specifies a value between 1 and 900.

NOTE: If any INACTIVE statements are coded with a value greater than 900, the IAM must provide justification documentation.  0 disables the inactivity timer check.

5) The TELNETPARMS TKOSPECLURECON statement is not coded or commented out.

BEGINVTAM Block (one or more defined)

6) The BEGINVTAM RESTRICTAPPL statement is not be coded or commented out.

c)
If all of the above are true, there is NO FINDING.

d)
If any of the above is untrue, this is a FINDING.  The finding should read:

The TCP/IP Profile configuration file is coded improperly.

1) The KEYRING statement is specified outside the TELNETGLOBALS statement block.

2) The KEYRING statement does not specify the SAF parameter.

3) The KEYRING operand on the SECUREPORT statement does not specify an MVS data set.

4) The TELNETPARMS INACTIVE statement is not configured.

5) The TELNETPARMS INACTIVE statement is configured to disable the inactivity timer check.

6) The TELNETPARMS INACTIVE statement specifies a value greater than 15 minutes.

7) The TELNETPARMS TKOSPECLURECON statement is in use.

8) The BEGINVTAM RESTRICTAPPL statement is in use.

Reference:
OS/390 STIG
4.4.2.1.1

___
PDI Screen Sort Order:  ZICSTNTA020

Default Severity: Category II
a) Refer to the Profile configuration file specified on the PROFILE DD statement in the TCPIP started task JCL.


Refer to the information gathered from the IBM Communications Server Worksheet.


Automated Analysis

Refer to the following report produced by the IBM Communications Server Data Collection Checklist: 

· PDI(ZTNTA020)

NOTE:
Addition Analysis will be required for the above file.
b)
Ensure the following items are in effect for the configuration statements specified in the TCP/IP Profile configuration file:

NOTE: If the INCLUDE statement is coded in the TCP/IP Profile configuration file, the data set specified on this statement must be checked for the following items as well.

1) Within each BEGINVTAM statement block, one BEGINVTAM USSTCP statement is coded that specifies only the table name operand.  No client identifier, such as host name or IP address, is specified so the statement applies to all connections not otherwise controlled.

2) The USS table specified on each “back stop” USSTCP statement mentioned in Item (1) above is coded to allow access only to session manager applications and NC‑PASS applications.

3) Within each BEGINVTAM statement block, additional BEGINVTAM USSTCP statements that specify a USS table that allows access to other applications may be coded only if the statements include a client identifier operand that references only secure terminals.

4) Any BEGINVTAM DEFAULTAPPL statement that does not specify a client identifier, or specifies any type of client identifier that would apply to unsecured terminals, specifies a session manager application or an NC‑PASS application as the application name.

5) For systems at OS/390 Release 2.10 and above, any BEGINVTAM LUMAP statement, if used with the DEFAPPL operand and applied to unsecured terminals, specifies only a session manager application or an NC‑PASS application.

NOTE: The BEGINVTAM LINEMODEAPPL requirements will not be reviewed at this time.  Further testing must be performed to determine how the CL/Supersession and NC-PASS applications work with line mode.

c)
If all of the above are true, there is NO FINDING.

d)
If any of the above is untrue, this is a FINDING.  The finding should read:

The TCP/IP Profile configuration file is coded improperly.

1) The USSTCP statement is not specified within each BEGINVTAM statement block.

2) The USSTCP statement does not specify a default USS table with no client identifiers within each BEGINVTAM statement block.

3) The default USS table allows access to applications other than session manager and NC‑PASS applications.

4) The USS table and client identifier specified on the USSTCP statement allows unsecured terminals access to applications other than session manager and NC‑PASS applications.

5) The BEGINVTAM DEFAULTAPPL statement allows unsecured terminals access to applications other than session manager and NC‑PASS applications.

6) The BEGINVTAM LUMAP statement allows unsecured terminals access to applications other than session manager and NC‑PASS applications.

Reference:
OS/390 STIG
4.4.2.1.2

___
PDI Screen Sort Order:  ZICSTNTA030

Default Severity: Category II
a) Refer to the Profile configuration file specified on the PROFILE DD statement in the TCPIP started task JCL.

b) Ensure that all USS tables referenced in BEGINVTAM USSTCP statements include MSG10 text that specifies a logon banner addressing the following points:

NOTE: If the INCLUDE statement is coded in the TCP/IP Profile configuration file, the data set specified on this statement must be checked for USS table references as well.

1) The system is a DOD system.

2) The system is subject to monitoring.

3) Monitoring is authorized in accordance with applicable laws and regulations and conducted for purposes of systems management and protection, protection against improper or unauthorized use or access, and verification of applicable security features or procedures.

4) Use of the system constitutes consent to monitoring.

5) Unauthorized use of this computer may subject you to criminal prosecution and penalties.

The following example contains all the required elements.  The exact verbiage is not required as long as the 5 items mentioned above are addressed:

THIS IS A DEPARTMENT OF DEFENSE COMPUTER SYSTEM.  THIS COMPUTER SYSTEM, INCLUDING ALL RELATED EQUIPMENT, NETWORKS, AND NETWORK DEVICES (SPECIFICALLY INCLUDING INTERNET ACCESS), ARE PROVIDED ONLY FOR AUTHORIZED US GOVERNMENT USE.  DOD COMPUTER SYSTEMS MAY BE MONITORED FOR ALL LAWFUL PURPOSES, INCLUDING TO ENSURE THEIR USE IS AUTHORIZED, FOR MANAGEMENT OF THE SYSTEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES, SURVIVABILITY, AND OPERATIONAL SECURITY.  MONITORING INCLUDES ACTIVE ATTACKS BY AUTHORIZED DOD ENTITIES TO TEST OR VERIFY THE SECURITY OF THIS SYSTEM.  DURING MONITORING, INFORMATION MAY BE EXAMINED, RECORDED, COPIED, AND USED FOR AUTHORIZED PURPOSES.  ALL INFORMATION, INCLUDING PERSONAL INFORMATION, PLACED ON OR SENT OVER THIS SYSTEM, MAY BE MONITORED.  

USE OF THIS DOD COMPUTER SYSTEM, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO MONITORING OF THIS SYSTEM.  UNAUTHORIZED USE MAY SUBJECT YOU TO CRIMINAL PROSECUTION.  EVIDENCE OF UNAUTHORIZED USE COLLECTED DURING MONITORING MAY BE USED FOR ADMINISTRATIVE, CRIMINAL, OR OTHER ADVERSE ACTION.  USE OF THIS SYSTEM CONSTITUTES CONSENT TO MONITORING FOR THESE PURPOSES.
c)
If all the items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The logon banner is not displayed in accordance with DISA requirements.

1) The USS table does not include MSG10 text resulting in no logon banner being displayed.

2) The USS table MSG10 text does not contain the required notification and consent information.

Reference:
OS/390 STIG
4.4.2.1.3


DISA Instruction 630‑230‑19


DISA WESTHEM Security Handbook

___
PDI Screen Sort Order:  ZICSTNTA040

Default Severity: Category II
NOTE:  The procedures in this checklist item presume the domain being reviewed is running OS/390 Version 2 Release 10 or above, including all releases of z/OS, and use the ACP as the certificate store.

Self-Signed Certificates

If the domain being review is not a production system and is only used for test and development, this Self-Signed Certificates review can be skipped.

a) From PDI Screen Sort Order ZICSTCPA060, use the logonid(s) assigned to the TCP/IP address space(s) and issue the following ACF2 commands to list the certificate(s) associated with the TCPIP logonid(s):


SET PROFILE(USER)  DIVISION(CERTDATA)


LIST LIKE(tcpip logonid.-)

b) If no certificate information is found, there is NO FINDING. 

NOTE: Certificates are only valid when their Status is TRUST.  Therefore, you may ignore certificates with the NOTRUST status during the following checks.

c) If the digital certificate information indicates that the issuer's distinguished name leads to a DoD PKI Root Certificate Authority, there is NO FINDING.

Examples of an acceptable DoD CA are:


DoD PKI Class 3 Root CA


DoD PKI Med Root CA
d) If the digital certificate information indicates it is a self-signed certificate and the Status is TRUST, this is a FINDING. 

An example of a self-signed certificate would be site information displayed as the issuer's distinguished name.

e) Using the logonid(s) assigned to the TCP/IP address space(s), issue the following ACF2 commands to list any associated key rings:


SET PROFILE(USER)  DIVISION(KEYRING)


LIST LIKE(tcpip logonid.-)

For each Certificate Owner, issue the following ACF2 commands to list the certificate(s) associated with their logonid:


SET PROFILE(USER)  DIVISION(CERTDATA)


LIST LIKE(cert owner logonid.-)

f) If the digital certificate information indicates that the issuer's distinguished name leads to a DoD PKI Root Certificate Authority, there is NO FINDING.

g) If the digital certificate information indicates it is a self-signed certificate and the Status is TRUST, this is a FINDING. 


DoD PKI Root Certificate Authority

If the domain being review is not a production system and is only used for test and development, this DoD PKI Root Certificate Authority review can be skipped.

h) Issue the following ACF2 commands to list the Certificate Authorities:


SET PROFILE(USER)  DIVISION(CERTDATA)


LIST LIKE(CERTAUTH.-)

i) If no certificate information is found, there is NO FINDING. 

NOTE: Certificates are only valid when their Status is TRUST.  Therefore, you may ignore certificates with the NOTRUST status during the following checks.

j) If the digital certificate information indicates that all certificates lead to a DoD PKI Root Certificate Authority, there is NO FINDING.

Examples of an acceptable DoD CA are:


DoD PKI Class 3 Root CA


DoD PKI Med Root CA

k) If the digital certificate information indicates that any certificate is from a non-DoD entity (e.g., Verisign, Thawte, IBM World Registry) and the Status is TRUST, this is a FINDING. 


Certificate Name Filtering

l)
Refer to the information gathered from the IBM Communications Server Worksheet.

m)
Issue the following ACF2 commands to list the certificate name filters defined to ACF2:


SET CONTROL(GSO)


SHOW CERTMAP

n)
If no CERTMAP FILTERING TABLES are present, there is NO FINDING.

NOTE: Certificate name filters are only valid when their Status is TRUST.  Therefore, you may ignore filters with the NOTRUST status.

o)
If CERTMAP FILTERING TABLES are present and certificate name filters have a Status of TRUST, certificate name filtering is in use.

p)
If certificate name filtering is in use and filtering rules have been documented and approved by the IAM, there is NO FINDING.

q)
If certificate name filtering is in use and filtering rules have not been documented and approved by the IAM, this is a FINDING. 


The finding should read:

Digital certificate information is stored with inappropriate contents.

1) Self-signed certificate(s) is (are) in use on a production system.

2) Certificate Authority certificate(s) from a non-DoD PKI Root Certificate Authority is (are) in use on a production environment.

3) Certificate name filtering is in use without documentation and/or approval of the IAM.

Reference:
OS/390 STIG
4.4.2.1.4

___
PDI Screen Sort Order:  ZICSTNTA050

Default Severity: Category II
a) Refer to the Profile configuration file specified on the PROFILE DD statement in the TCPIP started task JCL.


Automated Analysis
Refer to the following report produced by the IBM Communications Server Data Collection Checklist: 

· PDI(ZTNTA050)

b)
Ensure the following items are in effect for the configuration statements specified in the TCP/IP Profile configuration file:

NOTE: If the INCLUDE statement is coded in the TCP/IP Profile configuration file, the data set specified on this statement must be checked for the following items as well.

1) Within each TELNETPARMS block that specifies a SECUREPORT statement, an ENCRYPTION statement is also coded.

2) Each TELNETPARMS ENCRYPTION statement does not specify any of the following operands:  SSL_NULL_Null,  SSL_NULL_MD5,  SSL_NULL_SHA,  SSL_RC4_MD5_EX,  or SSL_RC2_MD5_EX.

c)
If both of the above are true, there is NO FINDING.

d)
If either of the above is untrue, this is a FINDING.  The finding should read:

The TCP/IP Profile configuration file is coded improperly.

1) The ENCRYPTION statement is not specified within each TELNETPARMS statement block that defines a SECUREPORT.

2) The ENCRYPTION statement does not specify an acceptable level of encryption.

Reference:
OS/390 STIG
4.4.2.1.4

___
PDI Screen Sort Order:  ZICSTNTA060

Default Severity: Category II
a) Refer to the Profile configuration file specified on the PROFILE DD statement in the TCPIP started task JCL.


Automated Analysis
Refer to the following report produced by the IBM Communications Server Data Collection Checklist: 

· PDI(ZTNTA060)

b)
Ensure the following item is in effect for the configuration statements specified in the TCP/IP Profile configuration file:

NOTE: If the INCLUDE statement is coded in the TCP/IP Profile configuration file, the data set specified on this statement must be checked for the following items as well.

-
The TELNETPARMS SMFINIT and SMFTERM statements are coded with the STD operand within each TELNETPARMS statement block.

c)
If the above is true, there is NO FINDING.

d)
If the above is untrue, this is a FINDING.  The finding should read:

The TCP/IP Profile configuration file is coded improperly.

1) The SMFINIT statement is not coded with the STD operand within each TELNETPARMS statement block.

2) The SMFTERM statement is not coded with the STD operand within each TELNETPARMS statement block.

Reference:
OS/390 STIG
4.4.2.1.5

___
PDI Screen Sort Order:  ZICSTNTA070

Default Severity: Category II
NOTE:  This FINDING only pertains to domains running OS/390 Version 2 Release 8 that are configured for SSL connections.  If the domain being reviewed does not meet these criteria, this FINDING will be marked NOT APPLICABLE.
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(TNTRPT)

b) Ensure the following data set controls are in effect for the TN3270 Telnet Server component:

1)
All access to the data sets containing the key ring and stash files is restricted to the TCP/IP started task(s), security personnel, and systems programming personnel.  These data sets are typically named SYS3.TCPIP.*.KDB and SYS3.TCPIP.*.STH.

2)
WRITE and ALLOCATE access to the data sets containing the key ring and stash files is logged.

c) If both of the items in (b) are true, there is NO FINDING.

d) If either item in (b) is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) for the TN3270 Telnet Server component is (are) inappropriate:

1) Data set access authorization does not restrict all access to TCP/IP started tasks, security personnel, and systems programming personnel.

2) Justification for access authorization was not provided.

3) Data set WRITE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
4.4.2.3.2

___
PDI Screen Sort Order:  ZICSUTNA010

Default Severity: Category II
a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(EINETD)

b) If the otelnetd command specifies OMVS or OMVSKERN as the user, there is NO FINDING.

c) If the otelnetd command specifies any user other than OMVS or OMVSKERN, this is a FINDING.  The finding should read:

The /etc/inetd.conf file is configured improperly.

The user account on the otelnetd startup command is not specified as the OS/390 UNIX kernel user account.

Reference:
OS/390 STIG
4.4.3.1



4.4.3.3

___
PDI Screen Sort Order:  ZICSUTNA020

Default Severity: Category II
a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(EINETD)

b)
Ensure the following items are in effect for the otelnetd startup command:

1) Option -D login is included on the otelnetd command.

2) Option -c 900 is included on the otelnetd command.

NOTE: 900 indicates a session timeout value of 15 minutes and is currently the maximum value allowed.

3) Option -h is not included on the otelnetd command.

c)
If all of the items in (b) are true, there is NO FINDING.

d) If any item in (b) is untrue, this is a FINDING.  The finding should read:

The /etc/inetd.conf file is configured improperly.

1) The -D login option is not specified on the otelnetd startup command.

2) The -c 900 option is not specified on the otelnetd startup command.

3) The -h option is specified on the otelnetd startup command.

Reference:
OS/390 STIG
4.4.3.1

___
PDI Screen Sort Order:  ZICSUTNA030

Default Severity: Category II
a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(ZUTN0030)

b) Ensure the /etc/banner file contains a logon banner addressing the following points:

1) The system is a DOD system.

2) The system is subject to monitoring.

3) Monitoring is authorized in accordance with applicable laws and regulations and conducted for purposes of systems management and protection, protection against improper or unauthorized use or access, and verification of applicable security features or procedures.

4) Use of the system constitutes consent to monitoring.

5) Unauthorized use of this computer may subject you to criminal prosecution and penalties.

The following example contains all the required elements.  The exact verbiage is not required as long as the 5 items mentioned above are addressed:

THIS IS A DEPARTMENT OF DEFENSE COMPUTER SYSTEM.  THIS COMPUTER SYSTEM, INCLUDING ALL RELATED EQUIPMENT, NETWORKS, AND NETWORK DEVICES (SPECIFICALLY INCLUDING INTERNET ACCESS), ARE PROVIDED ONLY FOR AUTHORIZED US GOVERNMENT USE.  DOD COMPUTER SYSTEMS MAY BE MONITORED FOR ALL LAWFUL PURPOSES, INCLUDING TO ENSURE THEIR USE IS AUTHORIZED, FOR MANAGEMENT OF THE SYSTEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES, SURVIVABILITY, AND OPERATIONAL SECURITY.  MONITORING INCLUDES ACTIVE ATTACKS BY AUTHORIZED DOD ENTITIES TO TEST OR VERIFY THE SECURITY OF THIS SYSTEM.  DURING MONITORING, INFORMATION MAY BE EXAMINED, RECORDED, COPIED, AND USED FOR AUTHORIZED PURPOSES.  ALL INFORMATION, INCLUDING PERSONAL INFORMATION, PLACED ON OR SENT OVER THIS SYSTEM, MAY BE MONITORED.  

USE OF THIS DOD COMPUTER SYSTEM, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO MONITORING OF THIS SYSTEM.  UNAUTHORIZED USE MAY SUBJECT YOU TO CRIMINAL PROSECUTION.  EVIDENCE OF UNAUTHORIZED USE COLLECTED DURING MONITORING MAY BE USED FOR ADMINISTRATIVE, CRIMINAL, OR OTHER ADVERSE ACTION.  USE OF THIS SYSTEM CONSTITUTES CONSENT TO MONITORING FOR THESE PURPOSES.
c)
If all the items in (b) above are true, there is NO FINDING.

d)
If any item in (b) above is untrue, this is a FINDING.  The finding should read:

The logon banner is not displayed in accordance with DISA requirements.

1) The /etc/banner file does not exist resulting in no logon banner being displayed.

2) The /etc/banner file does not contain the required notification and consent information.

Reference:
OS/390 STIG
4.4.3.1


DISA Instruction 630‑230‑19


DISA WESTHEM Security Handbook

___
PDI Screen Sort Order:  ZICSUTNA040

Default Severity: Category II
a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(ZUTN0040)

b)
If the HFS permission bits and user audit bits for each directory and file match or are more restrictive than the specified settings listed in this table, there is  XE "OS/390" NO FINDING.

	OS/390 UNIX TELNET SERVER HFS OBJECT SECURITY SETTINGS

	DIRECTORY or FILE
	PERMISSION BITS
	USER
AUDIT BITS

	/usr/sbin/otelnetd
	1740
	fff

	/etc/banner
	0744
	faf


NOTE: The /usr/sbin/otelnetd object is a symbolic link to /usr/lpp/tcpip/sbin/otelnetd.  The permission and user audit bits on the target of the symbolic link must have the required settings.

The following represents a hierarchy for permission bits from least restrictive to most restrictive:

7
rwx

(least restrictive)

6
rw-

3
-wx

2
-w-

5
r-x

4
r--

1
--x

0
---

(most restrictive)


The possible audit bits settings are as follows:


f
log for failed access attempts


a
log for failed and successful access


-
no auditing

c)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following HFS object access authorization(s) for the OS/390 UNIX Telnet Server is (are) inappropriate:

1) HFS object permission bits allow inappropriate access.

2) Justification for access authorization was not provided.

3) HFS object user audit bits provide inadequate logging.

Reference:
OS/390 STIG
4.4.3.2
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IDMS Data Analysis Checklist

___
PDI Screen Sort Order:  ZIDMA010


Default Severity: Category II
I.
IDMS Resource Type
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

b)
If TYPE(SGO) is defined, there is NO FINDING.

c)
If TYPE(SGO) is not defined, this is a FINDING.  The finding should read:

TYPE(SGO) is not defined to the security database.
Reference:
OS/390 STIG
9.4.1.3

9.4.2.3
II.
IDMS External Security

a) Refer to the following report produced by the IDMS Data Collection Checklist:

· SRTTDUMP(SRTTnn)

b) This checklist item will verify two values.  The first check is to make sure that the IDMS Central Version (CV) is using an external ACP for Signon processing.  The second check is to verify that the correct EXTCLS or resource class has been specified.

Browse the SRTTnn report(s), where nn is a number between 01 and 99 that the reviewer assigned in the data collection portion of the SRR.



Determine if EXTERNAL security is being used.

In the TEXT representation of the dump, located on the right-hand side, locate the following string:

SGON.SIGNON

Once found, locate the HEX representation of the string directly to the left of the TEXT representation.

Three FULLWORDS (4 bytes per word) of blanks (HEX representation is 40 for a blank) follow the end of the string (for a total of 12 blanks or 12 iterations of 40).  The very next byte (or 2 HEX characters) will contain one of the following:

NOTE:
Alternatively, this field is located at offset x‘824’ from the beginning of the module (record sequence number 6).



x’00’ – Indicates that security has been turned off.



x’01’ – Indicates INTERNAL security is being used.



x’02’ – Indicates EXTERNAL security is being used.

c)
If the value found in the dump is x‘02’, there is NO FINDING.

d)
If the value found in the dump is x‘00’ or x’01’, this is a FINDING.

Determine if the standard resource class value has been specified.

Check the value of the field starting at offset x ‘869’ from the beginning of the module (record sequence 6).  The value should be SGO.

e)
If the value found in the dump correct, there is NO FINDING.

f)
If the value found in the dump is not correct, this is a FINDING.

NOTE:
If the only finding is that the DISA standard value is not used for the resource type, downgrade this finding to a Category IV.  Also, the reviewer should make a note of this value, as it will be needed elsewhere in the IDMS checklist.

The following introductory sentence will be used for all findings.

The following IDMS CV(s) is (are) configured improperly:

1)
External security is not in effect.

2)
The DISA standard resource type SGO is not in use.

Reference:
OS/390 STIG
9.4.1.3

III.
IDMS Resources
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(IDMSSGON)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
-
ACF2CMDS.RPT(LOGONIDS)

Refer to the IDMS Data Collection Worksheet.

b) If each IDMS Central Version (CV) has a rule defined to TYPE(SGO), there is NO FINDING.

NOTE:
The rule (i.e., resource name) is the IDMS SYSTEM ID specified when the IDMS CV is generated.
c) If any IDMS Central Version (CV) does not have a rule defined to TYPE(SGO), this is a FINDING.  The finding should read:

The following IDMS resource(s) is (are) protected improperly:

1) No IDMS CVs are defined to TYPE(SGO).

2) IDMS CV(s) is (are) not defined to TYPE(SGO).

3) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
9.4.2.3

___
PDI Screen Sort Order:  ZIDMA020


Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

· SENSITVE.RPT(IDMSRPT)

b)
If ACF2 data set rules for IDMS system data sets (e.g., SYS3.IDMS.-) restrict UPDATE and/or ALLOCATE access to only systems programming personnel, there is NO FINDING.

c)
If (b) above is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.

3) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
3.1.5.1

3.2.5.1

9.4.1.1

9.4.2.1

___
PDI Screen Sort Order:  ZIDMA030


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(LOGONIDS)

Refer to the IDMS Data Collection Worksheet.

b) Ensure the following items are in effect for IDMS CV logonids:

· A unique logonid is associated with each IDMS CV.

· Logonids of IDMS CVs that run as a started task, have the following attributes:


MUSASS, NO-SMC, JOBFROM, MUSUPDT, STC

· Logonids of IDMS CVs that run as a batch job have the following attributes:



MUSASS, NO-SMC, JOBFROM, MUSUPDT, RESTRICT, 



PGM(xxxxxxxx), SUBAUTH

c) If all items in (b) are true, there is NO FINDING.

d) If any item in (b) is untrue, this is a FINDING.  The FINDING should read:

The following IDMS CV STC(s) and/or batch jobs(s) is (are) defined improperly:

1) Each IDMS CV is not assigned a unique logonid.

2) Logonid(s) does (do) not have the required attributes specified.

Reference:
OS/390 STIG
9.4.1.2

9.4.2.2

Integrated Operation Architecture (IOA) Data Analysis Checklist


___PDI Screen Sort Order:  ZIOAA010


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· SENSITVE.RPT(IOARPT)

b) If the ACF2 data set rules for IOA data sets restrict UPDATE and ALTER access to OS/390 systems programming personnel, operations personnel, and IOA product STCs, there is NO FINDING.

c) For authorized users outside the system-support realm access to IOA data sets will be permitted using program pathing and logging. Refer to the ACF2 Data Collection Checklist:
-
ACF2CMDS.RPT(BL)


Ensure that the following items are in effect:

1) ACF2 data set access rules are fully qualified and not generic.

2) UPDATE and ALTER access is granted at the user-id level.

3) UPDATE and ALTER access is logged.

4)  Program pathing is in effect restricting access using INCONTROL products.

NOTE: If there are no users defined who are outside of the traditional data center support staff there is NO FINDING

d) If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) are inappropriate:

Additional discrepancies were identified.  For a complete list of userids/data sets, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.SENSITVE.RPT(IOARPT).)

1) Data set access authorization does not restrict UPDATE and/or ALTER access to systems programming personnel and/or operations personnel.

2) Justification for access authorization was not provided.

3) Access authorization is not granted at the userid level.

4) ACF2 rules do not specify fully qualified data set(s).

5) Access is not restricted using INCONTROL products.

6) All data set UPDATE and/or ALTER access is not logged.

Reference:
OS/390 STIG
3.1.5.1

3.2.5.1

16.2.1  

16.2.2

16.2.3

16.4.2  

16.4.3  

___
PDI Screen Sort Order:  ZIOAA020


Default Severity: Category II
I.
IOA Security Exits

a)
Interview the systems programmer responsible for the IOA product.  Determine if the site has modified the security exits IOASE06, IOASE07, IOASE09, IOASE12, and IOASE32.

b)
If there have been no modifications to the security exits, or if modifications have been approved by Field Security Operations and the approval is on file for examination, there is NO FINDING.

c)
If there have been site modifications to the security exits and these modifications have not been approved by Field Security Operations, this is a FINDING. The finding should read:

The following site-modified IOA security exit(s) is (are) present on this domain and has (have) not been approved by DISA:

Reference:
OS/390 STIG
16.2.1 (4)

16.2.1 (6)

II.
CONTROL-O Security Exits
a)
Interview the systems programmer responsible for the CONTROL-O product.  Determine if the site has modified the security exits CTOSE01, CTOSE02, CTOSE03, CTOSE04, and CTOSE08.

b)
If there have been no modifications to the security exits, or if modifications have been approved by Field Security Operations and the approval is on file for examination, there is NO FINDING.

c)
If there have been site modifications to the security exits and these modifications have not been approved by Field Security Operations, this is a FINDING.  The finding should read:

The following site-modified CONTROL-O security exit(s) is (are) present on this domain and has (have) not been approved by DISA:
Reference:
OS/390 STIG
16.2.1 (6)

16.2.2 (4)

III.
CONTROL-M Security Exits
a)
Interview the systems programmer responsible for the CONTROL-M product.  Determine if the site has modified the security exits CTMSE01, CTMSE02, and CTMSE08.

b)
If there have been no modifications to the security exits, or if modifications have been approved by Field Security Operations and the approval is on file for examination, there is NO FINDING.

c)
If there have been site modifications to the security exits and these modifications have not been approved by Field Security Operations, this is a FINDING.  The finding should read:

The following site-modified CONTROL-M security exit(s) is (are) present on this domain and has (have) not been approved by DISA:
Reference:
OS/390 STIG
16.2.1 (6)

16.2.3 (1)

___
PDI Screen Sort Order:  ZIOAA030


Default Severity: Category II
Note: This Finding applies to IOA version 5.14 and below.  If the site is running IOA version 6 or above, mark this finding  'NOT REVIEWED'.  Document the finding with the following statement in the SRDDB Module Text, Additional Considerations


Finding #  - Not reviewed pending completion of research and upgrade for new 


release.

I.
IOA Security Parameters
a)
Refer to the following report produced by the IOA Data Collection Checklist:

-
IOA.RPT(IOASECUR)

b) Review IOA.RPT(IOASECUR) for the eye-catcher of ‘$$IOAEDM’ at hex offset 00, if the eye-catcher is found at hex offset 00, this is not a FINDING.

c) Review IOA.RPT(IOASECUR) for information as indicated in Section 16.2.1, IOA, Table B-59 and Section 16.3.1, IOA, Table B-65 of the OS/390 STIG.  If all of the following are specified, this is not a FINDING.

____
If the ACP identifier at hex offset 14 has the value of x’C1C3C6F2’ (ACF2).

____
If IOA Security Parameter SECTOL at hex offset 09 has the value of x’D5’ (N).

____
If IOA Security Parameter DFMI06 at hex offset 0A has the value of x’C5’ (E).

____
If IOA Security Parameter DFMI07 at hex offset 0B has the value of x’C5’ (E).

____
If IOA Security Parameter DFMI09 at hex offset 0C has the value of x’C5’ (E).

____
If IOA Security Parameter DFMI12 at hex offset 0D has the value of x’C5’ (E).

____
If IOA Security Parameter DFMI32 at hex offset 0E has the value of x’C5’ (E).

____
If IOA Security Parameter IOACLASS at hex offset 28 has the value of x’C9D6C1C6C1C3’ (IOAFAC).

____
If IOA Security Parameter IOATCBS at hex offset 39 has the value of x’E8’ (Y).

d)
If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

The following IOA security parameter(s) is (are) defined improperly:
1) The ACF2 security interface is not installed.

2) The SECTOL parameter value is not set to NO.

3) The DFMI06 parameter value is not set to EXTEND.

4) The DFMI07 parameter value is not set to EXTEND.

5) The DFMI09 parameter value is not set to EXTEND.

6) The DFMI12 parameter value is not set to EXTEND.

7) The DFMI32 parameter value is not set to EXTEND.

8) The IOACLASS parameter value is not set to FAC.

9) The IOATCBS parameter value is not set to YES.

Reference:
OS/390 STIG
16.2.1 (2)

16.2.1 (4)

16.3.1 (5)

16.3.1 (6)
II.
CONTROL-O Operational Parameters
a)
Refer to the following report produced by the IOA Data Collection Checklist:

-
IOA.RPT(CTOPARM)

b) Review IOA.RPT(CTOPARM) for the eye-catcher of ‘CONTROLO’ at hex offset 01 for Release 5.0.0 or hex offset 65 for Release 5.1.4, if the eye-catcher is found, this is not a FINDING.

c)
Review IOA.RPT(CTOPARM) for information as indicated in Section 16.2.2, Control‑O, of the OS/390 STIG, in the table entitled CONTROL-O Operational Parameters.  If all of the following are specified, this is not a FINDING.

____
If CONTROL-O Operational Parameter RUNTDFT at hex offset 86 for Release 5.0.0 or E8 for Release 5.1.4 has the value of x’D6’ (O).

____
If CONTROL-O Operational Parameter RUNTCACH at hex offset 88 for Release 5.0.0 or EC for Release 5.1.4 has the value of x’00000064’.

____
If CONTROL-O Operational Parameter AUTOMLOG at hex offset 8C for Release 5.0.0 or F0 for Release 5.1.4 has the value of x’C4’ (D) for pre-MVS 3.1.3 or x’E5’ (V) for MVS 3.1.3 and post MVS 3.1.3.

d)
If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

The following CONTROL-O operational parameter(s) is (are) defined improperly:

1) The RUNTDFT parameter value is not set to OWNER.

2) The RUNTCACH parameter value is not set to 100.

3) The AUTOMLOG parameter value is not set to V.

Reference:
OS/390 STIG
16.2.2 (2)

III.
CONTROL-O Security Parameters

a)
Refer to the following report produced by the IOA Data Collection Checklist:

-
IOA.RPT(CTOSE01)

b)
Review IOA.RPT(CTOSE01) for the eye-catchers of ‘$$IOAEDM’ at hex offset 00 and ‘$$CTOEDM’ at hex offset 40, if these eye-catchers are found at hex offsets 00 and 40, this is not a FINDING.

c)
Review IOA.RPT(CTOSE01) for information as indicated in Section 16.2.2, CONTROL-O, Table B-62of the OS/390 STIG.  If all of the following are specified, this is not a FINDING.

____
If CONTROL-O Security Parameter DFMO01 at hex offset 4A has the value of x’C5’ (E).

____
If CONTROL-O Security Parameter DFMO02 at hex offset 4B has the value of x’C5’ (E).

____
If CONTROL-O Security Parameter DFMO03 at hex offset 4C has the value of x’C5’ (E).

____
If CONTROL-O Security Parameter DFMO04 at hex offset 4D has the value of x’C5’ (E).

____
If CONTROL-O Security Parameter DFMO08 at hex offset 4E has the value of x’C5’ (E).

d)
If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

The following CONTROL-O security parameter(s) is (are) improperly defined:

1) The DFMO01 parameter value is not set to EXTEND.

2) The DFMO02 parameter value is not set to EXTEND.

3) The DFMO03 parameter value is not set to EXTEND.

4) The DFMO04 parameter value is not set to EXTEND.

5) The DFMO08 parameter value is not set to EXTEND.

Reference:
OS/390 STIG
16.2.2 (4)

IV.
CONTROL-M Security Parameters

a)
Refer to the following report produced by the IOA Data Collection Checklist:

-
IOA.RPT(CTMSE01)

b) Review IOA.RPT(CTMSE01) for the eye-catchers of ‘$$IOAEDM’ at hex offset 00 and ‘$$CTMEDM’ at hex offset 40, if these eye-catchers are found at hex offsets 00 and 40, this is not a FINDING.

c)
Review IOA.RPT(CTMSE01) for information as indicated in Section 16.2.3, CONTROL-M, TABLE B-64 and Section 16.3.3, CONTROL-M, Table B-66, of the OS/390 STIG.  If all of the following are specified, this is not a FINDING.

____
If CONTROL-M Security Parameter DFMM01 at hex offset 4A has the value of x’C5’ (E).

____
If CONTROL-M Security Parameter DFMM02 at hex offset 4B has the value of x’C5’ (E).

____
If CONTROL-M Security Parameter DFMM08 at hex offset 4C has the value of x’C5’ (E).

____
If CONTROL-M Security Parameter SAFJCARD at hex offset 50 has the value of x’E4’ (U).

____
If CONTROL-M Security Parameter MSUBCHK at hex offset 51 has the value of x’D5’ (N).

d)
If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

The following CONTROL-M security parameter(s) is (are) improperly defined:

1) The DFMM01 parameter value is not set to EXTEND.

2) The DFMM02 parameter value is not set to EXTEND.

3) The DFMM08 parameter value is not set to EXTEND.

4) The SAFJCARD parameter value is not set to U(ser).

5) The MSUBCHK parameter value is not set to NO.

Reference:
OS/390 STIG
16.2.3 (1)

16.3.3 (2)

___
PDI Screen Sort Order:  ZIOAA040


Default Severity: Category II

I.
IOA Resource Definition
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(ACFGSO)

b)
If a SAFMAPS entry, pre-6.0 ACF2, or CLASMAP entry, post-6.0 ACF2, is defined for the resource class of IOAFAC, there is NO FINDING.

c)
If a SAFMAPS entry, pre-6.0 ACF2, and CLASMAP entry, post-6.0 ACF2, is not defined for the resource class of IOAFAC, this is a FINDING.  The finding should read:

The IOA SAF Facility is not correctly defined to ACF2.
Reference:
OS/390 STIG
16.3.1 (2)

II.
IOA Resource Access
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(RESOURCE)

b) Review resource rules for TYPE(FAC), or TYPE(IOA), and ensure access authorization to IOA resources is restricted to appropriate personnel.

1) $$IOAONLINE.qname protects access to the IOA Online facility.  From the main menu you can access other BMC products (e.g., CONTROL-O, CONTROL-M).  Only system-level support personnel (e.g., systems programmers, operators, production control, etc.) should be allowed access.

2)
$$ADD, $$DEL, $$CHA, $$CHK, $$NEW, $$ERA-prefixed resources protect aspects of setting up a batch environment for CONTROL-M.

3)
$$IOACMD.qname.cmndtext protects the issuing of operator commands from CONTROL-O.  Section 3.1.5.6, OS/390 System Command Controls, of the OS/390 STIG should provide some guidance on appropriate access authorization.

4)
$$IOADIR (list directory), $$IOAVIW (read), $$IOAEDT(edit), $$IOASAV(update), $$IOADEL(delete) protect access to user data sets containing items such as JCL, documentation, and IOA tables and calendars.

5)
The default access of PREVENT is specified for all the IOA resources mentioned in Items 1-4 above that are defined to the security database.
c) If all the items in (b) above are true, there is NO FINDING.

d)
If any item in (b) above is untrue, this is a FINDING.  The finding should read:

The following IOA resource(s) is (are) protected improperly:
1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.
3) No IOA resources are defined to the FACILITY resource class.
4) The default access of PREVENT is not specified.
Reference:
OS/390 STIG
16.2.1

16.3.1 (3)

16.3.1 (4)

III.
CONTROL-O Resource Access

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(RESOURCE)

b)
Review resource rules for TYPE(FAC), or TYPE(IOA), and ensure access authorization to CONTROL-O resources is restricted to appropriate personnel.

Currently, the OS/390 STIG provides no guidance on what constitutes appropriate access or appropriate personnel.  Apply the following items in determining appropriate access authorization:

1) $$CTO and $$RUL-prefixed resources protect the facilities and functions of CONTROL-O.  Only systems programming personnel and operations staff should be allowed access.
2) The default access of PREVENT is specified for all $$CTO and $$RUL-prefixed resources that are defined to the security database.

c)
If both items in (b) above are true, there is NO FINDING.

d)
If either item in (b) is untrue, this is a FINDING.  The finding should read:

The following CONTROL-O resource(s) is (are) protected improperly:
1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) No CONTROL-O resources are defined to the FACILITY resource class.

4) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
16.2.2 (3)

16.2.2 (4)

16.2.2 (5)

16.3.2 (2)

16.3.2 (3)

16.3.2 (4)

IV.
CONTROL-M Resource Access
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(RESOURCE)

b)
Review resource rules for TYPE(FAC), or TYPE(IOA), and ensure access authorization to CONTROL-M resources is restricted to appropriate personnel.

Currently, the OS/390 STIG provides no guidance on what constitutes appropriate access or appropriate personnel.  Apply the following items in determining appropriate access authorization:

1) $$JOB, $$STC, $$STR, $$CTM, and $$REF-prefixed resources protect the facilities and functions of CONTROL-M.  Only systems programming personnel, production control staff, and possibly operations staff should be allowed access.
2) The default access of PREVENT is specified for all CONTROL-M resources mentioned in Item 1 above that are defined to the security database.

c)
If both items in (b) above are true, there is NO FINDING.

d)
If either item in (b) is untrue, this is a FINDING.  The finding should read:

The following CONTROL-M resource(s) is (are) protected improperly:
1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) No CONTROL-M resources are defined to the FACILITY resource class.

4) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
16.2.3 (2)

16.2.3 (4)

16.3.3 (3)

16.3.3 (4)

16.3.3 (5)

___
PDI Screen Sort Order:  ZIOAA050


Default Severity: Category II

I.
IOA STC Definitions

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(ATTSTC)

b)
The IOA STCs IOAOMON and IOAVMON are defined with the following attributes:

MUSASS

NO-SMC

STC

c)
If (b) above is true, there is NO FINDING.

d)
If (b) above is untrue, this is a FINDING.  The finding should read:

The following IOA STC(s) is (are) defined improperly:

1) DISA standard STC name(s) is (are) not in use.

2) Started task(s) is (are) not assigned a unique logonid.

3) STC logonid attribute(s) is (are) not specified as required.

Reference:
OS/390 STIG
16.3.1 (1)

II.
CONTROL-O STC Definitions

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(ATTSTC)

b)
The CONTROL-O STCs CONTROLO and the CONTROL-O servers (CTOSRVxx) are defined with the following attributes:

MUSASS

STC

NO-SMC

c)
If (b) above is true, there is NO FINDING.

d)
If (b) above is untrue, this is a FINDING.  The finding should read:

The following CONTROL-O STC(s) is (are) defined improperly:

1) DISA standard STC name(s) is (are) not in use.

2) Started task(s) is (are) not assigned a unique logonid.

3) STC logonid attribute(s) is (are) not specified as required.

Reference:
OS/390 STIG
16.3.2 (1)

III.
CONTROL-M STC Definitions

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(ATTSTC)

b)
The CONTROL-M STCs CONTROLM and CONTDAY are defined with the following attributes:

MUSASS

NO-SMC

STC

c)
If (b) above is true, there is NO FINDING.

d)
If (b) above is untrue, this is a FINDING.  The finding should read:

The following CONTROL-M STC(s) is (are) defined improperly:

1) DISA standard STC name(s) is (are) not in use.

2) Started task(s) is (are) not assigned a unique logonid.

3) STC logonid attribute(s) is (are) not specified as required.

Reference:
OS/390 STIG
16.3.3 (1)

JES2 Data Analysis Checklist

___
PDI Screen Sort Order:  ZJESA010


Default Severity: Category II
I.
RJE Logonids

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

· PARMLIB(JES2 parameters)

Refer to the following reports produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(LOGONIDS)

· ACF2CMDS.RPT(RULES)

· ACF2CMDS.RPT(RESOURCE)

b)
Review the JES2 parameters for RJE workstation definitions by searching for RMT( in the report.

c)
Ensure the RJE workstation logonids are defined as follows:

1)
A logonid of RMTnnnn is defined to ACF2 for each RJE workstation, where nnnn is the number on the RMT statement.

2)
No authorizations to user privileges (e.g., TSO, CICS, etc.).

3)
Restricted from accessing all data sets and resources.

d)
If all of the above are true, there is NO FINDING.

e)
If any of the above are untrue, this is a FINDING.  The finding should read:

The following RJE workstation(s) is (are) defined improperly:
1) No RJE workstation logonids are defined to the security database.

2) RJE workstation(s) is (are) not assigned a valid logonid.

3) Authorization to user privilege(s) is inappropriate.

4) Access authorization to data set(s) and/or resource(s) is inappropriate.

Reference:
OS/390 STIG
5.1.1

5.2.1

II.
NJE Logonids

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

· PARMLIB(JES2 parameters)

Refer to the following reports produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(LOGONIDS)

· ACF2CMDS.RPT(RULES)

· ACF2CMDS.RPT(ACFGSO)

b)
Review the JES2 parameters for NJE node definitions by searching for NODE( in the report.

c)
Ensure the NJE node logonids are defined as follows:

1)
A logonid of nodename is defined to ACF2 for each NJE node, where nodename is the NAME parameter value specified on the NODE statement.

2)
No authorizations to user privileges (e.g., TSO, CICS, etc.).

3)
Restricted from accessing all data sets and resources.

d)
If all of the above are true, there is NO FINDING.

e)
If any of the above are untrue, this is a FINDING.  The finding should read:

The following NJE node(s) is (are) defined improperly:
1) No NJE node logonids are defined to the security database.

2) NJE node(s) is (are) not assigned a valid logonid.

3) Authorization to user privilege(s) is inappropriate.

4) Access authorization to data set(s) and/or resource(s) is inappropriate.

Reference:
OS/390 STIG
5.1.1

5.2.1

III.
Remote Resource Authorizations

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(RESOURCE)

Refer to the following report produced by the OS/390 Data Collection Checklist:

· PARMLIB(JES2 parameters)

b)
Review the following resources in the FACILITY resource class (i.e., TYPE(FAC)):

NJE.-

RJE.-

NJE.nodename
RJE.workstation 

NOTE 1:
Nodename is the NAME parameter value specified on the NODE statement. Review the JES2 parameters for NJE node definitions by searching for NODE( in the report.

NOTE 2:
Workstation is RMTnnnn, where nnnn is the number on the RMT statement.  Review the JES2 parameters for RJE workstation definitions by searching for RMT( in the report.
c)
If all JES2 defined NJE nodes and RJE workstations are defined to the FACILITY resource class, there is NO FINDING.

NOTE:
NJE.- and RJE.- rules will force logonid and password protection of all NJE and RJE connections respectively.  This method is acceptable in lieu of using discrete profiles.

d)
If any JES2 defined NJE node or RJE workstation is not defined to the FACILITY resource class, this is a FINDING. The finding should reading should read:

The following NJE node(s) and/or RJE workstation(s) is (are) protected improperly:

1) No remote resources are defined to the FACILITY resource class.

2) Remote resource(s) is (are) not defined to the FACILITY resource class.

Reference:
OS/390 STIG
5.1.8

5.2.8

___
PDI Screen Sort Order:  ZJESA020


Default Severity: Category II
I.
JESINPUT Resource Definitions

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(JESINPUT)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
· ACF2CMDS.RPT(ACFGSO)

b)  Review the ACFGSO report.  If CLASMAP defines JESINPUT as TYPE(INP),  there is NO FINDING.

NOTE:
If CLASMAP defines JESINPUT as anything other than TYPE(INP), replace INP below with the appropriate three letters.
Refer to the following report produced by the OS/390 Data Collection Checklist:

· PARMLIB(JES2 parameters)

c)
Review the following resources in the JESINPUT resource class (i.e., TYPE(INP)):

INTRDR

(internal reader for batch jobs)
nodename

(NJE node)
OFFn.-


(spool offload receiver)
OFFn.JR

(spool offload job receiver)
OFFn.SR

(spool offload SYSOUT receiver)
Rnnnn.RDm

(RJE workstation)
RDRnn


(local card reader)
STCINRDR

(internal reader for started tasks)
TSUINRDR

(internal reader for TSO logons)

NOTE 1:
Nodename is the NAME parameter value specified on the NODE statement. Review the JES2 parameters for NJE node definitions by searching for NODE( in the report.

NOTE 2:
OFFn, where n is the number of the offload receiver. Determine the numbers by searching for OFF( in the JES2 parameters.

NOTE 3:
Rnnnn.RDm, where nnnn is the number of the remote workstation and m is the number of the reader.  Determine the numbers by searching for .RD in the JES2 parameters.

NOTE 4:
RDRnn, where nn is the number of the reader.  Determine the numbers by searching for RDR( in the JES2 parameters.

d)
Ensure the following items are in effect:

1) The CLASMAP record defines the JESINPUT resource class.

2) The resources mentioned in (b) are protected by generic and/or fully qualified rules defined to the JESINPUT resource class.

3) A default access of PREVENT is specified for all resources.

NOTE:
A default access of READ is allowed for input sources that are permitted to submit jobs for all users.  Currently, the STIG provides no guidance on which input sources are appropriate for a default access of READ.  However, common sense should prevail during the analysis.  For example, a default access of READ would typically be inappropriate for RJE, NJE, offload, and STC input sources.

e)
If all of the items in (b) and (d) are true, there is NO FINDING.

f)
If any item in (b) or (d) is untrue, this is a FINDING.  The finding should read:

The following JESINPUT resource(s) is (are) protected improperly:
1) The JESINPUT resource class is not defined to the GSO CLASMAP record.

2) Required resource(s) is (are) not defined to the JESINPUT resource class.

3) The default access of PREVENT or READ is not specified.

4) The default access of READ is inappropriate.

5)  DISA Standard CLASMAP TYPE(INP) is  not in use.

Reference:
OS/390 STIG
5.1.2

5.2.2

II.
JESINPUT Access Authorization

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(JESINPUT)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
If access authorization for resources defined to the JESINPUT resource class is restricted to the appropriate personnel, there is NO FINDING.

NOTE:
Currently, the OS/390 STIG provides no guidance on what constitutes appropriate access.   However, common sense should prevail during the analysis.  For example, access to the offload input sources should be limited to systems personnel (e.g., operations staff).

c)
If access authorization for any resource defined to the JESINPUT resource class is inappropriate, this is a FINDING.  The finding should read:

The following access authorization(s) for JESINPUT resource(s) is (are) inappropriate:
1) Access authorization does not restrict READ access to appropriate personnel.

2) Justification for access authorization was not provided.

3) No resources are defined to the JESINPUT resource class.

Reference:
OS/390 STIG
5.1.2

5.2.2

___
PDI Screen Sort Order:  ZJESA030


Default Severity: Category II
I.
WRITER Resource Definitions

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(WRITER) 

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
· ACF2CMDS.RPT(ACFGSO)

b)  Review the ACFGSO report.  If CLASMAP defines WRITER as TYPE(WTR), There is NO FINDING.

NOTE:
If CLASMAP defines WRITER as anything other than TYPE(WTR), replace WTR below with the appropriate three letters.
Refer to the following reports produced by the OS/390 Data Collection Checklist:

· EXAM.RPT(SUBSYS)

· PARMLIB(JES2 parameters)

c)
Review the following resources in the WRITER resource class (i.e., TYPE(WTR)):

JES2.-



(backstop profile)

JES2.LOCAL.OFFn.- 

(spool offload transmitter)
JES2.LOCAL.OFFn.ST
(spool offload SYSOUT transmitter)

JES2.LOCAL.OFFn.JT
(spool offload job transmitter)

JES2.LOCAL.PRTn

(local printer)
JES2.LOCAL.PUNn

(local punch)
JES2.NJE.nodename

(NJE node)
JES2.RJE.Rnnnn.PRm
(remote printer)

JES2.RJE.Rnnnn.PUm
(remote punch)

NOTE 1:
JES2 is typically the name of the JES2 subsystem.  Refer to the SUBSYS report and locate the entry with the description of PRIMARY JOB ENTRY SUBSYSTEM.  The SUBSYSTEM NAME of this entry is the name of the JES2 subsystem.

NOTE 2:
OFFn, where n is the number of the offload transmitter.  Determine the numbers by searching for OFF( in the JES2 parameters.

NOTE 3:
PRTn, where n is the number of the local printer.  Determine the numbers by searching for PRT( in the JES2 parameters.

NOTE 4:
PUNn, where n is the number of the local card punch.  Determine the numbers by searching for PUN( in the JES2 parameters.

NOTE 5:
Nodename is the NAME parameter value specified on the NODE statement. Review the JES2 parameters for NJE node definitions by searching for NODE( in the report.

NOTE 6:
Rnnnn.PRm, where nnnn is the number of the remote workstation and m is the number of the printer.  Determine the numbers by searching for .PR in the JES2 parameters.

NOTE 7:
Rnnnn.PUm, where nnnn is the number of the remote workstation and m is the number of the punch.  Determine the numbers by searching for .PU in the JES2 parameters.
d)
Ensure the following items are in effect: 

1) The CLASMAP record defines the WRITER resource class.

2) The JES2.- resource is defined to the WRITER resource class with a default access of PREVENT.

3) The other resources mentioned in (b) are protected by generic and/or fully qualified rules defined to the WRITER resource class with a default access of PREVENT.

NOTE:
A default access of READ is allowed for output destinations that are permitted to route output for all users.  Currently, the OS/390 STIG provides no guidance on which output destinations are appropriate for a default access of READ.  However, common sense should prevail during the analysis.  For example, a default access of READ would typically be inappropriate for RJE, NJE, and offload output destinations.

e)
If all of the items mentioned in (b) and  (d) are true, there is NO FINDING.

f)
If any item mentioned in (b) or (d) is untrue, this is a FINDING.  The finding should read:

The following WRITER resource(s) is (are) protected improperly:

1) The WRITER resource class is not defined to the GSO CLASMAP record.

2) Required resource(s) is (are) not defined to the WRITER resource class.

3) The default access of PREVENT is not specified.

4) The default access of PREVENT or READ is not specified.

5) The default access of READ is inappropriate.

6) DISA Standard CLASMAP TYPE(WTR) is  not in use.

Reference:
OS/390 STIG
5.1.3

5.2.3
II.
WRITER Access Authorizations

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(WRITER)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
If access authorization for resources defined to the WRITER resource class is restricted to the appropriate personnel, there is NO FINDING.

NOTE:
Currently, the OS/390 STIG provides no guidance on what constitutes appropriate access.  However, common sense should prevail during the analysis.  For example, access to the offload output destinations should be limited to systems personnel (e.g., operations staff).

c)
If access authorization for any resource defined to the WRITER resource class is inappropriate, this is a FINDING.  The finding should read:

The following access authorization(s) for WRITER resource(s) is (are) inappropriate:
1) Access authorization does not restrict READ access to appropriate personnel.

2) Justification for access authorization was not provided.
3) No resources are defined to the WRITER resource class.

Reference:
OS/390 STIG
5.1.3

5.2.3

___
PDI Screen Sort Order:  ZJESA040


Default Severity: Category II
I.
JESSPOOL Resource Controls

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(JESSPOOL)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
· ACF2CMDS.RPT(ACFGSO)

b)  Review the ACFGSO report.  If CLASMAP defines JESSPOOL as TYPE(SPL), there is NO FINDING.
NOTE:
If CLASMAP defines JESSPOOL as anything other than TYPE(SPL), replace SPL below with the appropriate three letters.
Refer to the following report produced by the OS/390 Data Collection Checklist:

· PARMLIB(JES2 parameters)

c)
Ensure the following items are in effect:

1)
The CLASMAP record defines the JESSPOOL resource class.

2)
The following resources are defined to the JESSPOOL resource class (i.e., TYPE(SPL)) with a default access of PREVENT:

localnodeid.-

localnodeid.JES2.$TRCLOG.taskid.-.JESTRACE

localnodeid.+MASTER+.SYSLOG.jobid.-.SYSLOG
NOTE 1:
These resource rules may be more generic as long as they pertain directly to the JESTRACE and SYSLOG data sets.  For example:

localnodeid.JES2.-.-.-.JESTRACE

localnodeid.+MASTER+.-.-.-.-

NOTE 2:
Review the JES2 parameters to determine the localnodeid by searching for OWNNODE in the NJEDEF statement, and then searching for NODE(nnnn) (where nnnn is the value specified by OWNNODE).  The NAME parameter value specified on this NODE statement is the localnodeid.
3)
The following resource is defined to the JESSPOOL resource class (i.e., TYPE(SPL)) with a default access of READ:

localnodeid.jesid.$JESNEWS.taskid.Dnewslvl.JESNEWS

jesid     The logonid associated with your JES2 system.

NOTE:
This resource rule may be more generic as long as it pertains directly to the JESNEWS data set.  For example:

localnodeid.jesid.$JESNEWS.-.-.JESNEWS
d)
If all of the items in (b) and (c) are true, there is NO FINDING.

e)
If any item in (b)  or (c) is untrue, this is a FINDING.  The finding should read:

The following JESSPOOL resource(s) is (are) protected improperly:
1) The JESSPOOL resource class is not defined to the GSO CLASMAP record.

2) Required resource(s) is (are) not defined to the JESSPOOL resource class.

3) The default access of PREVENT is not specified.

4) The default access of READ is not specified.

5) DISA Standard CLASMAP TYPE(SPL) is  not in use.

Reference:
OS/390 STIG
5.1.4

5.2.4

II.
JESNEWS Access Controls

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(OPERCMDS)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
· ACF2CMDS.RPT(ACFGSO)

· ACF2CMDS.RPT(LOGONIDS)

NOTE:
Review the ACFGSO report.  If CLASMAP defines OPERCMDS as anything other than TYPE(OPR), replace OPR below with the appropriate three letters.
Refer to the following report produced by the OS/390 Data Collection Checklist:

· EXAM.RPT(SUBSYS)

b)
Review the resource rules for the OPERCMDS resource class (i.e., TYPE(OPR)) and ensure the following items are in effect:

1) The JES2.UPDATE.JESNEWS resource is defined to the OPERCMDS resource class with a default access of PREVENT.

NOTE:
JES2 is typically the name of the JES2 subsystem.  Refer to the SUBSYS report and locate the entry with the description of PRIMARY JOB ENTRY SUBSYSTEM.  The SUBSYSTEM NAME of this entry is the name of the JES2 subsystem.

2) Access authorization to the JES2.UPDATE.JESNEWS resource in the OPERCMDS class restricts UPDATE access to the appropriate personnel (i.e., users responsible for maintaining the JES News data set) and all access is logged.

c)
If both of the items in (b) are true, there is NO FINDING.

d)
If either item in (b) is untrue, this is a FINDING.  The finding should read:

The following access authorization(s) for the JESNEWS resource is (are) inappropriate:

1) Access authorization does not restrict UPDATE access to the appropriate personnel.

2) Justification for access authorization was not provided.

3) All resource access is not logged.

4) The JES2.UPDATE.JESNEWS resource is not defined to the OPERCMDS resource class.

5) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
5.1.4

5.2.4

III.
JESSPOOL Access Authorizations

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(JESSPOOL)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
· ACF2CMDS.RPT(ACFGSO)

· ACF2CMDS.RPT(LOGONIDS)

NOTE:
Review the ACFGSO report.  If CLASMAP defines JESSPOOL as anything other than TYPE(SPL), replace SPL below with the appropriate three letters.
Refer to the following report produced by the OS/390 Data Collection Checklist:

· PARMLIB(JES2 parameters)

b)
Review the following resources in the JESSPOOL resource class (i.e., TYPE(SPL)):

localnodeid.JES2.$TRCLOG.taskid.-.JESTRACE

localnodeid.+MASTER+.SYSLOG.jobid.-.SYSLOG

NOTE 1:
These resource rules may be more generic as long as they pertain directly to the JESTRACE and SYSLOG data sets.  For example:

localnodeid.JES2.-.-.-.JESTRACE

localnodeid.+MASTER+.-.-.-.-

NOTE 2:
Review the JES2 parameters to determine the localnodeid by searching for OWNNODE in the NJEDEF statement, and then searching for NODE(nnnn) (where nnnn is the value specified by OWNNODE).  The NAME parameter value specified on this NODE statement is the localnodeid.

c)
Ensure that access authorization for the resources mentioned in (b) is restricted to the following:
1) Logonid(s) associated with external writer(s)

NOTE:
An external writer is an STC that removes data sets from the JES spool.  In this case, it is responsible for archiving the JESTRACE and SYSLOG data sets.  The STC default name is XWTR and the external writer program is called IASXWR00.

2) Systems personnel responsible for diagnosing JES2 and OS/390 problems

d)
If both of the above are true, there is NO FINDING.

e)
If either of the above is untrue, this is a FINDING.  The finding should read:

The following access authorization(s) for the JESTRACE and/or SYSLOG resource(s) is (are) inappropriate:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) The JESTRACE and SYSLOG resources are not defined to the JESSPOOL resource class.

Reference:
OS/390 STIG
5.1.4

5.2.4

IV.
SYSIN/SYSOUT Spool Data Set Controls

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(JESSPOOL)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
· ACF2CMDS.RPT(ACFGSO)

· ACF2CMDS.RPT(LOGONIDS)

NOTE:
Review the ACFGSO report.  If CLASMAP defines JESSPOOL as anything other than TYPE(SPL), replace SPL below with the appropriate three letters.
Refer to the following report produced by the OS/390 Data Collection Checklist:

· PARMLIB(JES2 parameters)

b)
Review rules defined to the JESSPOOL resource class (i.e., TYPE(SPL)) for resources with the following naming convention.  These rules may be fully qualified as indicated below or generic:

localnodeid.logonid.jobname.jobid.dsnumber.name
localnodeid
The name of the node on which the SYSIN or SYSOUT data set currently resides.

logonid
The logonid associated with the job.  This is the logonid ACF2 uses for validation purposes when the job runs.

jobname

The name that appears in the name field of the JOB statement.

jobid

The job number JES2 assigned to the job.

dsnumber
The unique data set number JES2 assigned to the spool data set.  A D is the first character of this qualifier.

name

The name of the data set specified in the DSN= parameter of the DD statement.  If the JCL did not specify DSN= on the DD statement that creates the spool data set, JES2 uses a question mark (?).

c)
If the resources described in (b) are not present, there is NO FINDING.

d)
If the resources described in (b) are present, ensure the following items are in effect:

1)
Access authorization restricts READ access to appropriate personnel (e.g., external writer, users with approval of the IAO).

2)
All access is logged.

e)
If both of the above are true, there is NO FINDING.

f)
If either of the above is untrue, this is a FINDING.  The finding should read:

The following access authorization(s) to SYSIN/SYSOUT spool data set(s) is (are) inappropriate:

1) Access authorization does not restrict READ access to appropriate personnel.

2) Justification for access authorization was not provided.

3) All resource access is not logged.

Reference:
OS/390 STIG
5.1.4

5.2.4
___
PDI Screen Sort Order:  ZJESA050


Default Severity: Category II
I.
JES2 Command Resource Definition

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(OPERCMDS)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
· ACF2CMDS.RPT(ACFGSO)

NOTE:
Review the ACFGSO report.  If CLASMAP defines OPERCMDS as anything other than TYPE(OPR), replace OPR below with the appropriate three letters.
Refer to the following report produced by the OS/390 Data Collection Checklist:

· EXAM.RPT(SUBSYS)

b)
Review resource rules for TYPE(OPR).

c)
If the JES2.- resource is defined to the OPERCMDS class with a default access of PREVENT and all access is logged, there is NO FINDING.

NOTE:
JES2 is typically the name of the JES2 subsystem.  Refer to the SUBSYS report and locate the entry with the description of PRIMARY JOB ENTRY SUBSYSTEM.  The SUBSYSTEM NAME of this entry is the name of the JES2 subsystem.

d)
If the JES2.- resource is NOT defined to the OPERCMDS class with a default access of PREVENT, and/or all access is not logged, this is a FINDING.  The finding should read:

The JES2.- resource is protected improperly.

1) The JES2.- resource is not defined to the OPERCMDS resource class.

2) The default access of PREVENT is not specified.

3) All resource access is not logged.

Reference:
OS/390 STIG
5.1.5

5.2.5
II.
JES2 System Command Access

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(OPERCMDS)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
· ACF2CMDS.RPT(ACFGSO)

· ACF2CMDS.RPT(LOGONIDS)

NOTE:
Review the ACFGSO report. If CLASMAP defines OPERCMDS as anything other than TYPE(OPR), replace OPR below with the appropriate three letters.
b)
Review resource rules for TYPE(OPR).

c)
If access to JES2 system commands defined in the table entitled Controls on JES2 XE "Job Entry Subsystem:JES2"  System Commands, in Section 5.1.5, Security Controls for JES2 XE "Job Entry Subsystem:JES2"  Commands, of the OS/390 STIG is restricted to the appropriate personnel (e.g., operations staff, systems programming personnel, general users), there is NO FINDING.
NOTE:
Use the GROUP category specified in the table referenced above as a guideline to determine appropriate personnel access to system commands.

d)
If access to specific JES2 system commands is logged as indicated in the table entitled Controls on JES2 XE "Job Entry Subsystem:JES2"  System Commands, in Section 5.1.5, Security Controls for JES2 XE "Job Entry Subsystem:JES2"  Commands, of the OS/390 STIG, there is NO FINDING.

e)
If either (c) or (d) above is untrue for any JES2 system command resource, this is a FINDING.  The finding should read:

The following access authorization(s) to JES2 system command(s) is (are) inappropriate:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) Resource access is not logged.

4) No JES2 system commands are defined to the OPERCMDS resource class.

Reference:
OS/390 STIG
5.1.5

5.2.5
III.
Installation SOP

a)
Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

· Item 2

b)
Review the installation SOP for JES2 system commands.

c)
Ensure the installation SOP documents the following items, and accurately reflects the current operating environment:

1) Users access to JES2 system commands.

2) Logging requirements of JES2 system commands.

3) Justification for access of JES2 system commands.

4) Policies and procedures for use of sensitive JES2 system commands. 

d)
If all of the above (c) are true, there is NO FINDING.

e)
If any of the above (c) is untrue, incomplete, or not current, this is a FINDING.  The finding should read:

The installation SOP regarding JES2 system commands is documented incorrectly.
1) Users access to JES2 system commands is missing and/or incomplete.

2) Logging requirements of JES2 system commands is missing and/or incomplete.

3) Justification for access of JES2 system commands is missing and/or incomplete.

4) Policies and procedures for use of sensitive JES2 system commands are missing and/or incomplete.

Reference:
OS/390 STIG
5.1.5

5.2.5
IV.
JES2 Exit 36 Documentation

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

· EXAM.RPT(MVSEXITS)

b)
If JES2 Exit 36 is in use and the installation SOP documents the resource class and names used by the exit, there is NO FINDING.

c)
If JES2 Exit 36 is in use and the installation SOP does not document the resource class and names used by the exit, this is a FINDING. The finding should read:

The installation SOP regarding JES2 Exit 36 is documented incorrectly.
The resource class and names used by the exit to control access are missing and/or incomplete.

Reference:
OS/390 STIG
5.1.5

5.2.5

___
PDI Screen Sort Order:  ZJESA060


Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(SURROGAT)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
· ACF2CMDS.RPT(ACFGSO)

b)  Review the ACFGSO report.  If CLASMAP defines SURROGAT as TYPE(SUR), there is NO FINDING.

NOTE:
If CLASMAP defines SURROGAT as anything other than TYPE(SUR), replace SUR below with the appropriate three letters.
c)
If no executionuserid.SUBMIT resources are defined to the SURROGAT resource class, there is NO FINDING.

d)
If executionuserid.SUBMIT resources are defined to the SURROGAT resource class, review resource rules for TYPE(SUR) and ensure the following items are in effect:

1) All executionlogonid.SUBMIT resources defined to the SURROGAT class specify a default access of PREVENT.

2) All resource access is logged.

3) Access authorization is restricted to the minimum number of personnel required for running production jobs.

e)
If all items in  (b), (c) and (d) are true, there is NO FINDING.

e)
If any item in (b), (c) or (d)  is untrue, this is a FINDING.  The finding should read:

The following SURROGAT resource(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) All resource access is not logged.

4) The default access of PREVENT is not specified.

5) DISA Standard CLASMAP TYPE(SUR) is  not in use.

Reference:
OS/390 STIG
5.1.7

5.2.7
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MQSeries Data Analysis Checklist

___
PDI Screen Sort Order:  ZMQSA010

Default Severity: Category I

a)
Refer to the following report produced by the MQSeries Data Collection Checklist:

-
MQSERIES.RPT(MQSssid)

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

b)
Review the MQSssid report(s) and perform the following steps:

1) Find the DISPLAY CHANNEL command to locate the start of the channel definitions.

2) For each channel definition, review the SCYEXIT parameter to ensure that a channel security exit is being utilized.

3) Multiple channels may be defined for a queue manager.  Each channel must have an exit specified in the format SCYEXIT(exitname).
4) Ensure the channel security exit has been approved via the DISA FSO PIA review process.

5) Repeat these steps for each queue manager ssid.

NOTE: For MQSeries Release 5.2 or lower, the exit name specified in the SCYEXIT  parameter will either be the approved GOTS exit MQCHSEC0 or the ProtectMQ exit name of  LIBMQSEC.

c)
If all of the items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

1) The following channel(s) does (do) not have a security exit defined:

2) The following channel exit(s) has (have) not been approved by DISA:

Reference:
OS/390 STIG
4.3.1.1

___
PDI Screen Sort Order:  ZMQSA020

Default Severity: Category II
a)
Refer to the following report produced by the MQSeries Data Collection Checklist:

-
MQSERIES.RPT(MQSssid)

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).
b)
Review the MQSssid report(s) and perform the following steps:

1) Find the DISPLAY SECURITY command to locate the start of the security parameter settings.

2) Review the CSQH015I and CSQH016I messages to determine the Timeout and Interval parameter settings respectively.

3) Repeat these steps for each queue manager ssid.

The OS/390 STIG standard values are:

TIMEOUT(15)

INTERVAL(5)

c)
If the Timeout and Interval values conform to the OS/390 STIG standards, there is NO FINDING.

d)
If the Timeout and/or Interval values do not conform to the OS/390 STIG standards, this is a FINDING.

The following Timeout and/or Interval parameter value(s) is (are) set improperly:

Reference:
OS/390 STIG
4.3.1.4

___
PDI Screen Sort Order:  ZMQSA030

Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(LOGONIDS)

· ACF2CMDS.RPT(ATTSTC)

b)
Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 1 of 2):

-
Item 2

Review MQSeries started tasks and ensure the following items are in effect:

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

ssidMSTR is the name of a queue manager STC.

ssidCHIN is the name of a distributed queuing (a.k.a., channel initiator) STC.

1) Each MQSeries started task is associated with a unique logonid.

2) Each MQSeries STC logonid has the attributes of STC, MUSASS, and NOSMC.

c)
If both of the items in (b) are true, there is NO FINDING.

d)
If either item in (b) is untrue, this is a FINDING.  The finding should read:

The following started task(s) is (are) defined improperly:

1) Started task(s) is (are) not assigned a unique logonid.

2) Started task logonid(s) does (do) not have the STC, MUSASS, and/or NOSMC attributes specified.

Reference:
OS/390 STIG
4.3.2.2.1

___
PDI Screen Sort Order:  ZMQSA040

Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· SENSITVE.RPT(MQSRPT)

b)
Ensure ACF2 data sets rules for MQSeries system data sets (e.g., SYS1.MQSERIES.) restrict access as follows:

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

___
READ access to data sets referenced by the following DDnames is restricted to MQSeries STCs, MQSeries administrators, and system programming personnel. All access to these data sets is logged.

DDname
Procedure
Description
CSQINP1
ssidMSTR
Input parameters

CSQINP2
ssidMSTR
Input parameters

CSQXLIB
ssidCHIN
User exit library
NOTE:
UPDATE and/or ALLOCATE access to these data sets is restricted to MQSeries administrators and systems programming personnel.

___
UPDATE and/or ALLOCATE access to data sets referenced by the following DDnames is restricted to MQSeries STCs, MQSeries administrators, and systems programming personnel.  All UPDATE and ALLOCATE access to these data sets is logged.

DDname
Procedure
Description
CSQPxxxx
ssidMSTR
Page data sets
BSDSx
ssidMSTR
Bootstrap data sets
CSQOUTx
ssidMSTR
SYSOUT data sets

CSQSNAP
ssidMSTR
DUMP data set

(See note)
ssidMSTR
Log data sets

NOTE:
To determine the log data set names, review the JESMSGLG file of the ssidMSTR active task(s).  Find CSQJ001I messages to obtain DSNs.

___
ALLOCATE access to archive data sets is restricted to MQSeries STCs, MQSeries administrator, and system programming personnel.  All ALLOCATE access to these data sets is logged.

NOTE:
To determine the archive data sets names, review the JESMSGLG file of the ssidMSTR active task(s).  Find the CSQY122I message to obtain the ARCPRFX1 and ARCPRFX2 DSN HLQs.

___
Except for the specific data set requirements just mentioned, UPDATE and/or ALLOCATE access to all other MQSeries system data sets is restricted to the MQSeries administrator and system programming personnel.
c)
If all the items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict READ access to appropriate personnel.

2) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to appropriate personnel.

3) Justification for access authorization was not provided.

4) All data set access is not logged.

5) All data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
4.3.2.2.2

___
PDI Screen Sort Order:  ZMQSA050

Default Severity: Category II
I.
Security Classes

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(ACFGSO)

b)
Ensure the following items are defined to ACF2:

1) The SYSTEM AUTHORIZATION FACILITY DEFINITIONS include an entry for MQSeries as follows:

2) INSERT SAFDEF.MQS ID(MQS) FUNCRET(8) RETCODE(4) MODE(IGNORE) RACROUTE(REQUEST=EXTRACT,CLASS=MQADMIN) REP

3) The INTERNAL CLASMAP DEFINITIONS include the following entries:

INSERT CLASMAP.MQADMIN RESOURCE(MQADMIN) RSRCTYPE(MQA) ENTITYLN(62)

INSERT CLASMAP.MQQUEUE RESOURCE(MQQUEUE) RSRCTYPE(MQQ) ENTITYLN(53)

INSERT CLASMAP.MQNLIST RESOURCE(MQNLIST) RSRCTYPE(MQN) ENTITYLN(53)

INSERT CLASMAP.MQCMDS RESOURCE(MQCMDS) RSRCTYPE(MQC) ENTITYLN(22)

INSERT CLASMAP.MQCONN RESOURCE(MQCONN) RSRCTYPE(MQK) ENTITYLN(10)

INSERT CLASMAP.MQPROC RESOURCE(MQPROC) RSRCTYPE(MQP) ENTITYLN(53)

c)
If all of the items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following security definition(s) is (are) specified improperly:

1) MQSeries SAFDEF record is not defined to the security database.

2) MQSeries SAFDEF record is defined improperly.

3) MQSeries CLASMAP record(s) is (are) not defined to the security database.

4) MQSeries CLASMAP record(s) is (are) defined improperly.

Reference:
OS/390 STIG
4.3.2.1

II.
Switch Profile Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQADMIN)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
Review the switch resources defined to TYPE(MQA) (i.e., MQADMIN resource class).

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

c)
If no resource with the first two qualifiers of ssid.NO is defined to TYPE(MQA), there is NO FINDING. 

d)
If any resource with the first two qualifiers of ssid.NO (other than the exception mentioned below) is defined to TYPE(MQA), this is a FINDING.

NOTE:
At the discretion of the IAO, a ssid.NO.CMD.RESC.CHECKS switch resource may be defined to TYPE(MQA).

The following MQADMIN switch resource(s) is (are) defined:

Reference:
OS/390 STIG
4.3.1.2

III.
Connection Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQCONN)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
Review the following connection resources defined to TYPE(MQK) (i.e., MQCONN resource class):

Resource

Authorized Users
ssid.BATCH

TSO and batch job userids

ssid.CICS

CICS region userids

ssid.IMS


IMS region userids

ssid.CHIN

Channel initiator userids

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

c)
For all connection resources defined to TYPE(MQK), ensure the following items are in effect:

1) Access authorization to these connections restricts access to the appropriate users as indicated in (b).

2) All access is logged.

d)
If both of the items in (c) are true, there is NO FINDING.

e)
If either item in (c) is untrue, this is a FINDING.  The finding should read:

The following connection resource(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.
3) All resource access is not logged.

4) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.3.2.2.3

IV.
Dead Letter Queue Definitions

a)
Refer to the following report produced by the MQSeries Data Collection Checklist:

· MQSERIES.RPT(MQSssid)

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

b)
Review the MQSssid report(s) and perform the following steps:

1) Find the DISPLAY QMGR DEADQ command to locate the start of the dead-letter queue information.  Review the DEADQ parameter to obtain the name of the real dead-letter queue.

2) From the top of the report, find the QUEUE(dead-letter.queue.name) entry to locate the start of the real dead-letter queue definition.  Review the GET and PUT parameters to determine their values, and ensure they conform to those specified in the OS/390 STIG.

The OS/390 STIG standard values are:

GET(ENABLED)

PUT(ENABLED)

NOTE:
Dead-letter.queue.name is the value of the DEADQ parameter determined in Step 1.

3) From the top of the report, find the QUEUE(dead-letter.queue.name.PUT) entry to locate the start of the alias dead-letter queue definition.  Review the GET and PUT parameters to determine their values, and ensure they conform to those specified in the OS/390 STIG.

The OS/390 STIG standard values are:

GET(DISABLED)

PUT(ENABLED)

NOTE 1:
Dead-letter.queue.name is the value of the DEADQ parameter determined in Step 1.

NOTE 2:
The TARGQ parameter value for the alias queue will be the real dead‑letter queue name.

           NOTE 3:
 If an alias queue is not used in place of the dead-letter queue, then the ACF2 rules for the dead-letter queue must be coded to restrict unauthorized users and systems from reading the messages on the file.

4) Repeat these steps for each queue manager ssid.

c)
If all of the items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

(Choose the appropriate item(s).)

1) The dead-letter queue is defined improperly.

2) The alias for the dead-letter queue is defined improperly.

Reference:
OS/390 STIG
4.3.2.2.4
V.
Queue Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQQUEUE)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
For all queue resources defined to TYPE(MQQ) (i.e., MQQUEUE resource class), ensure the following items are in effect:

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

1) For message queues (i.e., ssid.queuename), access authorization restricts access to users requiring the ability to get messages from and put messages to message queues.  This is difficult to determine.  However, an item for concern may be a profile with * READ specified in the access list.

2) For system queues (i.e., ssid.SYSTEM.queuename), access authorization restricts access to MQSeries STCs, MQSeries administrators, systems programming personnel, and CICS regions running MQSeries applications.

3) For the real dead-letter queue (refer to Item IV. Dead Letter Queue Definitions), access authorization restricts access to MQSeries STCs, MQSeries administrators, CICS regions running MQSeries applications, and any automated application used for dead-letter queue maintenance.

4) For the alias dead-letter queue (refer to Item IV. Dead Letter Queue Definitions), access authorization restricts access to users requiring the ability to put messages to the dead-letter queue.

c)
If all of the items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following queue resource(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.
3) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.3.2.2.4

VI.
Process Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQPROC)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
For all process resources (i.e., ssid.processname) defined to TYPE(MQP) (i.e., MQPROC resource class), ensure access authorization restricts access to users requiring the ability to make process inquiries.  This is difficult to determine.  However, an item for concern may be a profile with * READ specified in the access list.

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

c)
If (b) is true, there is NO FINDING.

d)
If (b) is untrue, this is a FINDING.  The finding should read:

The following process resource(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel

2) Justification for access authorization was not provided.

3) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.3.2.2.5

VII.
Namelist Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQNLIST)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
For all namelist resources (i.e., ssid.namelist) defined to TYPE(MQN) (i.e., MQNLIST resource class), ensure access authorization restricts access to users requiring the ability to make namelist inquiries.  This is difficult to determine.  However, an item for concern may be a profile with * READ specified in the access list.
NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

c)
If (b) is true, there is NO FINDING.

d)
If (b) is untrue, this is a FINDING.  The finding should read:

The following namelist resource(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.3.2.2.6

VIII.
Alternate Logonid Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQADMIN)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
For all alternate user resources (i.e., ssid.ALTERNATE.USER.alternatelogonid) defined to TYPE(MQA) (i.e., MQADMIN resource class), ensure access authorization restricts access to users requiring the ability to use the alternate userid.  This is difficult to determine.  However, an item for concern may be a profile with * READ specified in the access list.
NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

c)
If (b) is true, there is NO FINDING.

d)
If (b) is untrue, this is a FINDING.  The finding should read:

The following alternate user resource(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.3.2.2.7

IX.
Context Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQADMIN)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
For all context resources (i.e., ssid.CONTEXT) defined to TYPE(MQA) (i.e., MQADMIN resource class, ensure access authorization restricts access to users requiring the ability to pass or set identity and/or origin data for a message.  This is difficult to determine.  However, an item for concern may be a profile with * READ specified in the access list.

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

c)
If (b) is true, there is NO FINDING.

d)
If (b) is untrue, this is a FINDING.  The finding should read:

The following context resources(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.3.2.2.8

X.
Command Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQCMDS)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
For all command resources (i.e., ssid.command) defined to TYPE(MQC) (i.e., MQCMDS resource class, ensure the following items are in effect:

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

1) Access authorization restricts access to the appropriate personnel as designated in the table entitled Command Security Controls, in Section 4.3.2.2.9, (MQSeries) Command Security, of the OS/390 STIG.

2) All command access is logged as designated in the table entitled Command Security Controls, in Section 4.3.2.2.9, (MQSeries) Command Security, of the OS/390 STIG.

c)
If both of the items in (b) are true, there is NO FINDING.

d)
If either item in (b) is untrue, this is a FINDING.  The finding should read:

The following command resource(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) All resource access is not logged.

4) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.3.2.2.9
XI.
Reslevel Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQADMIN)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
Ensure the following items are in effect:

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

1) A RESLEVEL resource (i.e., ssid.RESLEVEL) is defined for each queue manager to TYPE(MQA) (i.e., MQADMIN resource class) with a default access of PREVENT.

2) Access authorization to these RESLEVEL resources restricts all access.  No users are permitted access to ssid.RESLEVEL resources.

c)
If both of the items in (b) are true, there is NO FINDING.

d)
If either item in (b) is untrue, this is a FINDING.  The finding should read:

The following RESLEVEL resource(s) is (are) protected improperly:

1) Required resource(s) is (are) not defined to the MQADMIN resource class.

2) The default access of PREVENT is not specified.

3) Access authorization does not restrict all access.

Reference:
OS/390 STIG
4.3.2.2.10

NC-PASS Data Analysis Checklist

___
PDI Screen Sort Order:  ZNCPA010


Default Severity: Category II
I.
ACF2/NC-PASS - Exits
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

b)
Ensure the following items are specified:


1)
The GSO EXITS record specifies the System Entry Validation exits as follows:



SEVPRE(SEVPRE01) SEVPOST(SEVPST01)

2)
The GSO AUTHEXIT.001 record has been added as follows:



LIDFIELD(AUTHSUP1) PROCPGM(AUTHXNCP) NOINFOSTG
c)
If both items mentioned in (b) above are true, there is NO FINDING.

d)
If either item mentioned in (b) above is untrue, this is a FINDING.  The finding should read: (Choose the appropriate item)

1) NC-PASS GSO exit(s) is (are) not installed.

2) NC-PASS GSO exit(s) is (are) improperly specified.
Reference:
OS/390 STIG
6.3.1
II.
ACF2/NC-PASS - Started Task
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTSTC)

b)
If the logonid for the NC-PASS started task is NCPASS, and it has MUSASS, MUSUPDT, and NO-SMC specified, there is NO FINDING.

c)
If the logonid for the NC-PASS started task is not NCPASS, or MUSASS, MUSUPDT, and/or NO-SMC is not specified, this is a FINDING.  The finding should read:

The NC-PASS STC is improperly defined.
1) The NC-PASS started task is not associated with the logonid NCPASS.

2) The logonid NCPASS does not have the xxxxxxxx attribute(s).

Reference:
OS/390 STIG
6.3.1 (1)

6.3.1 (2)
III.
ACF2/NC-PASS - User Validation
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(TSOUSERS)

b)
If the following trigger is set for logonids requiring NC-PASS validation, there is NO FINDING:

NOTE:
Sensitive users include systems programming personnel, security personnel, and other staff (e.g., DASD management, operations, auditors, technical support, etc.) with access to sensitive resources (e.g., operator commands, ACP privileges, etc.) that can modify the operating system and system software, and review/modify the security environment.

CHANGE logonid AUTHSUP1

c)
If (b) above is untrue, this is a FINDING.  The finding should read:

The following sensitive user(s) is (are) not validated by NCPASS:
Logonid(s) does (do) not have the AUTHSUP1 field.

Reference:
OS/390 STIG
6.3.1
IV.
ACF2/NC-PASS - Data Set Controls
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(NCPASRPT)

b)
If the ACF2 data set rules for the NC-PASS data sets referenced in Section 6.3.1, NC‑PASS for ACF2, in the OS/390 STIG restrict UPDATE and/or ALLOCATE access to OS/390 systems programming personnel and/or security personnel, there is NO FINDING.

c)
If the above is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

1)
Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel and/or security personnel.
2)
Justification for access authorization was not provided.
Reference:
OS/390 STIG
6.3.1

OMEGAMON Data Analysis Checklist

___
PDI Screen Sort Order:  ZOMGA010

Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· SENSITVE.RPT(OMEGRPT)

b)
If the ACF2 data set rules for OMEGAMON data sets restrict UPDATE and/or ALLOCATE access to OS/390 systems programming personnel and OMEGAMON started tasks, there is NO FINDING.

c)
If (b) above is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1)
Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2)
Justification for access authorization was not provided.
Reference:
OS/390 STIG
3.1.5.1

3.2.5.1

12.1

12.2.1.3

12.2.2.2

12.2.3.2

12.2.4.2

12.2.5.2

12.2.6.2.2

12.2.7.2.1

12.2.8.2.1
___
PDI Screen Sort Order:  ZOMGA020

Default Severity: Category II
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(TSOUADS) 

Refer to the following item gathered from the OMEGAMON Systems Programmer’s Worksheet:

-
Item 3

b) Compare NAM entries listed in Item 3 of the OMEGAMON Systems Programmer’s Worksheet with the system emergency logonids listed in TSOUADS.

c) If all system emergency logonids are defined in the NAM as administrators, there is NO FINDING.

d)
If any system emergency logonid is not defined in the NAM as an administrator, this is a FINDING.  The finding should read:

The following system emergency logonid(s) is (are) not defined as OMEGAMON administrators:
Reference:
OS/390 STIG
12.2.1
___
PDI Screen Sort Order:  ZOMGA030

Default Severity: Category II
a) Review the JCL for the OMEGAMON Collector started task, OMIIRCOL, for the VTAM mode initialization parameter settings.  These are listed as keyword values in the PARM= of the EXEC PGM=KOBVTAM statement, and the values may be set via symbolic parameters on the PROC statement.

b) Compare the parameters in the JCL with those specified in the table entitled OMEGAMON VTAM Initialization Parameters, in Section 12.2.1.2, VTAM Mode, of the OS/390 STIG.

c) If all VTAM mode startup parameters listed in the JCL are coded as specified in the OS/390 STIG, there is NO FINDING.

NOTE:
The default values must be explicitly coded in the JCL.  If the only findings are that defaults are not explicitly coded, downgrade this finding to a Category IV.

d)
If any VTAM mode startup parameter listed in the JCL is not coded as specified in the OS/390 STIG, this is a FINDING.  The finding should read:

The following OMEGAMON VTAM mode initialization parameter(s) is (are) set incorrectly:

1) DISA standard parameter value(s) is (are) not specified.

2) Default parameter value(s) is (are) not explicitly coded.

NOTE:
Per Section 12.2.1.2, VTAM Mode, in the OS/390 STIG, some standard values may be changed providing that supporting documentation exists.  For all findings that fit this situation and supporting documentation has not been provided, include the following default text:

3) Justification documentation was not provided.

Reference:
OS/390 STIG
12.2.1.2

___
PDI Screen Sort Order:  ZOMGA040

Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(ATTSTC)

· ACF2CMDS.RPT(ATTMUASS)

b) The OMEGAMON section (12.x) references in the OS/390 STIG list the following as OMEGAMON product Started Tasks:

Product



Started Task(s)
LID Attribute(s)
OMEGACENTER GATEWAY
OMCGATE

STC

OMEGAVIEW


MVPROC

STC, NO-SMC, MUSASS

OMEGAMON II for VTAM
KON2VTAM

STC, NO-SMC, MUSASS

OMEGAMON II for SMS

KDFPROC

STC, NO-SMC, MUSASS

OMEGAMON II for MVS

KDSPROC

STC


KCNDL

STC


OMIIBATR

STC


OMIICSA

STC


OMIIEPZM

STC


OMIIETE

STC


OMIIHDI

STC


OMIIHIST

STC


OMIIHMN

STC


OMIIHM2

STC


OMIIMVS

STC, NO-SMC, MUSASS


OMIIRCOL

STC, NO-SMC, MUSASS,





MUSUPDT

OMEGAMON II for CICS

KC2PROC

STC, NO-SMC, MUSASS







KOCCI

STC, NO-SMC, MUSASS

OMEGAMON II for DB2

O2CI


STC, NO-SMC







D2CUA

STC, NO-SMC, MUSASS

c) For each OMEGAMON product installed, ensure that the started task procedure names mentioned in (b) are defined to ACF2 as follows:

1) Assigned a unique logonid that matches the STC procedure name

2) Granted the appropriate STC logonid attributes

d)
If all applicable started task procedures are defined as specified in (c), there is NO FINDING.

NOTE:
The STC procedures referenced in (b) are the DISA standard names that must be used.  If the only findings are that DISA standard names are not used and the STCs are defined properly, downgrade this finding to a Category IV.

e)
If any applicable started task procedure is not defined as specified in (c), this is a FINDING.  The finding should read:

The following OMEGAMON product STC(s) is (are) defined improperly:

1) DISA standard STC name(s) is (are) not in use.

2) Started task(s) is (are) not assigned a unique logonid.

3) STC logonid attribute(s) is (are) not specified as required.

Reference:
OS/390 STIG
3.1.2.3

3.2.2.3

12.2.2.2

12.2.3.2

12.2.4.2

12.2.5.2

12.2.6.2.1

12.2.6.2.2

12.2.7.2.1

12.2.8.2.1

___
PDI Screen Sort Order:  ZOMGA050

Default Severity: Category II
I.
OMEGAVIEW

a) Refer to the following applicable file:

Version 120:

· SYS3.OMEGAMON.qualifier.RKMVCMDS(KMVSTKMV)

Version 130 and greater:

· SYS3.OMEGAMON.qualifier.RKANCMD(KMVSTKMV)

b) If the LOGON APPLID is configured as specified, there is NO FINDING:

DIALOG AxxMVP01 KMVWBENT
(where xx is site-defined)

c) If the LOGON APPLID is not configured as above, this is a FINDING.

NOTE:
The APPLID referenced in (b) is the DISA standard name that must be used.  If the only finding is that the DISA standard name is not used and the APPLID is properly protected, downgrade this finding to a Category IV.

d) Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(APPLID)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
e) Ensure the following items are in effect for the OMEGAVIEW LOGON APPLID:

NOTE: The following only applies for sites using CL/Supersession, otherwise, there is NO FINDING

1) The LOGON APPLID is defined to TYPE(APL) with a default access of PREVENT.

2) Access authorization to the LOGON APPLID is restricted to only authorized users (e.g., systems programmers, storage administration/DASD management, and Operations personnel).

f) If both of the items in (e) are true, there is NO FINDING.

g) If either item in (e) is untrue, this is a FINDING.

All findings will be grouped together under the following introductory sentence.  The finding should read:

The OMEGAVIEW APPLID is configured and/or protected improperly.

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) DISA standard naming conventions are not followed.

4) The APPLID is not defined to the APPL resource class as required.

5) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
12.2.3.2

II.
OMEGAMON II for VTAM
a) Refer to the following applicable file:

Version 200:

· SYS3.OMEGAMON.qualifier.RKONCMDS(KONSTKON)

Version 400 and greater:

· SYS3.OMEGAMON.qualifier.RKANCMD(KONSTKON)

b) If the LOGON APPLID is configured as specified, there is NO FINDING:

DIALOG AxxOMP01 KONDSTRT
(where xx is site-defined)

c) If the LOGON APPLID is not configured as above, this is a FINDING.

NOTE:
The APPLID referenced in (b) is the DISA standard name that must be used.  If the only finding is that the DISA standard name is not used and the APPLID is properly protected, downgrade this finding to a Category IV.
d) Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(APPLID)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
e) Ensure the following items are in effect for the OMEGAMON II for VTAM LOGON APPLID:

NOTE: The following only applies for sites using CL/Supersession, otherwise, there is NO FINDING

1) The LOGON APPLID is defined to TYPE(APL) with a default access of PREVENT.

2) Access authorization to the LOGON APPLID is restricted to only authorized users (e.g., systems programmers, storage administration/DASD management, and Operations personnel).

f) If both of the items in (e) are true, there is NO FINDING.

g) If either item in (e) is untrue, this is a FINDING.

All findings will be grouped together under the following introductory sentence.  The finding should read:

The OMEGAMON II for VTAM APPLID is configured and/or protected improperly.

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) DISA standard naming conventions are not followed.

4) The APPLID is not defined to the APPL resource class as required.

5) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
12.2.4.2

III.
OMEGAMON II for SMS
a) Refer to the following applicable file:

Version 150:

· SYS3.OMEGAMON.qualifier.RKDFCMDA(KDFSTART)

Version 160 and greater:

· SYS3.OMEGAMON.qualifier.RKANCMD(KDFSTART)

b) If the LOGON APPLID is configured as specified, there is NO FINDING:

KDFS AxxOTP01 KDFS100
(where xx is site-defined)
c) If the LOGON APPLID is not configured as above, this is a FINDING.

NOTE:
The APPLID referenced in (b) is the DISA standard name that must be used.  If the only finding is that the DISA standard name is not used and the APPLID is properly protected, downgrade this finding to a Category IV.
d) Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(APPLID)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
e) Ensure the following items are in effect for the OMEGAMON II for SMS LOGON APPLID:

NOTE: The following only applies for sites using CL/Supersession, otherwise, there is NO FINDING

1) The LOGON APPLID is defined to TYPE(APL) with a default access of PREVENT.

2) Access authorization to the LOGON APPLID is restricted to only authorized users (e.g., systems programmers, storage administration/DASD management, and Operations personnel).

f) If both of the items in (e) are true, there is NO FINDING.

g) If either item in (e) is untrue, this is a FINDING.

All findings will be grouped together under the following introductory sentence.  The finding should read:

The OMEGAMON II for SMS APPLID is configured and/or protected improperly.

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) DISA standard naming conventions are not followed.

4) The APPLID is not defined to the APPL resource class as required.

5) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
12.2.5.2

IV.
OMEGAMON II for MVS
a) Refer to the following applicable file:

Version 300:

· SYS3.OMEGAMON.qualifier.RKDSPARM(KM2IPARM)

Version 350 and greater:

· SYS3.OMEGAMON.qualifier.RKANPAR(KM2IPARM)

b) If the APPLIDs are configured as specified, there is NO FINDING:

PRI_APPLID=AxxORP01
(where xx is site-defined)
c) If the APPLIDs are not configured as above, this is a FINDING.

d) Refer to the following applicable file:

Version 300:

· SYS3.OMEGAMON.qualifier.RKDSCMDS(KM2DLOGS)

Version 350 and greater:

· SYS3.OMEGAMON.qualifier.RKANCMD(KM2DLOGS)

e) If the LOGON APPLID is configured as specified, there is NO FINDING:

DIALOG Axx02P01 KM2ENTRY
(where xx is site-defined)

f) If the LOGON APPLID is not configured as above, this is a FINDING.

NOTE:
The APPLIDs referenced in (b) and (e) are the DISA standard names that must be used.  If the only findings are that the DISA standard names are not used and the APPLIDs are properly protected, downgrade this finding to a Category IV.
g) Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(APPLID)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
h) Ensure the following items are in effect for the OMEGAMON II for MVS LOGON APPLIDs:

NOTE: The following only applies for sites using CL/Supersession, otherwise, there is NO FINDING

1) The LOGON APPLID is defined to TYPE(APL) with a default access of PREVENT.

2) Access authorizations to the LOGON APPLIDs are restricted to only authorized users (e.g., systems programmers, storage administration/DASD management, and Operations personnel).

i) If both of the items in (h) are true, there is NO FINDING.

j) If either item in (h) is untrue, this is a FINDING.

All findings will be grouped together under the following introductory sentence.  The finding should read:

The OMEGAMON II for MVS APPLID(s) is (are) configured and/or protected improperly.

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) DISA standard naming conventions are not followed.

4) The APPLID(s) is (are) not defined to the APPL resource class as required.

5) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
12.2.6.2.3

V.
OMEGAMON II for CICS

a) Refer to the following applicable file:

Version 300:

· SYS3.OMEGAMON.qualifier.RKC2PARM(KOCIVTAM)

Version 400 and greater:

· SYS3.OMEGAMON.qualifier.RKANPAR(KOCVTMxx)

(where xx is a CICS region identifier)

b) If the LOGON APPLID is configured as specified, there is NO FINDING:

APPL=AxxCOP02

(where xx is site-defined)

c) If the LOGON APPLID is not configured as above, this is a FINDING.

d) Refer to the following applicable file:

Version 300:

· SYS3.OMEGAMON.qualifier.RKC2CMDS(KC2START)

Version 400 and greater:

· SYS3.OMEGAMON.qualifier.RKANCMD(KC2STAxx)

(where xx is a CICS region identifier)

e) If the LOGON APPLID is configured as specified, there is NO FINDING:

DIALOG AxxCOP01 KC2ENTRY
(where xx is site-defined)

f) If the LOGON APPLID is not configured as above, this is a FINDING.

NOTE:
The APPLIDs referenced in (b) and (e) are the DISA standard names that must be used.  If the only findings are that the DISA standard names are not used and the APPLIDs are properly protected, downgrade this finding to a Category IV.
g) Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(APPLID)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
h) Ensure the following items are in effect for the OMEGAMON II for CICS LOGON APPLIDs:

NOTE: The following only applies for sites using CL/Supersession, otherwise, there is NO FINDING

1) The LOGON APPLID is defined to TYPE(APL) with a default access of PREVENT.

2) Access authorizations to the LOGON APPLIDs are restricted to only authorized users (e.g., systems programmers, storage administration/DASD management, and Operations personnel).

i) If both of the items in (h) are true, there is NO FINDING.

j) If either item in (h) is untrue, this is a FINDING.

All findings will be grouped together under the following introductory sentence.  The finding should read:

The OMEGAMON II for CICS APPLID(s) is (are) configured and/or protected improperly.

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) DISA standard naming conventions are not followed.

4) The APPLID(s) is (are) not defined to the APPL resource class as required.

5) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
12.2.7.2.2

VI.
OMEGAMON II for DB2

a) Refer to the following applicable file:

Version 300:

· SYS3.OMEGAMON.qualifier.RKO2PARM(RVTMxxxx)

(where xxxx is a DB2 subsystem identifier)

Version 400 and greater:

· SYS3.OMEGAMON.qualifier.RKD2PAR(RVTMxxxx)

(where xxxx is a DB2 subsystem identifier)

b) If the LOGON APPLID is configured as specified, there is NO FINDING:

APPL=AxxODP01

(where xx is site-defined)

c) If the LOGON APPLID is not configured as above, this is a FINDING.

d) Refer to the following applicable file:

Version 300:

· SYS3.OMEGAMON.qualifier.RKO2PARM(KD2START)

or

· SYS3.OMEGAMON.qualifier.RKO2PARM(KO2START)

Version 400:

· SYS3.OMEGAMON.qualifier.RKANPAR(KD2START)

Version 500 and greater:

-
SYS3.OMEGAMON.qualifier.RKANCMD(KD2START)

e) If the LOGON APPLID is configured as specified, there is NO FINDING:

NTD KD2DINIT ‘AxxDBP01 parm2 parm3(optional) parm4(optional)’

(where xx is site-defined)

f) If the LOGON APPLID is not configured as above, this is a FINDING.

NOTE:
The APPLIDs referenced in (b) and (e) are the DISA standard names that must be used.  If the only findings are that the DISA standard names are not used and the APPLIDs are properly protected, downgrade this finding to a Category IV.
g) Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(APPLID)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
h) Ensure the following items are in effect for the OMEGAMON II for DB2 LOGON APPLIDs:

NOTE: The following only applies for sites using CL/Supersession, otherwise, there is NO FINDING

1) The LOGON APPLID is defined to TYPE(APL) with a default access of PREVENT.

2) Access authorizations to the LOGON APPLIDs are restricted to only authorized users (e.g., systems programmers, storage administration/DASD management, and Operations personnel).

i) If both of the items in (h) are true, there is NO FINDING.

j) If either item in (h) is untrue, this is a FINDING.

All findings will be grouped together under the following introductory sentence.  The finding should read:

The OMEGAMON II for DB2 APPLID(s) is (are) configured and/or protected improperly.

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) DISA standard naming conventions are not followed.

4) The APPLID(s) is (are) not defined to the APPL resource class as required.

5) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
12.2.8.2.2

___
PDI Screen Sort Order:  ZOMGA060

Default Severity: Category II
I.
OMEGAVIEW

a) Refer to following applicable file:

Version 120:

· SYS3.OMEGAMON.qualifier.RKMVPARM(KLVINNAM)

Version 130:

· SYS3.OMEGAMON.qualifier.RKMVPAR(KMVINNAM)

Version 300 and greater:

-
SYS3.OMEGAMON.qualifier.RKANPAR(KMVINNAM)

b) If the parameters are configured as specified, there is NO FINDING:

DEFAULT DSNAME(SYS3.OMEGAMON.qualifier.RKMVNAM)

EXIT(KLVA2NEV) NORACF NODB
c) If the parameters are not configured as above, this is a FINDING.  The finding should read:

The following OMEGAVIEW parameter(s) is (are) configured improperly:

1) The ACF2 interface is not implemented.

2) External security exit KLVA2NEV is not specified. 

Reference:
OS/390 STIG
12.2.3.2

II.
OMEGAMON II for VTAM
a) Refer to following applicable file:

Version 200:


· SYS3.OMEGAMON.qualifier.RKONPARM(KLVINNAM)

Version 400 and greater:

· SYS3.OMEGAMON.qualifier.RKANPAR(KONINNAM)

b) If the parameters are configured as specified, there is NO FINDING:

DEFAULT DSNAME(SYS3.OMEGAMON.qualifier.RKONNAM)

EXIT=KLVA2NEV NORACF NODB

c) If the parameters are not configured as above, this is a FINDING.  The finding should read:

The following OMEGAMON II for VTAM parameter(s) is (are) configured improperly:

1) The ACF2 interface is not implemented.

2) External security exit KLVA2NEV is not specified. 

Reference:
OS/390 STIG
12.2.4.2

III.
OMEGAMON II for SMS
a) Refer to following appropriate file:

Version 150:

· SYS3.OMEGAMON.qualifier.RKDFPRMA(KLVINNAM)

Version 500 and greater:

-
SYS3.OMEGAMON.qualifier.RKANPAR(KDFINNAM)

b) If the parameters are configured as specified, there is NO FINDING:

Version 150:

DEFAULT DSNAME(SYS3.OMEGAMON.qualifier.RKDFNAM)

EXIT=KLVA2NEV CLASSES=OSM NORACF NODB
Version 500 and greater:

DEFAULT DSNAME(SYS3.OMEGAMON.qualifier.RKDFNAM)

CLASSES=KDFPCLST NORACF NODB

NOTE:
With Version 500, CLASSES= specifies a PDS member name in SYS3.OMEGAMON.qualifier.RKANPAR.  Review KDFPCLST and verify that it contains the following statement:

KDFRCLS EXTERNAL=OSM

c) If the parameters are not configured as above, this is a FINDING.  The finding should read:

The following OMEGAMON II for SMS parameter(s) is (are) configured improperly:

1) The ACF2 interface is not implemented.

2) External security exit KLVA2NEV is not specified.

3) The OSM resource type is not specified.

Reference:
OS/390 STIG
12.2.5.2

IV.
OMEGAMON II for MVS
a) Refer to the following applicable file:

Version 350:

· SYS3.OMEGAMON.qualifier.RKANPAR(KDSCNFG)

Version 500 and greater:

· SYS3.OMEGAMON.qualifier.RKANPAR(KDSENV)

b) If the parameters are configured as specified, there is NO FINDING:

Version 350:

SET ENV VALIDATE=YES

Version 500 and greater:

KDS_VALIDATE=YES

c) If the parameters are not configured as above, this is a FINDING.

d) Refer to the following file:

· SYS3.OMEGAMON.qualifier.RKANPAR(KDSINNAM)

e) If the parameters are configured as specified, there is NO FINDING:

DEFAULT DSNAME(SYS3.OMEGAMON.qualifier.RKDSNAM)

EXIT=KLVA2NEV NORACF NODB

f) If the parameters are not configured as above, this is a FINDING.

g) Refer to the following file:

· SYS3.OMEGAMON.qualifier.RKANPAR(KM2INNAM)

h) If the parameters are configured as specified, there is NO FINDING:

Version 350:

DEFAULT DSNAME(SYS3.OMEGAMON.qualifier.NAM)

EXIT=KLVA2NEV NORACF NODB
Version 500 and greater:

DEFAULT DSNAME(SYS3.OMEGAMON.qualifier.RKM2NAM)

EXIT=KLVA2NEV NORACF NODB
i) If the parameters are not configured as above, this is a FINDING.

j) Refer to the following applicable files:

Version 350:

-
SYS3.OMEGAMON.qualifier.ROMDATA(KOMSUPDI)

(Use for Item k (2) below [regarding password information] only.)

Version 500 and greater:

· SYS3.OMEGAMON.qualifier.RKANSAM(KOMSUPDI)

(Use for Item k (2) below [regarding password information] only.)

Produced by the OMEGAMON Data Collection Checklist:

· OMEGAMON.RPT(KOMCMnnn)

(Use for Item k (1) and Item k (3) below.)

NOTE:
The OMEGAMON report KOMCMnnn is a dump of the current command‑level security table, and is the most accurate source to ensure standards are met.  However, passwords are not displayed in this report.  Viewing the standard source member KOMSUPDI is the best alternative for this item.

k) Ensure the following command-level security parameters are coded as specified:

1) Activate external security by specifying the ACF2 security module.

MODULE= KOMACF2X

2) The three default passwords for the internal OMEGAMON security levels must be changed from the default values (CANDLE1, CANDLE2, and CANDLE3), to site‑specific values.

PASSWORD=site-defined password,LEVEL=1

PASSWORD=site-defined password,LEVEL=2

PASSWORD=site-defined password,LEVEL=3
3) The sensitive commands listed in Section 12.2.6.1.1, Command-level Security, in the OS/390 STIG must be listed and assigned a security level of 3.  For example:

COMMAND=SZAP
3EW

The first character after the command indicates the security level, an ‘*’ indicates the command has been disabled.

l) If all parameters mentioned in (k) are configured as specified, there is NO FINDING.

m) If any parameter mentioned in (k) is not configured as specified, this is a FINDING.

All findings will be grouped together under the following introductory sentence.  The finding should read:

The following OMEGAMON II for MVS parameter(s) is (are) configured improperly:

1) The ACF2 interface is not implemented.

2) External security exit KLVA2NEV is not specified.

3) External security module KOMACF2X is not specified.

4) Default security passwords are in use.

5) Sensitive commands are not assigned a security level of 3.

Reference:
OS/390 STIG
12.2.6.1.1

12.2.6.2

V.
OMEGAMON II for CICS
a) Refer to the following applicable file:

Version 300:


· SYS3.OMEGAMON.qualifier.RKC2PARM(KLVINNAM)

Version 400 and greater:

· SYS3.OMEGAMON.qualifier.RKANPAR(KC2NAMxx)

(where xx is a CICS region identifier)

b) If the parameters are configured as specified, there is NO FINDING:

Version 300 and 400:

DEFAULT DSNAME(SYS3.OMEGAMON.qualifier.NAM)

EXIT=KLVA2NEV NORACF NODB
Version 500 and greater:

DEFAULT DSNAME(SYS3.OMEGAMON.qualifier.RKC2NAxx)

EXIT=KLVA2NEV NORACF NODB CLASSES=KC2CLAxx

(where xx is a CICS region identifier)

NOTE:
With Version 500, CLASSES= specifies a PDS member name in SYS3.OMEGAMON.qualifier.RKANPAR.  Review KC2CLAxx and verify that it contains the following statement:

KC2CMND EXTERNAL=OCS

c) If the parameters are not configured as above, this is a FINDING.

d) Refer to the following applicable files:

Version 300:

· SYS3.OMEGAMON.qualifier.RKC2DATA(KOCSECUR)

(Use for Item e (2) below [regarding password information] only.)

Version 400:

· SYS3.OMEGAMON.qualifier.INSTLIB(KC2XSECU)

(Use for Item e (2) below [regarding password information] only.)

Version 500 and greater:

· SYS2.OMEGII.INSTDATA(KC2XSECU)

(Use for Item e (2) below [regarding password information] only.)

Produced by the OMEGAMON Data Collection Checklist:

· OMEGAMON.RPT(KOCCMX00)

(Use for Item e (1) and Item e (3) below.)

NOTE:
The OMEGAMON report KOCCMX00 is a dump of the current command‑level security table, and is the most accurate source to ensure standards are met.  However, passwords are not displayed in this report.  Viewing the standard source member KOCSECUR|KC2XSECU is the best alternative for this item.
e) Ensure the following command-level security parameters are coded as specified:

1) Activate external security by specifying the ACF2 security module.

MODULE=KOCAACF2
2) The three default passwords for the internal OMEGAMON security levels must be changed from the default values (CANDLE1, CANDLE2, and CANDLE3), to site‑specific values.

PASSWORD=site-defined password,LEVEL=1

PASSWORD=site-defined password,LEVEL=2

PASSWORD=site-defined password,LEVEL=3
3) The sensitive commands listed in Section 12.2.7.1.1, Command-level Security, in the OS/390 STIG must be listed and assigned a security level of 3.  For example:

COMMAND=SZAP
3EW

The first character after the command indicates the security level, an ‘*’ indicates the command has been disabled.

f) If all parameters mentioned in (e) are configured as specified, there is NO FINDING.

g) If any parameter mentioned in (e) is not configured as specified, this is a FINDING.

All findings will be grouped together under the following introductory sentence.  The finding should read:

The following OMEGAMON II for CICS parameter(s) is (are) configured improperly:

1) The ACF2 interface is not implemented.

2) External security exit KLVA2NEV is not specified.

3) The OCS resource type is not specified.

4) External security module KOCAACF2 is not specified.

5) Default security passwords are in use.

6) Sensitive commands are not assigned a security level of 3.

Reference:
OS/390 STIG
12.2.7.1.1

12.2.7.2

VI.
OMEGAMON II for DB2

a) Refer to the following applicable file:

Version 300:

· SYS3.OMEGAMON.qualifier.RKO2PARM(KLVINNAM)

Version 400 and greater:

· SYS3.OMEGAMON.qualifier.RKD2PAR(KD2INNAM)

b) If the parameters are configured as specified, there is NO FINDING:

DEFAULT DSNAME(SYS3.OMEGAMON.qualifier.RKD2NAM)

EXIT=KD2A2NEV NORACF NODB
c) If the parameters are not configured as above, this is a FINDING.

d) Refer to following applicable files:

Version 300:

· SYS3.OMEGAMON.qualifier.TKO2SAMP(KO2SUPDI)

(Use for Item e (2) below [regarding password information] only.)

Version 400 and greater:

· SYS3.OMEGAMON.qualifier.RKD2SAM(KO2SUPDI)

(Use for Item e (2) below [regarding password information] only.)

Produced by the OMEGAMON Data Collection Checklist:

· OMEGAMON.RPT(KO2OCMDB)

(Use for Item e (1) and Item e (3) below.)

NOTE:
The OMEGAMON report KO2OCMDB is a dump of the current command‑level security table, and is the most accurate source to ensure standards are met.  However, passwords are not displayed in this report.  Viewing the standard source member KO2SUPDI is the best alternative for this item.
e) Ensure the following command-level security parameters are coded as specified:

1) Activate external security by specifying the ACF2 security module.

MODULE=KO2ACF2X
2) The three default passwords for the internal OMEGAMON security levels must be changed from the default values (CANDLE1, CANDLE2, and CANDLE3), to site-specific values.

PASSWORD=site-defined password,LEVEL=1

PASSWORD=site-defined password,LEVEL=2

PASSWORD=site-defined password,LEVEL=3
3) The sensitive commands listed in Section 12.2.8.1.1, Command-level Security, in the OS/390 STIG must be listed and assigned a security level of 3.  For example:

COMMAND=SZAP
3EW

The first character after the command indicates the security level, an ‘*’ indicates the command has been disabled.

f) If all parameters mentioned in (e) are configured as specified, there is NO FINDING.

g) If any parameter mentioned in (e) is not configured as specified, this is a FINDING.

All findings will be grouped together under the following introductory sentence.  The finding should read:

The following OMEGAMON II for DB2 parameter(s) is (are) configured improperly:

1) The ACF2 interface is not implemented.

2) External security exit KD2A2NEV is not specified.

3) External security module KO2ACF2X is not specified.

4) Default security passwords are in use.

5) Sensitive commands are not assigned a security level of 3
Reference:
OS/390 STIG
12.2.8.1.1

12.2.8.2

___
PDI Screen Sort Order:  ZOMGA070

Default Severity: Category II
I.
General External Security Exit
a) Refer to the following applicable libraries:

Version 300:

· SYS2.OMEGAMON.qualifier.RKANMODL(KLVA2NEV)

· SYS2.OMEGAMON.qualifier.RKANMODL(KD2A2NEV)

(OMEGAMON II for DB2 module)

Version 500 and greater:

· SYS3.OMEGAMON.qualifier.RKANMODL(KLVA2NEV)

· SYS3.OMEGAMON.qualifier.RKANMODL(KD2A2NEV)

(OMEGAMON II for DB2 module)

b) Ensure the following items are in effect:

1) Member KLVA2NEV is found.

2) If OMEGAMON II for DB2 is installed, member KD2A2NEV is found.

c) If both items in (b) are true, there is NO FINDING.

d) If either item in (b) is untrue, this is a FINDING.  The finding should read

The OMEGAMON ACF2 security exit ‘place exit name here’ is not present on this system.

Reference:
OS/390 STIG
12.2.6.2.2

12.2.7.2.1

12.2.8.2.1

II.
OMEGAMON II for MVS
a) Refer to the following applicable library:

Version 350:

· SYS2.OMEGAMON.qualifier.TLOADLIB(KOMACF2X)

Version 500 and greater:

· SYS3.OMEGAMON.qualifier.RKANMOD(KOMACF2X)

b) Browse the member and search for the character string OMS.  This is the standard resource type as specified in the OS/390 STIG.

c) If OMS is found, there is NO FINDING.

d) If OMS is not found, this is a FINDING.  The finding should read:

The OMS resource type is not defined within module KOMACF2X.

Reference:
OS/390 STIG
12.2.6.2.3

III.
OMEGAMON II for CICS
a) Refer to the following applicable library:

Version 300:

· SYS2.OMEGAMON.qualifier.TLOADLIB(KOCAACF2)

Version 500 and greater:

· SYS3.OMEGAMON.qualifier.RKANMOD(KOCAACF2)

b) Browse the member and search for the character string OCS.  This is the standard resource type as specified in the OS/390 STIG.

c) If OCS is found, there is NO FINDING.

d) If OCS is not found, this is a FINDING.  The finding should read:

The OCS resource type is not defined within module KOCAACF2.

Reference:
OS/390 STIG
12.2.7.2.2

IV.
OMEGAMON II for DB2
a) Refer to the following applicable library:

Version 300:

· SYS2.OMEGAMON.qualifier.TLOADLIB(KO2ACF2X)

Version 500 and greater:

· SYS3.OMEGAMON.qualifier.RKANMOD(KO2ACF2X)

b) Browse the member and search for the character string ODS.  This is the standard resource type as specified in the OS/390 STIG.

c) If ODS is found, there is NO FINDING

d) If ODS is not found, this is a FINDING.  The finding should read:

The ODS resource type is not defined within module KO2ACF2X.

Reference:
OS/390 STIG
12.2.8.2.2

___
PDI Screen Sort Order:  ZOMGA080

Default Severity: Category II
I.
OMEGAMON II for SMS
a) Refer to the following reports produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(ACFGSO)

-    SENSITVE.RPT(KOSCANDL)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b) Ensure the following items are in effect for the OMEGAMON II for SMS resources:

NOTE:
The OSM resource type is the DISA standard.  If the only finding is that the DISA standard resource type is not used and OMEGAMON II for SMS resources are properly protected, downgrade this finding to a Category IV.
1) The OSM resource type is defined to ACF2 and specified in the GSO INFODIR record.

2) TYPE(OSM) resource rules are defined with a default access of PREVENT to protect resources referenced in the table entitled External Security Function-level Resources in Section 12.2.5.1.2, Function Resource Controls, of the OS/390 STIG.

3) Access authorizations to TYPE(OSM) resources are restricted to appropriate personnel (e.g., systems programmers, storage administration/DASD management, and Operations personnel).

c) If all of the items mentioned in (b) are true, there is NO FINDING.

d) If any item mentioned in (b) is untrue, this is a FINDING.  The finding should read:

OMEGAMON II for SMS resource(s) is (are) protected improperly.

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided. 

3) The DISA standard resource type OSM is not in use.

4) The OSM resource type is not defined to ACF2.

5) The OSM resource type is not defined to the GSO INFODIR record.

6) Required resource(s) is (are) not defined to the OSM resource type.

7) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
12.2.5.1.2

12.2.5.2

II.
OMEGAMON II for MVS
a) Refer to the following reports produced by the ACF2 and OMEGAMON Data Collection Checklists:

· ACF2CMDS.RPT(ACFGSO)

-    SENSITVE.RPT(KOMCANDL)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
· OMEGAMON.RPT(KOMCMnnn)

b) Ensure the following items are in effect for OMEGAMON II for MVS resources:

NOTE:
The OMS resource type is the DISA standard.  If the only finding is that the DISA standard resource type is not used and OMEGAMON II for MVS resources are properly protected, downgrade this finding to a Category IV.

1) The OMS resource type is defined to ACF2 and specified in the GSO INFODIR record.

2) A TYPE(OMS) resource rule is defined with a default access of PREVENT for the following resources:

INITIAL

INITIAL0

INITIAL1

INITIAL2

INITIAL3

3) If any sensitive command (i.e., level 3) has the optional external security enabled, ensure that a specific resource rule for this command is defined to TYPE(OMS).  For example:

COMMAND=SZAP
3EW

The second character after the command shows the external security option.  An E indicates that external security is enabled, and a blank indicates no external security.

NOTE 1:
If external security is not enabled for sensitive commands, there is NO FINDING.

NOTE 2:
If external security is enabled for an individual command and no command resource rule exists, access to the command is granted by default.

4) Access authorizations to TYPE(OMS) resources are restricted to appropriate personnel (e.g., systems programmers, storage administration/DASD management, and Operations personnel), including:

(a) INITIAL is not granted to any user.

(b) INITIAL3 is restricted only to systems programmers.

(c) If individual command rules are defined, ensure that all sensitive commands listed in Section 12.2.6.1.1, Command-level Security, in the OS/390 STIG are restricted only to systems programmers.

c) If all of the items mentioned in (b) are true, there is NO FINDING.

d) If any item mentioned in (b) is untrue, this is a FINDING.  The finding should read:

OMEGAMON II for MVS resource(s) is (are) protected improperly.

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) The DISA standard resource type OMS is not in use.

4) The OMS resource type is not defined to ACF2.

5) The OMS resource type is not defined to the GSO INFODIR record.

6) Required resource(s) is (are) not defined to the OMS resource type.

7) Access is granted to the INITIAL resource.

8) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
12.2.6.1.1

12.2.6.2.3

III.
OMEGAMON II for CICS

a) Refer to the following reports produced by the ACF2 and OMEGAMON Data Collection Checklists:

· ACF2CMDS.RPT(ACFGSO)

-    SENSITVE.RPT(KOCCANDL)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
· OMEGAMON.RPT(KOCCMX00)

b) Ensure the following items are in effect for OMEGAMON II for CICS resources:

NOTE:
The OCS resource type is the DISA standard.  If the only finding is that the DISA standard resource type is not used and OMEGAMON II for CICS resources are properly protected, downgrade this finding to a Category IV.

1) The OCS resource type is defined to ACF2 and specified in the GSO INFODIR record.

2) A TYPE(OCS) resource rule is defined with a default access of PREVENT for the following resources:

INITIAL

INITIAL0

INITIAL1

INITIAL2

INITIAL3

3) If any sensitive command (i.e., level 3) has the optional external security enabled, ensure that a specific resource rule for this command is defined to TYPE(OCS).  For example:

COMMAND=SZAP
3EW

The second character after the command shows the external security option.  An E indicates that external security is enabled, and a blank indicates no external security.

NOTE 1:
If external security is not enabled for sensitive commands, there is NO FINDING.

NOTE 2:
If external security is enabled for an individual command and no command resource rule exists, access to the command is granted by default.

4) Access authorizations to TYPE(OCS) resources are restricted to appropriate personnel (e.g., systems programmers, storage administration/DASD management, and Operations personnel), including:

(a) INITIAL is not granted to any user.

(b) INITIAL3 is restricted only to systems programmers.

(c) If individual command rules are defined, ensure that all sensitive commands listed in Section 12.2.7.1.1, Command-level Security, in the OS/390 STIG are restricted only to systems programmers.

c) If all of the items mentioned in (b) are true, there is NO FINDING.

d) If any item mentioned in (b) is untrue, this is a FINDING.  The finding should read:

OMEGAMON II for CICS resource(s) is (are) protected improperly.

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided. 

3) The DISA standard resource type OCS is not in use.

4) The OCS resource type is not defined to ACF2.

5) The OCS resource type is not defined to the GSO INFODIR record.

6) Required resource(s) is (are) not defined to the OCS resource type.

7) Access is granted to the INITIAL resource.

8) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
12.2.7.1.1

12.2.7.2.2

IV.
OMEGAMON II for DB2

a) Refer to the following reports produced by the ACF2 and OMEGAMON Data Collection Checklists:

· ACF2CMDS.RPT(ACFGSO)

-    SENSITVE.RPT(KODCANDL)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
· OMEGAMON.RPT(KO2OCMDB)

b) Ensure the following items are in effect for OMEGAMON II for DB2 resources:

NOTE:
The ODS resource type is the DISA standard.  If the only finding is that the DISA standard resource type is not used and OMEGAMON II for DB2 resources are properly protected, downgrade this finding to a Category IV.

1) The ODS resource type is defined to ACF2 and specified in the GSO INFODIR record.

2) A TYPE(ODS) resource rule is defined with a default access of PREVENT for the following resources:

INITIAL

INITIAL0

INITIAL1

INITIAL2

INITIAL3

3) If any sensitive command (i.e., level 3) has the optional external security enabled, ensure that a specific resource rule for this command is defined to TYPE(ODS).  For example:

COMMAND=SZAP
3EW

The second character after the command shows the external security option.  An E indicates that external security is enabled, and a blank indicates no external security.

NOTE 1:
If external security is not enabled for sensitive commands, there is NO FINDING.

NOTE 2:
If external security is enabled for an individual command and no command resource rule exists, access to the command is granted by default.

4) Access authorizations to TYPE(ODS) resources are restricted to appropriate personnel (e.g., systems programmers, storage administration/DASD management, and Operations personnel), including:

(a) INITIAL is not granted to any user.

(b) INITIAL3 is restricted only to systems programmers.

(c) If individual command rules are defined, ensure that all sensitive commands listed in Section 12.2.8.1.1, Command-level Security, in the OS/390 STIG are restricted only to systems programmers.

c) If all of the items mentioned in (b) are true, there is NO FINDING.

d) If any item mentioned in (b) is untrue, this is a FINDING.  The finding should read:

OMEGAMON II for DB2 resource(s) is (are) protected improperly.

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided. 

3) The DISA standard resource type ODS is not in use.

4) The ODS resource type is not defined to ACF2.

5) The ODS resource type is not defined to the GSO INFODIR record.

6) Required resource(s) is (are) not defined to the ODS resource type.

7) Access is granted to the INITIAL resource.

8) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
12.2.8.1.1

12.2.8.2.2
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DFSMS Data Analysis Checklist

___
PDI Screen Sort Order:  ZSMSA010


Default Severity: Category II
I.
GSO CLASMAP Records
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

b)
Review the GSO CLASMAP record for the following definitions:

MGMTCLAS
STORCLAS
c)
If both resource classes in (b) above are defined, there is NO FINDING.

d)
If either resource class in (b) above is not defined, this is a FINDING.  The finding should read:

The following resource class(es) is (are) not defined to the GSO CLASMAP record:
Reference:
OS/390 STIG
10.3.6.1
II.
GSO SAFDEF Records
a)
Review the GSO SAFDEF record for the following definitions:

FACILITY

PROGRAM
b)
If both resource classes in (a) above are defined, there is NO FINDING.

c)
If either resource class in (a) above is not defined, this is a FINDING.  The finding should read:

The following resource class(es) is (are) not defined to the GSO SAFDEF record:
Reference:
OS/390 STIG
10.3.6.2

10.3.6.3
III.
GSO INFODIR Records
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

b)
Review the GSO INFODIR record for the following definitions:

R-RMGM

R-RSTR

R-RFAC

R-RPGM
c)
If all of the resources in (b) above are in the GSO INFODIR record, there is NO FINDING.

d)
If any of the resources in (b) above is not in the GSO INFODIR record, this is a FINDING.  The finding should read:

The following resource type(s) is (are) not defined to the GSO INFODIR record:
Reference:
OS/390 STIG
10.3.6.1

10.3.6.2

10.3.6.3
IV.   STGADMIN Resources

a) Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(FACILITY)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b) Ensure that the following items are in effect:

1) The resource rule for FACILITY (FAC) $KEY(STGADMIN) has a default access of NONE and grants no access at this level.

2) STGADMIN.DPDSRN.olddsname is restricted to System Programmers only.
3) Access to STGADMIN.DPDSRN.olddsname is not granted on production systems.
4) The  $KEY(STGADMIN) IGG.DEFDEL.UALIAS is restricted to System Programmers and Security personnel.

5) $KEY(STGADMIN) resources are controlled using the first two high-level resource name qualifiers at a minimum and restricted to System programmers and DASD managers. 

NOTE: The following $KEY(STGADMIN) resources may be allocated to the end-user resulting in No Finding.

ADR.COPY.CNCURRNT  

ADR.COPY.TOLERATE.ENQF

ADR.DUMP.CNCURRNT    

ADR.DUMP.TOLERATE.ENQF

.ADR.RESTORE.TOLERATE.ENQF

6) The following Storage Administrator,  $KEY(STGADMIN) functions are controlled using the first three high-level resource name qualifiers at a minimum; restricted to System programmers and DASD managers and all access is logged.
ADR.STGADMIN.BUILDSA 

ADR.STGADMIN.COMPRESS 

ADR.STGADMIN.COPY 

ADR.STGADMIN.COPY.DELETE 

ADR.STGADMIN.COPY.RENAME 

ADR.STGADMIN.STGADMIN.DEFRAG 

ADR.STGADMIN.DUMP 

ADR.STGADMIN.DUMP.DELETE 

ADR.STGADMIN.PRINT 
ADR.STGADMIN.RELEASE 

ADR.STGADMIN.RESTORE 

ADR.STGADMIN.RESTORE.RENAME

7) All access to the following  $KEY(STGADMIN) resources is logged:

DPDSRN.olddsname)
IGG.DEFDEL.UALIAS
IGD.ACTIVATE.CONFIGURATION
ADR.RELEASE
ADR.RESTORE
ADR.RESTORE.RENAME

If all items in b) above is true, there is NO FINDING.

If any item in b) above is untrue, this is a FINDING.  The finding should read:

The following STGADMIN access authorization(s) is (are) inappropriate:
1) STGADMIN is not defined to the FACILITY resource class.

2) The default access of PREVENT is not specified.

3) Access authorization to DFSMS function STGADMIN.DPDSRN.olddsname) does not restrict access to System Programmers.

4) Access authorization to DFSMS function STGADMIN.DPDSRN.olddsname) is granted on a prodution system.
5) Access authorization to DFSMS function IGG.DEFDEL.UALIAS does not restrict access to System Programmers and/or Security personnel.

6) Storage Administrator functions are not defined to three levels.

7) Access authorization to Storage Administrator functions does not restrict access to System Programmers and or DASD Managers.

8) STGADMIN functions are not defined to two levels.
9) Access authorization to DFSMS STGADMIN functions does not restrict access to Systems programmers and/or DASD Managers.

10) Justification for access authorization was not provided.
11) All access is not logged.

Reference:
OS/390 STIG
10.3.2

10.3.6.2
V.
PROGRAM DGT Reasource Access
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:


-    SENSITVE.RPT(PROGRAM)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
Review the resource rules for PROGRAM (PGM).

c)
If the PROGRAM resource rule for $KEY(DGT*****) has a default access of PREVENT, there is NO FINDING.

d)
If the PROGRAM resource rules for $KEY(DGT*****) restrict access to appropriate personnel (e.g., DASD management, system security, and OS/390 systems programming), there is NO FINDING.

e)
If (c) or (d) above is untrue, this is a FINDING.  The finding should read:

The following PROGRAM access authorization(s) is (are) inappropriate:

1) The DGT***** resource is not defined to the PROGRAM resource class.

2) The default access of PREVENT is not specified.

3) Access authorization to ISMF programs does not restrict access to appropriate personnel.

4) Justification for access authorization was not provided.
5) No DGT-prefixed resources are defined to the PROGRAM resource class.

Reference:
OS/390 STIG
10.3.3

10.3.6.3
VI.
DFP Resource Ownership

NOTE: This PDI applies only if USE-RESOWNER(YES) is specified either explicitly or implicitly in the active IGDSMxx member of SYS1.PARMLIB. Otherwise, this FINDING will be marked NOT APPLICABLE.

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(RULES)

Refer to the following item gathered from the Data Facility Storage Management Subsystem (DFSMS) Worksheet:

-
Item 2

b)
Compare the $RESOWNER(resowner) definitions from the ACF2CMDS.RPT(RULES) data set against the PROFILE(DATASET) DIVISION(DFP) definition.

c)
If the ACF2 data set rules for the SMS controlled data sets have a matching DFP resource owner defined, there is NO FINDING.

d)
If (c) above is untrue, this is a FINDING.  The finding should read:

The following data set(s) does (do) not have a resource owner defined:
Reference:
OS/390 STIG
10.3.6.5.1
___
PDI Screen Sort Order:  ZSMSA020

Default Severity: Category II
I.
SMS Control Data Sets
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(SMSRPT)

Refer to the following item gathered from the Data Facility Storage Management Subsystem (DFSMS) Worksheet:

-
Item 1

b)
Review the SYS1.PARMLIB(IGDSMS00) data set to identify the fully qualified file names for the following SMS data sets:

Source Control Data Set (SCDS)
Active Control Data Set (ACDS)
Communications Data Set (COMMDS)

Automatic Class Selection Routine Source Data Sets (ACS)
ACDS Backup
COMMDS Backup
c)
If the ACF2 data set rules for the SCDS, ACDS, COMMDS, and ACS data sets restrict UPDATE and ALLOCATE access to only OS/390 systems programming personnel, there is NO FINDING.

d)
If the above is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:
1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Justification for access authorization was not provided.
Reference:
OS/390 STIG
10.3.4

10.3.6.4
II.
SMS File Location

a)
Review the SYS1.PARMLIB(IGDSMS00) data set to identify the fully qualified file names for the following SMS data sets: 

Source Control Data Set (SCDS)

Active Control Data Set (ACDS)

Refer to the following item gathered from the Data Facility Storage Management Subsystem (DFSMS) Worksheet:

-
Item 1

b)
If the SCDS and ACDS SMS data sets identified in (a) above reside on different volumes, there is NO FINDING.

c)
If the SCDS and ACDS SMS data sets identified in (a) above are collocated on the same volume, this is a FINDING.  The finding should read:

The following SMS control data set(s) was (were) found on the same volume:
Reference:
OS/390 STIG
10.3.4
___
PDI Screen Sort Order:  ZSMSA030


Default Severity: Category III
I.
IGDSMS Parmlib Members
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
PARMLIB.NAMES(IGDSMSXX)

NOTE:
The IGDSMSXX report is only produced if non-standard member names are present in SYS1.PARMLIB.  If this report does not exist, there is NO FINDING
b)
If no IGDSMSxx parmlib members exist (other than IGDSMS00 and IGDSMSBK), there is NO FINDING.

NOTE:
Comments located within non-standard parmlib members justifying their existence are considered a valid form of documentation.

c)
If there is a deviation, and no documentation for the deviation exists, this is a FINDING.  The finding should read:

The following improperly named IGDSMSxx member(s) was (were) found for which no documentation was provided to substantiate the variance(s):
Reference:
OS/390 STIG
10.3.5.2
II.
IEFSSNxx Required Parameters
a)
Review the SYS1.PARMLIB(IEFSSNxx) data set for the following SMS parameter settings:

1)
Keyword syntax:



SUBSYS SUBNAME(SMS) INITRTN(IGDSSIIN)

2)
Positional syntax:



SMS, IGDSSIIN
b)
If the required parameters are defined, there is NO FINDING.

c)
If the required parameters are not defined, this is a FINDING.  The finding should read:

The following required parameter(s) is (are) not defined within IEFSSNxx:
Reference:
OS/390 STIG
10.3.5.2
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TSO Data Analysis Checklist
___
PDI Screen Sort Order:  ZTSOA010


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTMOUNT)

b)
If the special privilege MOUNT is assigned on an as-needed basis to logonids associated with STCs and userids that need to execute TSO in batch, there is NO FINDING.

c)
If the special privilege MOUNT is not assigned on an as-needed basis to logonids associated with STCs and userids that need to execute TSO in batch, this is a FINDING.  The finding should read:

The following authorization(s) to the MOUNT privilege is (are) inappropriate:

(For a complete list of logonids, refer to SYS3.FSO.SRRMVS.xxxx.mmmyyyy.ACF2CMDS.RPT(ATTMOUNT).)
Reference:
OS/390 STIG
3.1.4.4

3.2.4.4
___
PDI Screen Sort Order:  ZTSOA020


Default Severity: Category II
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(TSOUADS)

b)
If SYS1.UADS userids are limited and reserved for emergency purposes only, there is NO FINDING. 

c)
If any SYS1.UADS userids are assigned for other than emergency purposes, this is a FINDING.  The finding should read:

The following logonid(s) listed in SYS1.UADS is (are) inappropriate:

(Refer to SYS1.UADS for a complete list.)
Reference:
OS/390 STIG
3.1.2.6

7.2
___
PDI Screen Sort Order:  ZTSOA030


Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(TSOPROC)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
If access to TSO logon procedures is strictly controlled through the use of the explicit CA‑ACF2 resource rule TYPE(TPR), with no inappropriate access, there is NO FINDING.

c)
If access to TSO logon procedures is not strictly controlled through the use of the explicit ACF2 resource rule TYPE(TPR), with no inappropriate access, this is a FINDING.  The finding should read:

The resource rules for TYPE(TPR) are inappropriate.
Reference:
OS/390 STIG
7.2.1
___
PDI Screen Sort Order:  ZTSOA040
NOTE:
Until further notice this PDI is inactive.  This item is dependent upon full implementation of Fee-for-Service.
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(RESOURCE)

b)
If access to IACs is strictly controlled through the use of the explicit ACF2 resource rule TYPE(TAC), with no inappropriate access, there is NO FINDING.

c)
If access to IACs is not strictly controlled through the use of the explicit ACF2 resource rule TYPE(TAC), with no inappropriate access, this is a FINDING.  The finding should read:

The resource rules for TYPE(TAC) are inappropriate.
Reference:
OS/390 STIG
7.2.1

UNIX System Services Data Analysis Checklist
___
PDI Screen Sort Order:  ZUSSA010

Default Severity: Category II
I.
PARMLIB Suffix Standard

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
PARMLIB.NAMES(BPXPRMXX)

NOTE:
The BPXPRMXX report is only produced if non-standard member names are present in PARMLIB.  If this report does not exist, there is NO FINDING.
b)
If no BPXPRMxx PARMLIB members exist (other than BPXPRM00 and BPXPRMBK), there is NO FINDING.

c)
If there is a deviation from the standard and documentation for the deviation exists, there is NO FINDING.

NOTE:
Comments located within non-standard PARMLIB members justifying their existence are considered a valid form of documentation.

d)
If there is any deviation from the standard and no documentation for the deviation exists, this is a FINDING.  The finding should read:

The following improperly named BPXPRMxx member(s) was (were) found for which no documentation was provided to substantiate the variance(s):

Reference:
OS/390 STIG
2.5.2.1

II.
IEASYS00 Reference to BPXPRM00

a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(PARMLIB) - Refer to the IEASYSxx listing(s).

NOTE:
If the OMVS statement is not specified, OMVS=DEFAULT is used.  This will result (as of OS/390 Release 2.8) in the OS/390 UNIX kernel starting in minimum configuration mode.  In minimum mode there is no access to permanent file systems or to the shell, and IBM’s Communication Server TCP/IP will not run.
b)
If the parameter is specified as OMVS=00 in the IEASYSxx member, there is NO FINDING.

c)
If the parameter is not specified as OMVS=00, this is a FINDING.  The finding should read:

The OMVS parameter is improperly specified within PARMLIB member IEASYS00.

1) The OMVS parameter is not specified.

2) The OMVS parameter is not specified as OMVS=00.

Reference:
OS/390 STIG
2.5.2.1

NOTE:
The remaining sections of this FINDING only pertain to domains running UNIX System Services in full function mode.  (Refer to the UNIX System Services Data Collection Checklist for instructions on determining the mode.)  If the domain being reviewed is not running in full function mode, the remaining sections of this FINDING will be marked NOT APPLICABLE.
III.
BPXPRM00 SUPERUSER Statement

a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· PARMLIB(BPXPRM00)

b)
If the SUPERUSER statement is specified as SUPERUSER(BPXROOT), there is NO FINDING.

c)
If the required statement is not specified, this is a FINDING.  The finding should read:

The SUPERUSER statement is improperly specified within PARMLIB member BPXPRM00.
1) The SUPERUSER statement is not specified.

2) The SUPERUSER statement does not specify BPXROOT.

Reference:
OS/390 STIG
2.5.2.1

IV.
BPXPRM00 STEPLIBLIST Statement

a)
Refer to the following reports produced by the UNIX System Services Data Collection Checklist:

· PARMLIB(BPXPRM00)

· USSCMDS.RPT(ESTEPLL)

Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(USSRPT)

NOTE:
The use of STEPLIBLIST is optional.  If the STEPLIBLIST statement is not coded or it is commented out, there is NO FINDING.
b)
If the STEPLIBLIST statement in BPXPRM00 is specified as STEPLIBLIST(‘/etc/steplib’), there is NO FINDING.

c)
If  all products and applications represented by data sets listed in the /etc/steplib file have either (1) a VIS on file with DISA FSO, or (2) written approval by DISA FSO to install and use the product/application, there is NO FINDING

d)
If the ACF2 data set rules for each of the data sets listed in the /etc/steplib file restrict UPDATE and ALLOCATE access to systems programming personnel, there is NO FINDING.

e)
If the ACF2 data set rules for each of the data sets listed in the /etc/steplib file specify that all UPDATE and ALLOCATE access is logged, there is NO FINDING.

f)
If (b), (c), (d) or (e) above is untrue, this is a FINDING.

The finding should read:  (Choose the appropriate item(s).)
1) The STEPLIBLIST statement is improperly specified within PARMLIB member BPXPRM00.

2) The following system program(s) is (are) in use without DISA approval:

3) The following data set access authorization(s) is (are) inappropriate:

(a) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

(b) Justification for access authorization was not provided.

(c) Data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
2.5.2.1

2.5.2.2

V.
BPXPRM00 USERIDALIASTABLE Statement

a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· PARMLIB(BPXPRM00)

b)
If the USERIDALIASTABLE statement is not specified, there is NO FINDING.

c)
If the USERIDALIASTABLE statement is specified, this is a FINDING.  The finding should read:

The USERIDALIASTABLE statement is specified within PARMLIB member BPXPRM00.

Reference:
OS/390 STIG
2.5.2.1

VI.
BPXPRM00 MOUNT Statement(s)

a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· PARMLIB(BPXPRM00)

NOTE:
The MOUNT statement parameters NOSETUID and SECURITY have a significant security impact. For this reason these parameters must be explicitly specified and not allowed to default.
b)
If each MOUNT statement specifies NOSETUID, there is NO FINDING.

c)
If each MOUNT statement specifies SECURITY, there is NO FINDING.

d)
If there is a deviation from the required values and documentation for the deviation exists, there is NO FINDING.

NOTE:
NOSECURITY disables security checking for file access.  NOSECURITY is only allowed on test and development domains.


SETUID allows a user to run under a different UID/GID identity.  Justification documentation is required to validate the use of SETUID.

e)
If (b), (c), or (d) above is untrue, this is a FINDING.  The finding should read:

The following MOUNT statement(s) within PARMLIB(BPXPRM00) is (are) improperly specified:

1) The NOSETUID parameter is not specified.

2) The SECURITY parameter is not specified.

3) The SETUID parameter is specified without documentation to substantiate the variance.

4) The NOSECURITY parameter is specified without documentation to substantiate the variance.

Reference:
OS/390 STIG
2.5.2.1

VII.
/etc/auto.master and MapName Files

a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(EAUTOM)

NOTE:
The /etc/auto.master HFS file (and the use of Automount) is optional.  If the file does not exist, there is NO FINDING.
NOTE:
The setuid parameter and the security parameter have a significant security impact.  For this reason these parameters must be explicitly specified and not allowed to default.
b)
If each MapName file specifies the “setuid No” statement, there is NO FINDING.

c)
If each MapName file specifies the “security Yes” statement, there is NO FINDING.

d)
If there is a deviation from the required values and documentation for the deviation exists, there is NO FINDING.

NOTE:
security No disables security checking for file access.  security No is only allowed on test and development domains.


setuid Yes allows a user to run under a different UID/GID identity.  Justification documentation is required to validate the use of setuid Yes.

e)
If (b), (c), or (d) above is untrue, this is a FINDING.  The finding should read:

The following HFS MapName file(s) is (are) improperly specified:

1) The setuid No statement is not specified.

2) The security Yes statement is not specified.

3) The setuid Yes statement is specified without documentation to substantiate the variance.

4) The security No statement is specified without documentation to substantiate the variance.

Reference:
OS/390 STIG
2.5.2.2

2.5.2.5

VIII.
/etc/inetd.conf Network Service Entries

a)
Refer to the following reports produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(EINETD)

· USSCMDS.RPT(ESERV)

b)
If all the services in the table entitled Restricted Network Services in Section 2.5.2.2, /etc Requirements, of the OS/390 STIG are not found in or are commented out of the /etc/inetd.conf file, there is NO FINDING.

c)
If there is a deviation from the required values and documentation for the deviation exists, there is NO FINDING.

NOTE:
Justification documentation is required to validate the use of restricted network services.

d)
If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

The following restricted network service(s) was (were) specified in /etc/inetd.conf without documentation to substantiate the variance(s):

Reference:
OS/390 STIG
2.5.2.2

IX.
/etc/profile User Shell Security Settings

a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(EPROF)

b)
If the final or only instance of the umask command in /etc/profile is specified as “umask 077”, there is NO FINDING.

c)
If the LOGNAME variable is marked read-only (i.e., “readonly LOGNAME”) in /etc/profile, there is NO FINDING.

If (b) or(c)  above is untrue, this is a FINDING.  The finding should read:

(Choose the appropriate item(s).)

1) The following umask command is improperly specified in /etc/profile:

(a) The umask command is not executed.

(b) The umask command specifies a value other than 037.

2) The LOGNAME variable is not marked as read-only in /etc/profile.

Reference:
OS/390 STIG
2.5.2.2

2.5.2.10

X.
/etc/rc System Startup Script Actions

a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(ERC)

b)
If all of the chmod commands in /etc/rc do not result in less restrictive access than what is specified in the table entitled System Directory Security Settings and the table entitled System File Security Settings in Section 2.5.2.5, OS/390 XE "OS/390"  UNIX HFS Directories and Files, of the OS/390 STIG, there is NO FINDING.

NOTE:
The use of chmod commands in /etc/rc is required in most environments to comply with the required settings, especially for dynamic objects such as the /dev directory.


The following represents a hierarchy for permission bits from least restrictive to most restrictive:

7
rwx

(least restrictive)

6
rw-

3
-wx

2
-w-

5
r-x

4
r--

1
--x

0
---

(most restrictive)

c)
If all of the chaudit commands in /etc/rc do not result in less auditing than what is specified in the table entitled System Directory Security Settings and the table entitled System File Security Settings in Section 2.5.2.5, OS/390 XE "OS/390"  UNIX HFS Directories and Files, of the OS/390 STIG, there is NO FINDING.

NOTE:
The use of chaudit commands in /etc/rc may not be necessary.  If none are found, there is NO FINDING.

The possible audit bits settings are as follows:


f
log for failed access attempts


a
log for failed and successful access


-
no auditing

d)
If the BPX_JOBNAME variable is appropriately set (i.e., to match daemon name) as each daemon (e.g., syslogd, inetd) is started in /etc/rc, there is NO FINDING.

NOTE:
If BPX_JOBNAME is not specified, the started address space will be named using an inherited value.  This could result in reduced security in terms of operator command access.

e) If (b), (c), or (d) above is untrue, this is a FINDING.  The finding should read:

(Choose the appropriate item(s).)

1) The following commands in /etc/rc result in inappropriate access authorization for an HFS object:

1) HFS object permission bits allow inappropriate access.

2) Justification for access authorization was not provided.

3) HFS object user audit bits provide inadequate logging.

2) The following daemon(s) is (are) being started in /etc/rc with an improperly specified BPX_JOBNAME variable:

1) The BPX_JOBNAME variable is not specified.

2) The BPX_JOBNAME variable specifies a value other than the daemon name.

Reference:
OS/390 STIG
2.5.2.2

2.5.2.5

2.5.2.10

___
PDI Screen Sort Order:  ZUSSA020


Default Severity: Category II
NOTE:
This FINDING only pertains to domains running UNIX System Services in full function mode.  (Refer to the UNIX System Services Data Collection Checklist for instructions on determining the mode.)  If the domain being reviewed is not running in full function mode, this FINDING will be marked NOT APPLICABLE.
I.
FACILITY Class BPX Resource Access

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(FACILITY)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
If the ACF2 rules for the BPX TYPE(FAC) resource specify a default access of NONE, there is NO FINDING.

c)
If there are no ACF2 rules that allow access to the BPX TYPE(FAC) resource, there is NO FINDING.

d)
If the ACF2 rules for each of the BPX TYPE(FAC) resources listed in the table entitled General FACILITY Class BPX Resources in the OS/390 STIG, Section 2.5.2.3, Resource Profiles, restrict access to appropriate system tasks or systems programming personnel, there is NO FINDING.

NOTE:
The BPX.DAEMON, BPX.SAFFASTPATH, BPX.SERVER, and BPX.SUPERUSER TYPE(FAC) resources are reviewed in subsequent checklist items and do not need to be reviewed here.
e)
If (b), (c), or (d) above is untrue, this is a FINDING.  The finding should read:

(Choose the appropriate item(s).)

1) The BPX.- resource is improperly protected.

1) BPX.- is not defined to the FACILITY resource class.

2) Access is granted to the BPX.- resource.

3) The default access of PREVENT is not specified.

2) The following BPX resource(s) is (are) improperly protected:

1) Access authorization does not restrict access to appropriate system tasks or systems programming personnel.

2) Justification for access authorization was not provided.

3) Required resource(s) is (are) not defined to the FACILITY resource class.

4) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
2.5.2.3

2.5.3.1 (ACF2)

2.5.4.1 (RACF)

2.5.5.1 (TSS)

II.
BPX.DAEMON Resource Access

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(FACILITY)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
If the ACF2 rules for the BPX.DAEMON TYPE(FAC) resource specify a default access of NONE, there is NO FINDING.

c)
If the ACF2 rules for the BPX.DAEMON TYPE(FAC) resource restrict access to the OS/390 UNIX kernel (i.e., OMVS or OMVSKERN), OS/390 UNIX daemons (e.g., inetd, syslogd, ftpd), and other system software daemons (e.g., web servers), there is NO FINDING.

NOTE:
A daemon process may have a unique identity or may inherit its identity from the process that starts it.  An example of inheritance is a process started in /etc/rc without the use of the _BPX_USERID variable.  Such a process inherits the identity of the OS/390 UNIX kernel.
d)
If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

The BPX.DAEMON resource is improperly protected.

1) Access authorization does not restrict access to appropriate system tasks or systems programming personnel.

2) Justification for access authorization was not provided.

3) BPX.DAEMON is not defined to the FACILITY resource class.

4) The default access of PREVENT is not specified.

NOTE:
As discussed in the OS/390 STIG, it is especially important that the BPXROOT account not have access to the BPX.DAEMON resource.
Reference:
OS/390 STIG
2.5.2.3

2.5.2.8

2.5.3.1 (ACF2)

2.5.4.1 (RACF)

2.5.5.1 (TSS)

III.
BPX.SAFFASTPATH Resource Definition

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(FACILITY)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
If the ACF2 rules for the BPX.SAFFASTPATH TYPE(FAC) resource specify a default access of NONE, there is NO FINDING.

NOTE:
The OS/390 UNIX kernel (i.e., OMVS or OMVSKERN) must not be allowed access to the BPX.SAFFASTPATH resource via rule or NON‑CNCL privilege.  Any access disables required auditing.  Refer to the OS/390 STIG requirements for a SAFDEF record if NON‑CNCL has been assigned to the OS/390 UNIX kernel.

c)
If (b) above is untrue, this is a FINDING.  The finding should read:

The BPX.SAFFASTPATH resource is improperly protected.

1) BPX.SAFFASTPATH is not defined to the FACILITY resource class.

2) The default access of PREVENT is not specified.

3) Access is granted to the BPX.SAFFASTPATH resource.

Reference:
OS/390 STIG
2.5.2.3

2.5.3.1 (ACF2)

2.5.4.1 (RACF)

2.5.5.1 (TSS)

IV.
BPX.SERVER Resource Access

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(FACILITY)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
If the ACF2 rules for the BPX.SERVER TYPE(FAC) resource specify a default access of NONE, there is NO FINDING.

c)
If the ACF2 rules for the BPX.SERVER TYPE(FAC) resource restrict access to system software processes (e.g., web servers) that act as servers under OS/390 UNIX, there is NO FINDING.

d)
If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

The BPX.SERVER resource is improperly protected.

1) Access authorization does not restrict access to appropriate system tasks.

2) Justification for access authorization was not provided.

3) BPX.SERVER is not defined to the FACILITY resource class.

4) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
2.5.2.3

2.5.3.1 (ACF2)

2.5.4.1 (RACF)

2.5.5.1 (TSS)

V.
BPX.SUPERUSER Resource Access

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(FACILITY)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
If the ACF2 rules for the BPX.SUPERUSER TYPE(FAC) resource specify a default access of NONE, there is NO FINDING.

c)
If the ACF2 rules for the BPX.SUPERUSER TYPE(FAC) resource restrict access to security administrators and individual systems programming personnel, there is NO FINDING.

NOTE:
Access to BPX.SUPERUSER is not appropriate for all systems programming personnel.  It should be limited to those with responsibilities for components or products that utilize OS/390 UNIX and that require superuser capability for maintenance.
d)
If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

The BPX.SUPERUSER resource is improperly protected.

1) Access authorization does not restrict access to appropriate security administrators and individual systems programming personnel.

2) Justification for access authorization was not provided.

3) BPX.SUPERUSER is not defined to the FACILITY resource class.

4) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
2.5.2.3

2.5.3.1 (ACF2)

2.5.4.1 (RACF)

2.5.5.1 (TSS)

VI.
SURROGAT Class BPX.SRV Resource Access

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(SURROGAT)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
If the ACF2 rules for all BPX.SRV.user TYPE(SUR) resources specify a default access of NONE, there is NO FINDING.

c)
If the ACF2 rules for all BPX.SRV.user TYPE(SUR) resources restrict access to system software processes (e.g., web servers) that act as servers under OS/390 UNIX, there is NO FINDING.

d)
If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

The following BPX.SRV.user resource(s) is (are) improperly protected:

1) Access authorization does not restrict access to appropriate system tasks.

2) Justification for access authorization was not provided.

3) The default access of PREVENT is not specified.

Reference
OS/390 STIG
2.5.2.3

2.5.3.1 (ACF2)

2.5.4.1 (RACF)

2.5.5.1 (TSS)

VII.
UNIXPRIV Class SUPERUSER Resource Access

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(UNIXPRIV)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
If the ACF2 rules for the SUPERUSER TYPE(UNI) resource specify a default access of NONE, there is NO FINDING.

c)
If the ACF2 rules for each of the SUPERUSER TYPE(UNI) resources listed in the table entitled UNIXPRIV Class Profiles in the OS/390 STIG, Section 2.5.2.3, Resource Profiles, restrict access to appropriate system tasks or systems programming personnel, there is NO FINDING.

d)
If there is no ACF2 rule for the CHOWN.UNRESTRICTED TYPE(UNI) resource, there is NO FINDING.

NOTE:
In ACF2, the definition of CHOWN.UNRESTRICTED (along with the CHOWNRES UNIXOPTS option), even with no user access, enables all users to execute file ownership changes.
e) If (b), (c), or (d) above is untrue, this is a FINDING.  The finding should read:

(Choose the appropriate item(s).)

1) The SUPERUSER.- resource is improperly protected.

(a) SUPERUSER.- is not defined to the UNIXPRIV resource class.

(b) The default access of PREVENT is not specified.

2) The following SUPERUSER resource(s) is (are) improperly protected:

1) Access authorization does not restrict access to appropriate system tasks or systems programming personnel.

2) Justification for access authorization was not provided.

3) Required resource(s) is (are) not defined to the UNIXPRIV resource class.

4) The default access of PREVENT is not specified.

3) The CHOWN.UNRESTRICTED resource is defined.

Reference:
OS/390 STIG
2.5.2.3

2.5.3.1 (ACF2)

2.5.4.1 (RACF)

2.5.5.1 (TSS)

___
PDI Screen Sort Order:  ZUSSA030


Default Severity: Category II
NOTE:
This FINDING only pertains to domains running UNIX System Services in full function mode.  (Refer to the UNIX System Services Data Collection Checklist for instructions on determining the mode.)  If the domain being reviewed is not running in full function mode, this FINDING will be marked NOT APPLICABLE.
I.
MVS Data Set Containing Root HFS Data

a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· PARMLIB(BPXPRM00)

Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(USSRPT)

b)
If the ACF2 data set rules for the data set referenced in the ROOT statement in BPXPRM00 restrict all access to the OS/390 UNIX kernel (i.e., OMVS or OMVSKERN) and systems programming personnel, there is NO FINDING.

c)
If (b) above is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

1) Data set access authorization does not restrict all access to appropriate system tasks or systems programming personnel.

2) Justification for access authorization was not provided.

Reference:
OS/390 STIG
2.5.2.4

2.5.3.4 (ACF2)

2.5.4.4 (RACF)

2.5.5.4 (TSS)

II.
MVS Data Set(s) Containing System HFS Data

a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· PARMLIB(BPXPRM00)

Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(USSRPT)

NOTE:
It is assumed that a directory at the root level (e.g., /etc) holds system data that requires special protection.  If it is documented that the data referenced by a MOUNT statement is not system data (i.e., belongs to another product with its own security requirements or belongs to an application or user group with their own security requirements), then this check does not apply for that MOUNT statement.
b)
Refer to the MOUNT statements in BPXPRM00 that specify system directories at the root level (e.g., /etc, /tmp, /u).  If the ACF2 data set rules for each of the data sets referenced in the MOUNT statements restrict all access to the OS/390 UNIX kernel (i.e., OMVS or OMVSKERN) and systems programming personnel, there is NO FINDING.

c)
If (b) above is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

1) Data set access authorization does not restrict all access to appropriate system tasks or systems programming personnel.

2) Justification for access authorization was not provided.

Reference:
OS/390 STIG
2.5.2.4

2.5.3.4 (ACF2)

2.5.4.4 (RACF)

2.5.5.4 (TSS)

III.
MVS Data Sets Containing UNIX System Services System Data

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(USSRPT)

b)
If the ACF2 data set rules for each of the data sets listed in the table entitled MVS Data Sets with OS/390 UNIX Components in Section 2.5.2.4, OS/390 XE "OS/390"  UNIX MVS XE "MVS:MVS"  Data Sets, of the OS/390 STIG restrict UPDATE and ALLOCATE access to systems programming personnel, there is NO FINDING.

c)
If (b) above is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to appropriate systems programming personnel.

2) Justification for access authorization was not provided.

Reference:
OS/390 STIG
2.5.2.4

2.5.3.4 (ACF2)

2.5.4.4 (RACF)

2.5.5.4 (TSS)

IV.
System Directory Permission and Audit Bits

a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(SDPERM)

b)
If the HFS permission bits for each directory match or are more restrictive than the specified settings listed in the table entitled System Directory Security Settings in Section 2.5.2.5, OS/390 XE "OS/390"  UNIX HFS Directories and Files, of the OS/390 STIG, there is NO FINDING.


The following represents a hierarchy for permission bits from least restrictive to most restrictive:

7
rwx

(least restrictive)

6
rw-

3
-wx

2
-w-

5
r-x

4
r--

1
--x

0
---

(most restrictive)

c)
If the HFS user audit bits for each directory match or include the specified settings listed in the table entitled System Directory Security Settings in Section 2.5.2.5, OS/390 XE "OS/390"  UNIX HFS Directories and Files, of the OS/390 STIG, there is NO FINDING.

The possible audit bits settings are as follows:


f
log for failed access attempts


a
log for failed and successful access


-
no auditing

d)
If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

The following HFS object access authorization(s) is (are) inappropriate:

1) HFS object permission bits allow inappropriate access.

2) Justification for access authorization was not provided.

3) HFS object user audit bits provide inadequate logging.

Reference:
OS/390 STIG
2.5.2.5

2.5.3.4 (ACF2)

2.5.4.4 (RACF)

2.5.5.4 (TSS)

V.
System File Permission and Audit Bits

a)
Refer to the following reports produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(SFPERM)

· USSCMDS.RPT(EAUTOM)

NOTE:
Some of the files listed in the referenced OS/390 STIG table are not used in every domain.  If the file does not exist, there is NO FINDING.
NOTE:
The names of the MapName files are site-defined.  Refer to the listing in the EAUTOM report.
b)
If the HFS permission bits for each file match or are more restrictive than the specified settings listed in the table entitled System File Security Settings in Section 2.5.2.5, OS/390 XE "OS/390"  UNIX HFS Directories and Files, of the OS/390 STIG, there is NO FINDING.

c)
If the HFS user audit bits for each file match or include the specified settings listed in the table entitled System File Security Settings in Section 2.5.2.5, OS/390 XE "OS/390"  UNIX HFS Directories and Files, of the OS/390 STIG, there is NO FINDING.

d)
If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

The following HFS object access authorization(s) is (are) inappropriate:

1) HFS object permission bits allow inappropriate access.

2) Justification for access authorization was not provided.

3) HFS object user audit bits provide inadequate logging.

Reference:
OS/390 STIG
2.5.2.5

2.5.3.4 (ACF2)

2.5.4.4 (RACF)

2.5.5.4 (TSS)

VI.
Directories with “Other” Write Access

a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(OWDIR)

b)
If there are no directories that have the other write permission bit set on without the sticky bit set on, there is NO FINDING.

NOTE:
In the symbolic permission bit display, the sticky bit is indicated as a “t” or “T” in the execute portion of the other permissions.  For example, a display of the permissions of a directory with the sticky bit on could be “drwxrwxrwt”.

c)
If all directories that have the other write permission bit set on do not contain any files with the setuid bit set on, there is NO FINDING.

NOTE:
In the symbolic permission bit display, the setuid bit is indicated as an “s” or “S” in the execute portion of the owner permissions.  For example, a display of the permissions of a file with the setuid bit on could be “-rwsrwxrwx”.

d)
If all directories that have the other write permission bit set on do not contain any files with the setgid bit set on, there is NO FINDING.

NOTE:
In the symbolic permission bit display, the setgid bit is indicated as an “s” or “S” in the execute portion of the group permissions. For example, a display of the permissions of a file with the setgid bit on could be “-rwxrwsrwx”.

e)
If (b), (c), or (d) above is untrue, this is a FINDING.  The finding should read:

The following HFS directory(ies) with the “other” write permission bit set is (are) improperly defined:

1) The sticky bit is not on for the directory.

2) The setuid bit is on for one or more files in the directory.

3) The setgid bit is on for one or more files in the directory.

Reference:
OS/390 STIG
2.5.2.5

___
PDI Screen Sort Order:  ZUSSA040


Default Severity: Category II
NOTE:
This FINDING only pertains to domains running UNIX System Services in full function mode.  (Refer to the UNIX System Services Data Collection Checklist for instructions on determining the mode.)  If the domain being reviewed is not running in full function mode, this FINDING will be marked NOT APPLICABLE.
I.
Group Definition(s) - OMVSGRP \ STCOMVS Group(s)

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(OMVSGRP)

NOTE:
A site can choose to have both an OMVSGRP group and an STCOMVS group or combine the groups under one of these names.
b)
If the OMVSGRP group and / or the STCOMVS group are each defined with a unique GID in the range of 1-99, there is NO FINDING.

c)
If (b) above is untrue, this is a FINDING.  The finding should read:

The OMVSGRP and/or STCOMVS group(s) is (are) improperly defined.

1) The group(s) is (are) not defined to the security database.

2) The group(s) is (are) not defined with a unique GID in the range of 1‑99.

Reference:
OS/390 STIG
2.5.2.6

2.5.3.2 (ACF2)

2.5.4.2 (RACF)

2.5.5.2 (TSS)

II.
Group Definitions - Unique GID Values

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(OMVSGRP)

NOTE:
This check only applies to groups that include users of OS/390 UNIX (i.e., that have an OMVS profile defined).
b)
If each group has a unique GID number, there is NO FINDING.

c)
If more than one group has the same GID number, this is a FINDING.  The finding should read:

The following groups are defined with duplicate GID numbers:

Reference:
OS/390 STIG
2.5.2.6

2.5.3.2 (ACF2)

2.5.4.2 (RACF)

2.5.5.2 (TSS)

III.
User Definition - OMVS \ OMVSKERN Account

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(OMVSUSER)

-
ACF2CMDS.RPT(LOGONIDS)

NOTE:
A site can choose to have either OMVS or OMVSKERN as the user account for the OS/390 UNIX kernel.
b)
If OMVS or OMVSKERN is defined as follows, there is NO FINDING:

1) No access to interactive on-line facilities (e.g., TSO, CICS, etc.)

2) Default group specified as OMVSGRP or STCOMVS
3) UID(0)
4) HOME directory specified as “/”

5) Shell program specified as “/bin/sh”

c)
If OMVS or OMVSKERN is not defined as specified in (b) above, this is a FINDING. The finding should read:

The OMVS or OMVSKERN user account is improperly defined.

1) The account is not defined to the security database.

2) Authorization to on-line facility(ies) is (are) inappropriate.

3) The default group is not specified as OMVSGRP or STCOMVS.

4) The UID value is not specified as UID(0).

5) The HOME directory is not specified as “/”.

6) The shell program was not specified as “/bin/sh”.

Reference:
OS/390 STIG
2.5.2.6

2.5.3.2 (ACF2)

2.5.4.2 (RACF)

2.5.5.2 (TSS)

IV.
User Definition - BPXROOT Account

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(OMVSUSER)

-
ACF2CMDS.RPT(LOGONIDS)

b)
If BPXROOT is defined as follows, there is NO FINDING:

1) No access to interactive on-line facilities (e.g., TSO, CICS, etc.)

2) Default group specified as OMVSGRP or STCOMVS
3) UID(0)
4) HOME directory specified as “/”

5) Shell program specified as “/bin/sh”

c)
If BPXROOT is not defined as specified in (b) above, this is a FINDING.  The finding should read:

The BPXROOT user account is improperly defined.

1) The account is not defined to the security database.

2) Authorization to on-line facility(ies) is(are) inappropriate.

3) The default group is not specified as OMVSGRP or STCOMVS.

4) The UID value is not specified as UID(0).

5) The HOME directory is not specified as “/”.

6) The shell program is not specified as “/bin/sh”.

Reference:
OS/390 STIG
2.5.2.6

2.5.3.2 (ACF2)

2.5.4.2 (RACF)

2.5.5.2 (TSS)

V.
User Definition - RMFGAT Account

a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(OMVSUSER)

-
ACF2CMDS.RPT(LOGONIDS)

b)
If RMFGAT is defined as follows, there is NO FINDING:

1) Default group specified as OMVSGRP or STCOMVS
2) A unique, non-zero UID

3) HOME directory specified as “/”

4) Shell program specified as “/bin/sh”

c)
If RMFGAT is not defined as specified in (b) above, this is a FINDING.  The finding should read:

The RMFGAT user account is improperly defined.

1) The account is not defined to the security database.

2) The default group is not specified as OMVSGRP or STCOMVS.

3) The UID value is specified as UID(0).

4) The HOME directory is not specified as “/”.

5) The shell program is not specified as “/bin/sh”.

Reference:
OS/390 STIG
2.5.2.6

2.5.3.2 (ACF2)

2.5.4.2 (RACF)

2.5.5.2 (TSS)

VI.
User Definitions - UID(0) Assignment

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(OMVSUSER)

b)
If UID(0) is assigned only to system tasks such as the OS/390 UNIX kernel (i.e., OMVS or OMVSKERN), OS/390 UNIX daemons (e.g., inetd, syslogd, ftpd), and other system software daemons; to security administrators who create or maintain user account definitions; and to systems programming accounts dedicated to maintenance (e.g., SMP/E) of HFS-based components, there is NO FINDING.

NOTE:
The assignment of UID(0) confers full time superuser privileges.  As discussed in the OS/390 STIG, this is not appropriate for personal user accounts.  Access to the BPX.SUPERUSER resource is used to allow personal user accounts to gain short-term access to superuser privileges.
c)
If UID(0) is assigned to non-systems or non-maintenance accounts, this is a FINDING. The finding should read:

The following user account(s) is (are) improperly defined:

1) The UID value is specified as UID(0).

2) Justification for access authorization was not provided.

Reference:
OS/390 STIG
2.5.2.6

2.5.3.2 (ACF2)

2.5.4.2 (RACF)

2.5.5.2 (TSS)

VII.
User Definitions - UID, HOME Directory, and Shell Program Values

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(OMVSUSER)

NOTE:
This check only applies to users of OS/390 UNIX (i.e., users with an OMVS profile defined).
b)
If each user account is defined as follows, there is NO FINDING:

1) A unique UID number (except for UID(0) users)

2) A unique HOME directory (except for UID(0) and other system task accounts)

3) Shell program specified as “/bin/sh”, “/bin/tcsh”, or “/bin/false”

NOTE:
The shell program must have one of the specified values.  The HOME directory must have a value (i.e., not be allowed to default).
c)
If any user account is not defined as specified in (b) above, this is a FINDING.  The finding should read:

The following user account(s) is (are) improperly defined:

1) Duplicate UID numbers are assigned.

2) The HOME directory is not specified.

3) The HOME directory is not unique.

4) The shell program is not specified as “/bin/sh”, “/bin/tcsh”, or “/bin/false”.

Reference:
OS/390 STIG
2.5.2.6

2.5.3.2 (ACF2)

2.5.4.2 (RACF)

2.5.5.2 (TSS)

VIII.
User Definitions - Default User Setup

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(FACILITY)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
If there is no ACF2 rule for the BPX.DEFAULT.USER TYPE(FAC) resource, there is NO FINDING.

c)
If (b) above is untrue, this is a FINDING.  The finding should read:

The BPX.DEFAULT.USER resource is defined.

Reference:
OS/390 STIG
2.5.2.6

2.5.3.2 (ACF2)

2.5.4.2 (RACF)

2.5.5.2 (TSS)

___
PDI Screen Sort Order:  ZUSSA050


Default Severity: Category II
NOTE:
This FINDING only pertains to domains running UNIX System Services in full function mode.  (Refer to the UNIX System Services Data Collection Checklist for instructions on determining the mode.)  If the domain being reviewed is not running in full function mode, this FINDING will be marked NOT APPLICABLE.
I.
External Security – GSO CLASMAP and INFODIR Records

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ZUSSA050)

b)
If the CLASMAP DEFINITIONS list includes entries for the FACILITY, SURROGAT, and UNIXPRIV resource classes, there is NO FINDING.

NOTE:
The TYPE CODE values should be FAC, SUR, and UNI.
c)
If the INFODIR record includes entries for the FACILITY, SURROGAT, and UNIXPRIV resource classes, there is NO FINDING.

NOTE:
The TYPES should be R-RFAC, R-RSUR, and R-RUNI.  The use of the “R-” prefix that indicates the rules are resident is recommended, not required.
d)
If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

(Choose the appropriate item(s).)

1) The following resource class(es) is (are) not defined in the GSO CLASMAP record:

2) The following resource class(es) is (are) not defined in the GSO INFODIR record:

Reference:
OS/390 STIG
2.5.3.1

II.
External Security – GSO UNIXOPTS Record

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)


Automated Analysis
Refer to the following report produced by the OS/390 Data Collection Checklist: 

· PDI(ZUSSA050)

b)
If the UNIXOPTS record specifies CHOWNRES, there is NO FINDING.

c)
If the UNIXOPTS record does not specify DFTGROUP and DFTUSER, there is NO FINDING.

NOTE:
In releases of ACF2 prior to 6.3, these options were specified in the OPTS record under DFTOMVSU and DFTOMVSG.
d)
If (b) or (c) above is untrue, this is a FINDING.  The finding should read:

(Choose the appropriate item(s).)

The following GSO UNIXOPTS record value(s) is (are) improperly set:

Reference:
OS/390 STIG
2.5.3.1

2.5.3.2

VTAM Data Analysis Checklist
___
PDI Screen Sort Order:  ZVTMA010

Default Severity: Category II

I.
USSTAB Definitions

a)
Refer to the following items gathered from the VTAM Systems Programmer's Worksheet:

-
Item 1

-
Item 2

-
Item 3

-
Item 5

-
Item 6

b)
If USSTAB definitions are only used for secure terminals (e.g., terminals that are locally attached to the host or connected to the host via secure leased lines), there is NO FINDING.

c)
If USSTAB definitions are used for any unsecured terminals (e.g., dial‑up terminals or terminals attached to the Internet such as TN3270 or KNET 3270 emulation), this is a FINDING.  The finding should read:

USSTAB definitions are being used for unsecured terminals.
Reference:
OS/390 STIG
4.1.3

II.
LOGAPPL Definitions
a)
Refer to the following items gathered from the VTAM Systems Programmer's Worksheet:

-
Item 1

-
Item 2

-
Item 3

-
Item 4

-
Item 5

-
Item 7

b) Determine the TCP/IP address and port number(s) used for direct TN3270 connectivity.

1) Locate the TCPIP started task.  Search the STC JCL for the PROFILE DD statement to determine the PDS allocated to this file.

2) Browse the PDS member allocated by the PROFILE DD statement and find the HOME statement.  This will identify the TCP/IP address of this domain.

3) Within the same PDS member, find the TELNETPARMS section(s).  This will identify the port(s) used for direct telnet connection to this domain.  If you find a TELNETPARMS section that has a SECUREPORT specification, you will need a TN3270 client that is capable of SSL connectivity.

4) Configure a session in your TN3270 client to connect to the IP address using the port(s) just identified and try to connect.

c) If your TN3270 session is redirected to the Session Manager, it would appear that the site is forcing unsecured terminals to go through the Session Manager before establishing a session with any host application.  There is NO FINDING.

d) If TN3270 session is not redirected to the Session Manager and you see something similar to the following, you were able to connect directly to the domain.

i. Enter Your Userid:                                  

ii. Password:                              New password:

iii. Application:                                        

iv. Application Required. No Installation Default       


This is a FINDING.  The finding should read:

Unsecured terminals controlled by LOGAPPL definitions are not forced to go through the Session Manager before establishing connectivity with VTAM applications.
Reference:
OS/390 STIG
4.1.3
III.
Session Manager
a)
Refer to the following item gathered from the VTAM Systems Programmer's Worksheet:

-
Item 7

b)
If the Session Manager is configured to perform I&A security verification, and only show the applications the user is authorized to access, there is NO FINDING.

c)
If the Session Manager is not configured to perform I&A security verification, and/or limit a user’s session menu to only the applications he is authorized to access, this is a FINDING.  The finding should read:

The Session Manager is configured improperly.

1) I&A security verification is not enabled.

2) User session menus are not limited to only authorized applications.

Reference:
OS/390 STIG
4.1.3
IV.
SAF Interface
a)
Refer to the following item gathered from the VTAM Systems Programmer's Worksheet:

-
Item 7

b)
If the Session Manager has an active SAF interface with the ACP, there is NO FINDING.

c)
If the Session Manager does not have an active SAF interface with the ACP, this is a FINDING.  The finding should read:

The Session Manager does not have an active SAF interface with the ACP.
Reference:
OS/390 STIG
4.1.3
V.
SMF Records
a)
Refer to the following item gathered from the VTAM Systems Programmer's Worksheet:

-
Item 7

b)
If the Session Manager generates SMF records for audit trail and accounting reports, there is NO FINDING.

c)
If the Session Manager does not generate SMF records for audit trail and accounting reports, this is a FINDING.  The finding should read:

The Session Manager does not generate SMF records for audit trail and accounting reports.
Reference:
OS/390 STIG
6.1
VI.
Network
a)
Refer to the following items gathered from the VTAM Systems Programmer's Worksheet:

-
Item 8

-
Item 9

-
Item 10

-
Item 11

-
Item 12

-
Item 13

b)
If the VTAM SME is not implemented, there is NO FINDING.

c)
If the VTAM SME is implemented, interview the VTAM systems programmer and ensure the following SMETAB standards are in effect:

1) Code operand CLSDST=Y in the AUTHTAB macro to allow the Session Manager to initiate logons to VTAM XE "VTAM"  applications selected by terminal users from the selection menu.  CLSDST-PASS processing is a way to tell VTAM that the user has been verified by the Session Manager and that application access is authorized.

2) Code ACCEPT macros for authorized sessions between LUs representing network terminals and the Session Manager.

3) Code ACCEPT macros for any pairs of LUs (all types of LUs including LU 6.2) authorized to establish sessions with each other.  LUs may be in the same network (same net ID) or in interconnected networks (different net ID).

4) Code REJECT macros for any pairs of LUs (all types of LUs including LU 6.2) that are not authorized to establish sessions with each other.  LUs may be in the same network (same net ID) or in interconnected networks (different net ID).

5) Code the TWOWAY operand in ACCEPT and REJECT macros only if bi‑directional session authorization or rejection is necessary.

6) Use generic entries wherever possible to reduce the number of entries in the SMETAB, and to improve SME performance during session pair authorization.

7) Code a REPORT macro to generate SMF XE "SMF"  records to provide an audit XE "Auditing:auditing"  trail XE "Auditing:audit trail" .

d)
If any of the above SMETAB standards is not in effect, this is a FINDING.  The finding should read:

The VTAM SMETAB is not defined in accordance with DISA requirements.
Reference:
OS/390 STIG
4.1.3

VII.
Logon Banner
a)
Refer to the following item gathered from the VTAM Systems Programmer's Worksheet:

-
Item 14

b) Ensure that the Session Manager or VTAM (via USSTAB MSG10) displays a logon banner as follows:

1) The banner must be displayed immediately upon startup and before the logon request for a userid and password.

2) The banner must state (1) use of the system constitutes your consent to monitoring, (2) use of the system is for official U.S. government or authorized purposes only, and (3) unauthorized use may be subject to criminal prosecution and penalties.

c)
If all of the items in (b) are true, there is NO FINDING.

d)
If any of the items in (b) is untrue, this is a FINDING.  The finding should read:

The logon banner is not displayed in accordance with DISA requirements.

1) No logon banner is displayed.

2) The logon banner is not displayed before the request for a userid and password.

3) The logon banner does not contain the required text.

Reference:
OS/390 STIG
4.1.3

VIII.
Data Set Controls
a)
Refer to the following item gathered from the VTAM Systems Programmer's Worksheet:

-
Item 8


Refer to the following report produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(VTAMRPT)

b) Ensure that ACF2 data set rules for all VTAM system data sets restrict access to only network systems programming staff.  These data sets include libraries containing VTAM load modules and exit routines, and VTAM start options and definition statements.

c)
If (b) above is true, there is NO FINDING.

d)
If (b) above is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) for VTAM system data sets is (are) inappropriate:

1) Data set access authorization does not restrict access to systems programming personnel.

2) Justification for access authorization was not provided.

Reference:
OS/390 STIG
4.1.3

WebSphere Application Server Data Analysis Checklist

___
PDI Screen Sort Order:  ZWASA010

Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(HTTPRPT)

-
SENSITVE.RPT(WASRPT)


Refer to the following item gathered from the IBM HTTP Server Worksheet:

· DOC(IHSPROCS)

b) Ensure the following data set controls are in effect for WAS:

5) UPDATE and ALLOCATE access to HTTP product data sets (i.e., SYS1.IMW.AIMW- and SYS1.IMW.SIMW-) is restricted to systems programming personnel.


NOTE: If the HTTP server is not used with WAS, this check can be ignored.  

6) UPDATE and ALLOCATE access to data sets specified by the STEPLIB statement in the web server’s JCL is restricted to systems programming personnel and web server administrators.


NOTE: If the HTTP server is not used with WAS, this check can be ignored.  

7) UPDATE and ALLOCATE access to WAS product data sets and associated product data sets is restricted to systems programming personnel.


SYS*.EJS.V3500108.- (WebSphere 3.5)


SYS*.WAS.V401.- (WebSphere 4.0.1)




SYS*.OE.- (Java)


SYS*.JAVA- (Java)


SYS*.DB2.V710107.- (DB2)


SYS*.GLD.- (LDAP) 


SYS1.LE.- (Language Environment)
c) If all of the items in (b) are true, there is NO FINDING.

d) If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) for the WebSphere Application Server is (are) inappropriate:

1) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel.

2) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to systems programming personnel and web server administrators.

3) Justification for access authorization was not provided.

Reference:
OS/390 STIG 17.2.3.5, 17.5; Web Server STIG H.3.2, H.4.2 (ACF2), H.5.2 (RACF), H.6.2 (TSS); DODD 8500.1 Para. 4.18; DODI 8500.2 DCCS-2, DCCS-1; CJCSM 6510.01 Encl. A, App. A, Para. 5.b (8)

___
PDI Screen Sort Order:  ZWASA020

Default Severity: Category II
a)
Refer to the following reports produced by the UNIX System Services Data Collection Checklist:

· USSCMDS.RPT(IHSHFSOB)

· USSCMDS.RPT(WASHFSOB)


Refer to the following item gathered from the IBM HTTP Server Worksheet:

· DOC(IHSACCTS)

b)
The following notes apply to the requirements specified in the subsequent tables:

· If an owner field indicates UID(0) user, any system ID with a UID(0) specification is acceptable.

· Where an owner field indicates websrv1, the ID of the web server is intended.

· Where a group field indicates webadmg1, the ID of a local web server administration group is intended.  IMWEB is not a valid local group.

· The site is free to set the permission and audit bit settings to be more restrictive than the documented values.

Ensure the HFS permission bits, user audit bits, owner, and group for each directory and file match the specified settings listed in the following tables XE "OS/390" :
	IHS VENDOR SERVER SOFTWARE HFS OBJECT SECURITY SETTINGS

	DIRECTORY or FILE
	PERMISSION BITS
	USER
 AUDIT
 BITS
	OWNER
	GROUP

	/usr/lpp/internet
	755
	fff
	UID(0) user
	IMWEB

	/usr/lpp/internet/bin
	755
	fff
	UID(0) user
	IMWEB

	/usr/lpp/internet/sbin
	750
	fff
	UID(0) user
	IMWEB


	IHS LOCAL SERVER STANDARD HFS OBJECT SECURITY SETTINGS

	DIRECTORY or FILE
	PERMISSION BITS
	USER
 AUDIT
 BITS
	OWNER
	GROUP

	…/websrv1_root/
	555
	fff
	websrv1
	webadmg1

	…/websrv1_root/Admin
	550
	fff
	websrv1
	webadmg1

	…/websrv1_root/admin-bin
	550
	fff
	websrv1
	webadmg1

	…/websrv1_root/cgi-bin
	551
	fff
	websrv1
	webadmg1

	…/websrv1_root/fcgi-bin
	550
	fff
	websrv1
	webadmg1

	…/websrv1_root/pub
	555
	fff
	websrv1
	webadmg1


	IHS LOCAL SERVER CONFIGURATION HFS OBJECT SECURITY SETTINGS

	DIRECTORY or FILE
	PERMISSION BITS
	USER
 AUDIT
 BITS
	OWNER
	GROUP

	/etc/websrv1/httpd.conf
	460
	faf
	websrv1
	webadmg1

	/etc/websrv1/httpd.envvars
	560
	faf
	websrv1
	webadmg1

	/etc/websrv1/mvsds.conf
	460
	faf
	websrv1
	webadmg1


	IHS LOCAL SERVER LOG HFS OBJECT SECURITY SETTINGS

	DIRECTORY or FILE
	PERMISSION BITS
	USER
 AUDIT
 BITS
	OWNER
	GROUP

	…/websrv1_root/logs
	750
	fff
	websrv1
	webadmg1

	…/websrv1_root/logs/httpd-log
	750
	fff
	websrv1
	webadmg1

	…/websrv1_root/logs/httpd-errors
	750
	fff
	websrv1
	webadmg1

	…/websrv1_root/logs/cgi-error
	750
	fff
	websrv1
	webadmg1



NOTE: The HFS permission bits, user audit bits, owner, and group settings specified for the WAS configuration and property files in Section 17.2.3.6 of the OS/390 STIG V4R1 is incorrect.  The general guidance that was used in this section was taken from the Web Server STIG which was determined to be incorrect.  Currently the STIG requires the permissions on these files to be 640, where the group is the SA or web manager account that controls the web service.  However the group permission only allows READ access making it impossible to update files unless using a UID(0) account.  There appears to be a conflict with this requirement.


Proposed OS/390 STIG updates include changing permissions from 640 to 460.  The owner will be the web server user account and the group will be the web server administrator group.  The Web Server STIG is looking into using these same settings.  Verification of these proposed changes needs to be performed and the OS/390 STIG updated.  Until this occurs, compliance of the WAS configuration and property files cannot be reviewed.  An entry for was.conf file settings needs to be added to the STIG as well.  Settings for the WebSphere properties and bin directories may be desirable.  


The following represents a hierarchy for permission bits from least restrictive to most restrictive:

7
rwx

(least restrictive)

6
rw-

3
-wx

2
-w-

5
r-x

4
r--

1
--x

0
---

(most restrictive)


The possible audit bits settings are as follows:


f
log for failed access attempts


a
log for failed and successful access


-
no auditing

c) If all of the items in (b) are true, there is NO FINDING.

d) If any item in (b) is untrue, this is a FINDING.  The finding should read

The following HFS object access authorization(s) for the WebSphere Application Server is (are) inappropriate:

4) HFS object permission bits allow inappropriate access.

5) Justification for access authorization was not provided.

6) HFS object user audit bits provide inadequate logging.

7) The HFS object owner setting is inappropriate.

8) The HFS object group setting is inappropriate.

Reference:
OS/390 STIG 17.2.3.6; Web Server STIG H.3.3, H.3.3.1, H.3.3.2, H.3.3.3, H.3.3.4; DODD 8500.1 Para. 4.18; DODI 8500.2 DCCS-2, DCCS-1; CJCSM 6510.01 Encl. A, App. A, Para. 5.b (8)

___
PDI Screen Sort Order:  ZWASA030

Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ACFGSO)

· SENSITVE.RPT(CBIND)

b)
Ensure the following items are in effect for CBIND resource protection:

2) The CLASMAP record defines the CBIND resource class.

3) The CB.BIND.server_name resource is defined to the CBIND resource class with a default access of PREVENT.

4) Access to the CB.BIND.server_name resource is restricted to WAS server (STC) logonids and systems management logonids (e.g., WebSphere administrator ID).

c)
If all items in (b) are true, there is NO FINDING.

e) If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following CBIND resource(s) is (are) protected improperly:

1) The CBIND resource class is not defined to the GSO CLASMAP record.

2) Required resource(s) is (are) not defined to the CBIND resource class.

3) The default access of PREVENT is not specified.

The following access authorization(s) for CBIND resource(s) is (are) inappropriate:
1) Access authorization does not restrict access to WAS STCs and system management personnel.

2) Justification for access authorization was not provided.

Reference:
OS/390 STIG 17.7.2 (RACF), 17.8.2 (ACF2), 17.9.2 (TSS); DODD 8500.1 Para. 4.18; DODI 8500.2 DCCS-2, DCCS-1; CJCSM 6510.01 Encl. A, App. A, Para. 5.b (8)

___
PDI Screen Sort Order:  ZWASA040

Default Severity: Category I

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(LOGONIDS)

c) If the CBADMIN user account is not defined to ACF2, there is NO FINDING.

d) If the CBADMIN user account is defined to ACF2 and the password has NOT been changed from the vendor default of CBADMIN, this is a FINDING with a severity code of CAT I.

e) If the CBADMIN user account is defined to ACF2 and the password has been changed from the vendor default of CBADMIN, this is a FINDING with a severity code of CAT II
The finding should read:

The following vendor-supplied user account(s) is (are) defined to ACF2:  

(Use the following additional text for CAT I FINDINGs:)

The factory-set password has not been changed.

Reference:
OS/390 STIG 17.2.3.2; DODD 8500.1 Para. 4.18; DODI 8500.2 IAIA-2, IAIA-1; CJCSM 6510.01 Encl. C, App. A, Para. 16
___
PDI Screen Sort Order:  ZWASA050

Default Severity: Category II
a)
Refer to the following report produced by the UNIX System Services Data Collection Checklist:

-
USSCMDS.RPT(AHTTPD)


Refer to the following item gathered from the IBM HTTP Server Worksheet:

· DOC(IHSPROCS)

b)
Review the HTTP server JCL procedure to determine the httpd.conf file to review.

c) Ensure that all WAS-related directives are configured using the ServerInit, Service, and ServerTerm statements as outlined in the OS/390 STIG.  Specific items to review include proper path, was.conf, and plug-in settings.

d) If all WAS-related directives are configured properly, there is NO FINDING.

e) If any WAS-related directive is not configured properly, this is a FINDING.  The finding should read:   

The following WebSphere Application Server directives in the httpd.conf file are specified improperly:  
Reference:
OS/390 STIG 17.2.3.6; DODD 8500.1 Para. 4.18; DODI 8500.2 DCCS-2, DCCS-1; CJCSM 6510.01 Encl. A, App. A, Para. 5.b (8)
This page is intentionally left blank.

WebSphereMQ Data Analysis Checklist

___
PDI Screen Sort Order:  ZWMQA010

Default Severity: Category I
a)
Refer to the following report produced by the MQSeries Data Collection Checklist:

-
MQSERIES.RPT(MQSssid)

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).


Refer to the following item gathered from the MQSeries/WebSphereMQ Worksheet:

· DOC(MQWMQNFO)

b)
For each WebSphere MQ 5.3 channel configured to communicate with servers using MQSeries 5.2 or lower review the MQSssid report(s) and perform the following steps:

1) Find the DISPLAY CHANNEL command to locate the start of the channel definitions.

2) For each channel definition, review the SCYEXIT parameter to ensure that a channel security exit is being utilized.

3) Multiple channels may be defined for a queue manager.  Each channel must have an exit specified in the format SCYEXIT(exitname).
4) Ensure the channel security exit has been approved via the DISA FSO PIA review process.

5) Repeat these steps for each queue manager ssid identified.

NOTE:  The exit name specified in the SCYEXIT   parameter will either be the approved GOTS exit MSCHSEC0 or the ProtectMQ exit name of LIBMQSEC.

c)
If all of the items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.

-------------------------------------------------------------------------------------------------------------

e)
For each WebShere 5.3 channel not identified in (b), review the MQSssid report(s) and perform the following steps:


(1) Find the DISPLAY CHANNEL command to locate the start of the channel definitions.

(2) Verify that each WebSphereMQ 5.3 channel is using SSL by checking for the SSLCIPH parameter, which specifies a cipher specification of DES or DES3.  (Both ends of the channel must specify the same cipher specification.)

(3) Find the DISPLAY QMGR SSLKEYR command to locate the start of the Queue Manager definitions.

(4) Verify that each WebSphereMQ 5.3 queue manager is using a digital certificate by reviewing the SSLKEYR parameter to ensure that a keyring is identified. 

i.e. . SSLKEYR(sslkeyring-id)
f)   If the all of the items in (e) above are true, there is NO FINDING.

g)   If any of the items in (e) above are untrue, this is a FINDING.

-------------------------------------------------------------------------------------------------------------

All findings will be grouped together under the following introductory sentence.  The finding should read:

WebSphere MQ is configured and/or protected improperly.

1) The following channel(s) does (do) not have a security exit defined:

2) The following channel exit(s) has (have) not been approved by DISA:

3) The following WebSphereMQ 5.3 queue managers are not using PKI in accordance with DISA requirements:

4) The following WebSphereMQ 5.3 channels are not using SSL PKI in accordance with DISA requirements:

Reference:
OS/390 STIG
4.5.1.1

___
PDI Screen Sort Order:  ZWMQA020

Default Severity: Category II
a)
Refer to the following report produced by the MQSeries Data Collection Checklist:

-
MQSERIES.RPT(MQSssid)

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).
b)
Review the MQSssid report(s) and perform the following steps:

1) Find the DISPLAY SECURITY command to locate the start of the security parameter settings.

2) Review the CSQH015I and CSQH016I messages to determine the Timeout and Interval parameter settings respectively.

3) Repeat these steps for each queue manager ssid.

The OS/390 STIG standard values are:

TIMEOUT(15)

INTERVAL(5)

c)
If the Timeout and Interval values conform to the OS/390 STIG standards, there is NO FINDING.

d)
If the Timeout and/or Interval values do not conform to the OS/390 STIG standards, this is a FINDING.

The following Timeout and/or Interval parameter value(s) is (are) set improperly:

Reference:
OS/390 STIG
4.5.1.5

___
PDI Screen Sort Order:  ZWMQA030

Default Severity: Category II
a)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(LOGONIDS)

· ACF2CMDS.RPT(ATTSTC)

b)
Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 1 of 2):

-
Item 2

Review WebSphereMQ 5.3 started tasks and ensure the following items are in effect:

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

ssidMSTR is the name of a queue manager STC.

ssidCHIN is the name of a distributed queuing (a.k.a., channel initiator) STC.

1) Each WebSphereMQ 5.3 started task is associated with a unique logonid.

2) Each WebSphereMQ 5.3 STC logonid has the attributes of STC, MUSASS, and NOSMC.

c)
If both of the items in (b) are true, there is NO FINDING.

d)
If either item in (b) is untrue, this is a FINDING.  The finding should read:

The following started task(s) is (are) defined improperly:

1) Started task(s) is (are) not assigned a unique logonid.

2) Started task logonid(s) does (do) not have the STC, MUSASS, and/or NOSMC attributes specified.

Reference:
OS/390 STIG
4.5.3.2.1

___
PDI Screen Sort Order:  ZWMQA040

Default Severity: Category II
a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· SENSITVE.RPT(MQSRPT)

b)
Ensure ACF2 data sets rules for WebSphereMQ 5.3 system data sets (e.g., SYS1.MQSERIES.) restrict access as follows:

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

___
READ access to data sets referenced by the following DDnames is restricted to WebSphereMQ 5.3 STCs, WebSphereMQ 5.3 administrators, and system programming personnel. All access to these data sets is logged.

DDname
Procedure
Description
CSQINP1
ssidMSTR
Input parameters

CSQINP2
ssidMSTR
Input parameters

CSQXLIB
ssidCHIN
User exit library
NOTE:
UPDATE and/or ALLOCATE access to these data sets is restricted to WebSphereMQ 5.3 administrators and systems programming personnel.

___
UPDATE and/or ALLOCATE access to data sets referenced by the following DDnames is restricted to WebSphereMQ 5.3 STCs, WebSphereMQ 5.3 administrators, and systems programming personnel.  All UPDATE and ALLOCATE access to these data sets is logged.

DDname
Procedure
Description
CSQPxxxx
ssidMSTR
Page data sets
BSDSx
ssidMSTR
Bootstrap data sets
CSQOUTx
ssidMSTR
SYSOUT data sets

CSQSNAP
ssidMSTR
DUMP data set

(See note)
ssidMSTR
Log data sets

NOTE:
To determine the log data set names, review the JESMSGLG file of the ssidMSTR active task(s).  Find CSQJ001I messages to obtain DSNs.

___
ALLOCATE access to archive data sets is restricted to WebSphereMQ 5.3 STCs, WebSphereMQ 5.3 administrator, and system programming personnel.  All ALLOCATE access to these data sets is logged.

NOTE:
To determine the archive data sets names, review the JESMSGLG file of the ssidMSTR active task(s).  Find the CSQY122I message to obtain the ARCPRFX1 and ARCPRFX2 DSN HLQs.

___
Except for the specific data set requirements just mentioned, UPDATE and/or ALLOCATE access to all other WebSphereMQ 5.3 system data sets is restricted to the WebSphereMQ 5.3 administrator and system programming personnel.
c)
If all the items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following data set access authorization(s) is (are) inappropriate:

1) Data set access authorization does not restrict READ access to appropriate personnel.

2) Data set access authorization does not restrict UPDATE and/or ALLOCATE access to appropriate personnel.

3) Justification for access authorization was not provided.

4) All data set access is not logged.

5) All data set UPDATE and/or ALLOCATE access is not logged.

Reference:
OS/390 STIG
4.5.3.2.2

___
PDI Screen Sort Order:  ZWMQA050

Default Severity: Category II
I.
Security Classes

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

· ACF2CMDS.RPT(ACFGSO)

b)
Ensure the following items are defined to ACF2:

1) The SYSTEM AUTHORIZATION FACILITY DEFINITIONS include an entry for WebSphereMQ 5.3 as follows:

2) INSERT SAFDEF.MQS ID(MQS) FUNCRET(8) RETCODE(4) MODE(IGNORE) RACROUTE(REQUEST=EXTRACT,CLASS=MQADMIN) REP

3) The INTERNAL CLASMAP DEFINITIONS include the following entries:

INSERT CLASMAP.MQADMIN RESOURCE(MQADMIN) RSRCTYPE(MQA) ENTITYLN(62)

INSERT CLASMAP.MQQUEUE RESOURCE(MQQUEUE) RSRCTYPE(MQQ) ENTITYLN(53)

INSERT CLASMAP.MQNLIST RESOURCE(MQNLIST) RSRCTYPE(MQN) ENTITYLN(53)

INSERT CLASMAP.MQCMDS RESOURCE(MQCMDS) RSRCTYPE(MQC) ENTITYLN(22)

INSERT CLASMAP.MQCONN RESOURCE(MQCONN) RSRCTYPE(MQK) ENTITYLN(10)

INSERT CLASMAP.MQPROC RESOURCE(MQPROC) RSRCTYPE(MQP) ENTITYLN(53)

c)
If all of the items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following security definition(s) is (are) specified improperly:

1) WebSphereMQ 5.3 SAFDEF record is not defined to the security database.

2) WebSphereMQ 5.3 SAFDEF record is defined improperly.

3) WebSphereMQ 5.3 CLASMAP record(s) is (are) not defined to the security database.

4) WebSphereMQ 5.3 CLASMAP record(s) is (are) defined improperly.

Reference:
OS/390 STIG
4.5.3.1

II.
Switch Profile Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQADMIN)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
Review the switch resources defined to TYPE(MQA) (i.e., MQADMIN resource class).

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

c)
If no resource with the first two qualifiers of ssid.NO is defined to TYPE(MQA), there is NO FINDING. 

d)
If any resource with the first two qualifiers of ssid.NO (other than the exception mentioned below) is defined to TYPE(MQA), this is a FINDING.

NOTE:
At the discretion of the IAO, a ssid.NO.CMD.RESC.CHECKS switch resource may be defined to TYPE(MQA).

The following MQADMIN switch resource(s) is (are) defined:

Reference:
OS/390 STIG
4.5.1.3

III.
Connection Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQCONN)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
Review the following connection resources defined to TYPE(MQK) (i.e., MQCONN resource class):

Resource

Authorized Users
ssid.BATCH

TSO and batch job userids

ssid.CICS

CICS region userids

ssid.IMS


IMS region userids

ssid.CHIN

Channel initiator userids

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

c)
For all connection resources defined to TYPE(MQK), ensure the following items are in effect:

1) Access authorization to these connections restricts access to the appropriate users as indicated in (b).

2) All access is logged.

d)
If both of the items in (c) are true, there is NO FINDING.

e)
If either item in (c) is untrue, this is a FINDING.  The finding should read:

The following connection resource(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.
3) All resource access is not logged.

4) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.5.3.2.3

IV.
Dead Letter Queue Definitions

a)
Refer to the following report produced by the MQSeries Data Collection Checklist:

· MQSERIES.RPT(MQSssid)

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

b)
Review the MQSssid report(s) and perform the following steps:

1) Find the DISPLAY QMGR DEADQ command to locate the start of the dead-letter queue information.  Review the DEADQ parameter to obtain the name of the real dead-letter queue.

2) From the top of the report, find the QUEUE(dead-letter.queue.name) entry to locate the start of the real dead-letter queue definition.  Review the GET and PUT parameters to determine their values, and ensure they conform to those specified in the OS/390 STIG.

The OS/390 STIG standard values are:

GET(ENABLED)

PUT(ENABLED)

NOTE:
Dead-letter.queue.name is the value of the DEADQ parameter determined in Step 1.

3) From the top of the report, find the QUEUE(dead-letter.queue.name.PUT) entry to locate the start of the alias dead-letter queue definition.  Review the GET and PUT parameters to determine their values, and ensure they conform to those specified in the OS/390 STIG.

The OS/390 STIG standard values are:

GET(DISABLED)

PUT(ENABLED)

NOTE 1:
Dead-letter.queue.name is the value of the DEADQ parameter determined in Step 1.

NOTE 2:
The TARGQ parameter value for the alias queue will be the real dead‑letter queue name.

           NOTE 3:
 If an alias queue is not used in place of the dead-letter queue, then the ACF2 rules for the dead-letter queue must be coded to restrict unauthorized users and systems from reading the messages on the file.

4) Repeat these steps for each queue manager ssid.

c)
If all of the items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

(Choose the appropriate item(s).)

1) The dead-letter queue is defined improperly.

2) The alias for the dead-letter queue is defined improperly.

Reference:
OS/390 STIG
4.5.3.2.4.1
V.
Queue Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQQUEUE)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
For all queue resources defined to TYPE(MQQ) (i.e., MQQUEUE resource class), ensure the following items are in effect:

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

1) For message queues (i.e., ssid.queuename), access authorization restricts access to users requiring the ability to get messages from and put messages to message queues.  This is difficult to determine.  However, an item for concern may be a profile with * READ specified in the access list.

2) For system queues (i.e., ssid.SYSTEM.queuename), access authorization restricts access to WebSphereMQ 5.3 STCs, WebSphereMQ 5.3 administrators, systems programming personnel, and CICS regions running WebSphereMQ 5.3 applications.

3) For the real dead-letter queue (refer to Item IV. Dead Letter Queue Definitions), access authorization restricts access to WebSphereMQ 5.3 STCs, WebSphereMQ 5.3 administrators, CICS regions running WebSphereMQ 5.3 applications, and any automated application used for dead-letter queue maintenance.

4) For the alias dead-letter queue (refer to Item IV. Dead Letter Queue Definitions), access authorization restricts access to users requiring the ability to put messages to the dead-letter queue.

c)
If all of the items in (b) are true, there is NO FINDING.

d)
If any item in (b) is untrue, this is a FINDING.  The finding should read:

The following queue resource(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.
3) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.5.3.2.4

VI.
Process Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQPROC)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
For all process resources (i.e., ssid.processname) defined to TYPE(MQP) (i.e., MQPROC resource class), ensure access authorization restricts access to users requiring the ability to make process inquiries.  This is difficult to determine.  However, an item for concern may be a profile with * READ specified in the access list.

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

c)
If (b) is true, there is NO FINDING.

d)
If (b) is untrue, this is a FINDING.  The finding should read:

The following process resource(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel

2) Justification for access authorization was not provided.

3) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.5.3.2.5

VII.
Namelist Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQNLIST)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
For all namelist resources (i.e., ssid.namelist) defined to TYPE(MQN) (i.e., MQNLIST resource class), ensure access authorization restricts access to users requiring the ability to make namelist inquiries.  This is difficult to determine.  However, an item for concern may be a profile with * READ specified in the access list.
NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

c)
If (b) is true, there is NO FINDING.

d)
If (b) is untrue, this is a FINDING.  The finding should read:

The following namelist resource(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.5.3.2.6

VIII.
Alternate Logonid Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQADMIN)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
For all alternate user resources (i.e., ssid.ALTERNATE.USER.alternatelogonid) defined to TYPE(MQA) (i.e., MQADMIN resource class), ensure access authorization restricts access to users requiring the ability to use the alternate userid.  This is difficult to determine.  However, an item for concern may be a profile with * READ specified in the access list.
NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

c)
If (b) is true, there is NO FINDING.

d)
If (b) is untrue, this is a FINDING.  The finding should read:

The following alternate user resource(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.5.3.2.7

IX.
Context Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQADMIN)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
For all context resources (i.e., ssid.CONTEXT) defined to TYPE(MQA) (i.e., MQADMIN resource class, ensure access authorization restricts access to users requiring the ability to pass or set identity and/or origin data for a message.  This is difficult to determine.  However, an item for concern may be a profile with * READ specified in the access list.

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

c)
If (b) is true, there is NO FINDING.

d)
If (b) is untrue, this is a FINDING.  The finding should read:

The following context resources(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.5.3.2.8

X.
Command Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQCMDS)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
For all command resources (i.e., ssid.command) defined to TYPE(MQC) (i.e., MQCMDS resource class, ensure the following items are in effect:

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

1) Access authorization restricts access to the appropriate personnel as designated in the table entitled Command Security Controls, in Section 4.5.3.2.9, (WebSphereMQ 5.3) Command Security, of the OS/390 STIG.

2) All command access is logged as designated in the table entitled Command Security Controls, in Section 4.5.3.2.9, (WebSphereMQ 5.3) Command Security, of the OS/390 STIG.

c)
If both of the items in (b) are true, there is NO FINDING.

d)
If either item in (b) is untrue, this is a FINDING.  The finding should read:

The following command resource(s) is (are) protected improperly:

1) Access authorization does not restrict access to appropriate personnel.

2) Justification for access authorization was not provided.

3) All resource access is not logged.

4) The default access of PREVENT is not specified.

Reference:
OS/390 STIG
4.5.3.2.9
XI.
Reslevel Security

a)
Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(MQADMIN)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
b)
Ensure the following items are in effect:

NOTE:
ssid is the queue manager name (a.k.a., subsystem identifier).

1) A RESLEVEL resource (i.e., ssid.RESLEVEL) is defined for each queue manager to TYPE(MQA) (i.e., MQADMIN resource class) with a default access of PREVENT.

2) Access authorization to these RESLEVEL resources restricts all access.  No users are permitted access to ssid.RESLEVEL resources.

c)
If both of the items in (b) are true, there is NO FINDING.

d)
If either item in (b) is untrue, this is a FINDING.  The finding should read:

The following RESLEVEL resource(s) is (are) protected improperly:

1) Required resource(s) is (are) not defined to the MQADMIN resource class.

2) The default access of PREVENT is not specified.

3) Access authorization does not restrict all access.

Reference:
OS/390 STIG
4.5.3.2.10
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XDC Data Analysis Checklist

___
PDI Screen Sort Order:  ZXDCA010


Default Severity: Category II
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPT(MVSEXITS)

b)
If exit ACIF (Access Control Interface) is not being utilized in a production environment, there is NO FINDING.

c)
If exit ACIF is being utilized in a production environment, this is a FINDING.  The finding should read:

The ACIF (Access Control Interface) exit is being utilized in a production environment.

Reference:
OS/390 STIG
15.2.3
___
PDI Screen Sort Order:  ZXDCA020


Default Severity: Category II
a)
Refer to the following report produced by the OS/390 Data Collection Checklist:

-
EXAM.RPTS(PROCLIBS)

___
Is the installation of XDC restricted to a test environment?

b)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
SENSITVE.RPT(XDCRPT)

___
Is UPDATE and ALLOCATE access to the XDCCMDS, XDCCLIST, XDCMLIB, XDCPLIB, and XDCTLIB data sets restricted to systems programming personnel only?

c)
Identify the users granted access to XDC resources and compare them against the corresponding Form 41 on file with the IAO.  Refer to the following report produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(XDC) 

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
___
Is user access to XDC approved by the IAO?

d)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-
ACF2CMDS.RPT(ATTSTC)

-
ACF2CMDS.RPT(LOGONIDS)

___
Does the XDC started task have an associated userid assigned?

___
Does the associated userid have only execute access to the XDCLINK and XDCPLPA libraries?

___
Does the associated logonid have the MUSASS, STC, and RESTRICT attributes?

e)
Refer to the following reports produced by the ACF2 Data Collection Checklist:

-    SENSITVE.RPT(XDC)  

-    ACF2CMDS.RPT(RESOURCE) – Alternate report
-
ACF2CMDS.RPT(LOGONIDS)

___
Are the following XDC unique resources defined to TYPE(XDC) with a default access of PREVENT?

$KEY(AUTH)

$KEY(GZAP)

$KEY(FASM)
f)
If all of the above are true, there is NO FINDING.

g)
If any of the above is untrue, this is a FINDING.  The finding should read:

XDC access control is not protected in accordance with DISA requirements.

Reference:
OS/390 STIG
15.1

15.2.2

15.2.4

15.2.4.1
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