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Social Engineering Checklist

Tips on how to deal with Social Engineering!
Definition of social engineering
This term is used among hackers and for cracking techniques that rely on weakness in human nature rather than software; the goal is to trick people into revealing passwords or other information that compromises security.

Example of social engineering
A classic scam includes phoning a person who has the required information and posing as a field service technician or a fellow employee with an urgent access problem.  The caller will try to trick someone into revealing passwords or other sensitive information like operating systems, logon IDs, server names, application names, etc.

Tips on social engineering
Here are some tips that can help you outsmart a social engineer.  Be sure to ask your Information System Security Representative (ISSR) for more guidance.


Description

1
Never! Never! Never! Give your password to anyone for any reason!

2
Verify the identity of all callers.

3
Don’t give out information about other employees (names, positions, etc.)

4
Never type things into the computer when someone tells you to unless you know exactly what the results of the commands are!

5
Don’t give out the dial-in phone numbers to any computer system unless they are valid users.

6
Never answer questions from telephone surveys.  Tell the caller that employees do not participate in telephone surveys from vendors.  If they need information, they should submit it in writing to BPD.

What can I do?
You believe the caller is a hacker! What can you do about it?

Step
Action

1
If the number of the caller is available on Caller ID write the number down.

2
Take detailed notes of the conversation.

3
Try to reverse social engineer the caller.

· Get them to talk about themselves.

· Befriend them, let them hear you ‘smiling’ back at them.

· Act as if you believe their story.

· Promise to provide them with the information they seek.

· Ask them to hold or call back.



4
Immediately contact the Command Center once the caller has hung up or after you have placed them on hold. 

Reminder
· Make sure to learn your organization’s information security policies for users.  Ask your manager or ISSR for a copy.  


· Remember that all incidents must be reported to the Command Center at (304) 480-7777 or #Help-Desk
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