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Chair: Marianne Swanson, National Institute of Sandards and Technology

Panelists:
Kelly Cooper, BBN Planet
Thomas Longstaff, Computer Emergency Response Tearm/Coordination Center
Peter Richards, Westinghouse Savannah River Company
Ken van Wyk, Science Applications International Corporation

[noneg]

Interdisciplinary Perspectives on Information Security Mandatory Reporting...........cccoceeeveeennnes.

Chair: M. E. Kabay, Ph.D., National Computer Security Association
Panelists:

Bruce Butterworth, Federal Aviation Administration

Barbara Smith Jacobs, Securities and Exchange Commission

Bob Whitmore, Occupational Health and Safety Administration

Dr. Scott Wetterhall, Centers for Disease Control and Prevention
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International Perspectives on Cryptography POIICY ..........eo ittt saee e 835
Chair: Dorothy E. Denning, Georgetown University

Panelists:
Peter Ford, Attorney General’s Department, Australia
David Herson, Commission of the European Communities, Belgium

Viewpoint:
International Perspectives on Cryptography Policy: A UK PerSpeCtiVe ........cociiiiiiiiiiiiiee e 836
Nigel Hickson, Department of Trade and Industry, UK

[noneg]

Security ProtOCOIS/PrOtOCOI SEOUITY .....ooiueiiiiieiiii ittt ettt et sb et sat e et e e st e e e bee e saee e snbeesnreeennes 838
Chair: D. Maughan, National Security Agency

[noneg]

Surviving the Year 2000 TimMe BOMID ........ooiuiiiiiiiiie ettt sb et sa et e e st e e e sbe e e saee e sabe e snreeeees 839
Grace L. Hammonds, AGCS, Inc.

Panelists:
James W. White, National Director of the Millennium Solutions Center, OAO Corporation
Andrew Hodyke, United Sates Air Force, ESC/AXS

Research & Development Track G

[none]

Database Systems Today: Safe. Information at MY FINGErtiPS?......co.ueiiieiiiiieiie et 842
Chair: John R. Campbell, National Security Agency

Panelists:

Tim Ehrsam, Oracle

Dick O’ Brien, Security Computing Cor poration
Thomas Parenty, Sybase Corporation

LTC Ken Pointdexter, DISA

Satpal S. Sahni, 3 SGroup Incorporated

[none]

Webware. Nightmare or Dream COME TIUB?.........oii it eiee et ettt e bt e s be e ste e saee e ssbeasabeesabeeesaeeesaseasnseesas 844
Chair: Peter G. Neumann, SRI International

Viewpoints:

JAVA - THIEAL OF IMBNECE? ... ettt ettt ettt b et b e bbbt e bt e bt e b e e bt e b e e b e e bt e bt e ar e e areeareenneenne s 845
Steve Bellovin, AT& T Research

Language-based Protection: Why? WHhy NOW? ......ooei ettt e b nae e saee s 846
Ed Felten, Drew Dean, Dan S. Wallach, Princeton University

Untrusted Application Need Trusted Operating SYSIEMS. ......eeoiiiiiiii ettt nee e saee s 847
Paul Karger, International Business Machines

Webware: Widely Distributed Computation COMmMING Of AQE.......ciiiiiiiiieiiie ettt saee b 849
James A. Roskind, Netscape Communications Corporation

Lunt

Secure SystemsS aNd ACCESS CONIOI .....ooueieiiieiii ittt e et e st e e rbe e e saee e sabe e sbe e e abee e saeeesabeesnreeennes 851
Chair: T. Lunt, Defense Advanced Research Projects Agency (DARPA)

Viewpoints:

Domain and Type ENforcement FIrEWaIIS...........ooiiii ittt nae e san s 852

D. Sterne, Trusted Information Systems, Inc.

Task-based Authorization: A Research Project in Next-generation Active Security Models.........cccooceevieiiienenee 854




R. Thomas, ORA

User-centered SECUNTY aN0 AQBOE. ... .. uei ittt ettt ettt et e sb e e e sabe e s beeabe e e abee e sabeesabeeenbeeaabeeesaneas 855
M. Zurko, O

Encapsulated Environments Using the Flux Operating SYSIemM..........oo it 857
J. Lepreau, University Of Utah

[none]

Facing the Challenge: Secure Network Technology for the 21 CENtUNY ...........coeeveveceeeeeereceeeeeeeceeee e eseneneens 867
Chair: R. Schaeffer, National Security Agency
Panelists:
R. Meushaw, National Security Agency
C. McBride, National Security Agency
U. Muzzy, National Security Agency
B. Burnham, National Security Agency
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Toward a Common Framework for Role-Based ACCESS CONEIOL..........cooiiiuiiiiieeeee it 868
Chair: David Ferraiolo, National Institute of Standards and Technology

Panelists:
Dr. Ravi Sandu, George Mason University
Dr. Virgil Gligor, University of Maryland
Rick Kuhn, National Institute of Standards and Technology
Thomas Parently, Sybase

Solutions Track H
[none]
MISSI Security Management Infrastructure The Certificate Management Infrastructure:
NOW 8N TN TNENEXE Y BB ...ttt e b e e n e e ne e 871
Chair: A. Arsenault, National Security Agency
Panelists:

D. Heckman, National Security Agency
S. Capps, National Security Agency
S. Hunt, National security Agency

[noneg]

Future Of Trust in Commercial Operating SYSIEIMS.......coiiiiiiii et e e e e sbee e saeeas 872
Chair: T. Inskeep, National Security Agency
Panelists:
K. Moss, Microsoft
J. Alexander, Sun Microsystems
J. Spencer, Data General
M. Branstad, Trusted Information Systems, Inc.
G. Liddle, Hewlett Packard

[none]

Vendors Experience With SECUrity EVAIUBLIONS............oo ittt ettt et e sae e sane e snneeans 873
Chair: Jeff DeMéllo, Oracle Corporation

Panelist:
Janice Caywood, Digital Equipment Corporation

Viewpoints:
Duncan Harris, Oracle COrPOration ...........oeieiiieiieeiieeeieeestee et e e e be e stee e saee e ssbe e sbessbeessseeesaeeasnseaans 874
Ken MosS, MiCroSOft COrPOIatiON.........ueiiieiaiiee e riee ettt ettt e sbe e sbee e sabe e sbeeebeeesbeeesaeeesnreeans 876

[N Prickett, SUN IMICTOSYSIEIMS. ...ttt ettt rb et sae et e st e e nbe e e sbe e e sane e snbeesnbeeenees 877




paper236
Workshop Report on the Role of Optical Systems and Devices for SecUrity ... 879

Chair: Terry Mayfield, Tnstitute Defense Analyses
Mark Krawczewicz, National Security Agency

Viewpoints:

Security 1ssues For All-Optical NEIWOIKS........c...oiiiiii e re e 882
Muriel Medard, MIT Lincoln L aboratory

Security TOr All-OPtiCal NEIWOIKS .........cceiiiiieiiiecii ettt ettt saee et e st e e e sbe e e saeeesabeasnreeenees 883

!Jeff Ingles, Scott McNown, National Security Aqencle

Optical Processing Systems for Encryption, Security Verification, and Anticounterfeiting ...........ccoceeevceerieeene 886

! Bahram Javidi, University of Connecticut!

Closing Plenary Session

Closing

Information Systems Security: Directions and Challenges

Chair: Dr. WillisH. Ware, Corporate Research Staff, Emeritus, The Rand Corporation
Panelists:

J. F. Mergan, BBN

Stephen Smaha, Haystack Labs

Charles Stuckey, Security Dynamics

Viewpoints.

Information Security Challengesin the Financial ServiceS INAUSLIY ...........ooiiiiiiiiiiiiiiieeee e 889
C. Thomas Cook, Banc One Services Corporation

Information Systems AUditing REQUITEMIENES ..veeiiiiii ittt ieeee e et eeeeeibreeeeeeeeeeeasbraeeeeeeseeanrreeeeeeseas 890
John W. Lainhart IV, Inspector General, US. House of Representatives|

Viewpoint: '
WillisWare, The Rand COrPOration............eeiueiiieiaiite st siee et siee et sbeesbeeasbeessaee s saseesabeesreeenes 895

[none]

The Next Generation Of CyDErCIMINAIS. .........oi it et e e seee e sabe e sbe e s reeeees 896
Chair: Mark Gembicki, WarRoom Research, LLC

Panelists:

Jim Christy, Air Force Office of Special Investigation
Bill Perez, Federal Bureau of Investigation
Doug Waller, Time Magazine



