


FIPS 140-2 provides four increasing, qualitative {evels of security: Level 1, Level 2, Level 3, and Leve! 4. These levels are intended to cover
the wide range and potentiai applications and environments in which cryptographic modules may be employed. The security requirements
cover eleven areas related to the secure design and implementation of a cryptographic module. The scope of conformance achieved by the
cryptographic modules as tested in the product identified as:

CommVault Crypto Library by CommVault Systems, Inc.
(Software Version: 1.0; Software)

DOMUS IT Security Laboratory, NVLAP Lab Code 200017-0
and tested by the Cryptographic Module Testing accredited laboratory:  CRYPTIK Version 7.0

is as follows:

Cryptographic Module Specification: Level 1 Cryptographic Module Ports and Interfaces: Level 1

Rofles, Services, and Authentication: Level 1 Finite State Model: Level 1

Physical Security: Level N/A Cryptographic Key Management: Level 1
(Multi-Chip Standalone)

EMI/EMC: Level 3 Self-Tests: Level 1

Design Assurance: Level 3 Mitigation of Other Aftacks: Level N/A

Operational Environment: Level 1 tested in the following configuration(s): Intel Core2 Duo w/ Microsoft

Windows 2003; Intel Core2 Duo w/ Redhat Linux 5.0;
UltraSPARC |l w/ Sun Solaris 10 (single-user mode)

The following FIPS approved Cryptographic Algorithms are used: Triple-DES (Cert. #700); AES (Cert. #847); SHS (Cert. #838);
HMAC (Cert. #465); RSA (Cert. #405); RNG (Cert. #482)

The cryptographic module also contains the foilowing non-FIPS approved algorithms: DES; Blowfish; Serpent; Twofish; MD5; HMAC-MD5

Overall Level Achieved: 1
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