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WINDOWS NT WORKSTATION
RECOMMENDED SECURITY CONFIGURATIONS
NT 3.51 and NT 4.0

Given the close similarity of Windows NT Workstation (client) to Windows NT Server software, and ability of a NT workstation to operate as a server in certain configurations, it is strongly suggested that system administrators, vendors, and House users refer to the security checklist for Windows NT Server and apply as many of the security recommendations to the individual NT workstation as is practical. Emphasis should be placed on user accounts on individual NT workstations to meet House security standards for password strength and audit trails.

WINDOWS FOR WORKGROUPS

AND WINDOWS 95 

RECOMMENDED SECURITY CONFIGURATION
There are two main areas of concern when dealing with Microsoft Windows operating systems (Windows for Workgroups and Windows95); password caching and file/directory sharing.  The following provides a brief explanation of both.

Password Caching

To facilitate access to multiple password-protected resources, Windows for Workgroups(WFW) and Windows 95 provide a feature called Password Caching, which is enabled by default. As passwords are entered, they are stored in an encrypted file for use later so that repeat authentication is not necessary. The user is prompted for a master password when WFW or Windows 95 is accessed initially. With proper authorization, subsequent network logons, including password verification, are performed automatically. Since most users leave their systems active all day, unattended systems can be used to access a variety of protected resources while bypassing some of the natural protection barriers. This is considered a serious security issue.

Solution: Any feature that potentially allows network access without password verification should be avoided.  Therefore, the Password Caching option should be disabled, forcing users to enter a password at the time of actual connection to a password-protected resource. The following screen options must be selected:


Windows 95


[Start] 


[Run] "regedit" 


[HKEY_LOCAL_MACHINE]


[SOFTWARE]


[MICROSOFT]


[WINDOWS]


[CURRENT VERSION]


[POLICIES]


[NETWORK]


Right click mouse - choose [NEW], [DWORD value]


Enter [Disablepwdcaching]  in DWORD value field and hit Enter


Enter value of [ 1 ] for value - hit Enter , or for administrators:


[Start] 


[Run] "poledit" 


[File]/[Open registry] 


[Local Computer] 


[Network] 


Check "Disable Password Caching".


Windows for Workgroups

The system administrator must run the ADMINCFG.EXE tool and open the user’s WFWSYS.CFG file, choose Passwords, and then set the Disable Password Caching check box.  (Note: the ADMINCFG.EXE file is located on Disk 8 in 1.44-MB disk sets and on Disk 10 in 1.2-MB disk sets.) Otherwise,


Edit the SYSTEM.INI file and add the following line:


[NETWORK]


passwordcaching=no

When the user logs onto the first server, Windows 95 keeps a record of the user ID and password as long as it remains active. (This is different than password caching, which remembers IDs and passwords perpetually). Windows 95 then considers that any future attempt to access that resource has been authorized and performs a reconnection automatically without further verification. Even if a user intentionally logs off of the server, simply clicking on the server icon from the network neighborhood reestablishes the connection access transparently.

In addition, any other server for which the user has the same user ID and password as the initial server can also be accessed automatically without verification, even if the user has not previously logged into it during the current Windows 95 session. 

Extensive testing has verified that, once server access is granted (perhaps to multiple servers), it cannot be terminated until Windows is shut down. At a minimum, the initial server can be accessed freely at any time after an initial logon.

This is a significant security problem. Physical access to an unattended workstation can provide extensive penetration to shared resources that were previously protected by an added layer of security in the use of passwords. There is also the issue of users occupying license slots unknowingly, causing resource conflicts in some instances.

Solution: To date, no mechanism has been found to prevent this situation. This occurs only when using the Microsoft Client for NetWare. Therefore, VLMs only should be used or completely powering down all computer equipment prior to leaving an area for extended periods of time.  

File and Directory Sharing

Windows for Workgroups and Windows 95 allow users to share their personal resources (e.g., local files or printers) with other users on the LAN, potentially enhancing user productivity and reducing redundant resources. This is referred to as a Shareable Resource option.  The workstation appears as a server in SLIST listings, and users can map drives to connect to this computer.

Unfortunately, this function requires NetWare SAP broadcasts. If every user on a server enabled the Shareable Resource option, the resulting traffic from the SAPs would be excessive. Additionally, users are allowed to give their workstations names, opening up the possibility that they might assign a name that conflicts with an existing NetWare resource, in effect blocking access to that NetWare server. Users must have a clear understanding of naming conventions and knowledge of the WAN configurations in order to prevent contention. 

There is also a security factor involved. Activating peer-to-peer sharing on a workstation creates an avenue through which outside users can attempt to gain entry to a user workstation, a resource once considered susceptible to compromise only through physical access. There are reports that workstations with Internet access may be vulnerable to any other Internet user, thereby creating a universal threat. 

Solution: If the Microsoft Client for NetWare is used, the Shareable Resource option must be disabled. The following screen options must be selected by the system administrator:


Windows 95

[Start] 


[Run] "poledit" 


[File]/[Open registry] 


[Local Computer] 


[Network] 


[File and Print Sharing for NetWare Networks] 


Check "Disable SAP Advertising".


[Sharing] 


Check both "Disable file sharing" and "Disable print sharing".

The revised options will not take effect until Windows 95 is restarted.

Additionally in Windows 95, the user can ensure file and printer sharing is disabled by completing the following:


[START]


[SETTINGS]


[CONTROL PANNEL]


[NETWORK]


[File and Print Sharing]


Ensure neither boxes are checked


Windows for Workgroups


[PROGRAM MANAGER]


[NETWORK]


[NETWORK SETUP]


[Sharing]


Ensure neither boxes are checked


or,


[PROGRAM MANAGER]


[FILE]


[RUN] “winsetup /z”


[Sharing] 


Ensure neither boxes are checked

KEY Note: Ensure that only authorized users have access to the following administrative utilities:

regedit.exe

poledit.exe

admincfg.exe
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