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GENERAL PLAN CONTENT   

This security plan contains detailed technical information about the system, its security requirements, and the controls implemented to provide protection against its risks and vulnerabilities.  This security plan, at a minimum, is marked, handled, and controlled as a sensitive document. In addition, the security plan is dated for ease of tracking modifications and approvals.  

I.  SYSTEM IDENTIFICATION  
This section of the plan provides basic identifying information about the system.  Consideration was given to potential users of the plan, e.g., senior managers responsible for approving system operations, internal and external auditors, owners of interfacing systems, and owners of supporting systems.  

I.A.  Responsible Organization 

The following organization has been designated responsibility for the system/application identified in Section I.B. below:

[[[NAME AND 

ADDRESS OF THE

AGENCY RESPONSIBLE]]]

I.B.  System Name/Title 

The unique identifier of [[[YOUR IDENTIFIER]]] has been assigned to the system discussed throughout this security plan.

System Boundaries 

[[[YOUR SYSTEM/APPLICATION NAME OR IDENTIFIER]]] is comprised of all processing, communications, storage, and related resources located at [[[LOCATION]]]. The system is comprised of desktop workstations, file and print servers, printers, modems, and routers located on the [[[XX]]] and [[[XX]]] floors of the [[[YOUR SITE]]] building. The outer boundary of the subject system is a Cisco router.


Multiple Similar Systems 

A general support system ([[[NAME AND LOCATION OF AGENCY SYSTEM]]]) provides distributed application and telecommunications support for the remote site located in [[[YOUR SITE LOCATION]]].  A “master plan” was developed for the [[[AGENCY SYSTEM]]] by the organization that has the responsibility for system development, operation, and maintenance.  The contents of this remote site security plan is a shorter “system site plan” that references the security plan for the [[[AGENCY SYSTEM]]] (using its unique identifier) and contains information unique to the site (e.g., physical, environmental, responsible individuals, hardware, contingency plan, risk assessment, certification and accreditation/approvals and milestone or completion dates for planned controls).  System plans that reference the master plan are also listed in the master plan by their unique identifiers.

I.C.  System Category  

Federal guidance for security plans (OMB Bulletin  No. A-130, Appendix III) establishes two system categories:  Major Application 
and General Support System
.   The [[[YOUR SYSTEM/APPLICATION NAME OR IDENTIFIER]]] system meets the criteria for a General Support System as it is an extension (sub-network) of the general computing resources provided by [[[AGENCY SYSTEM AND IDENTIFIER]]].  The system has defined functions and readily identifiable security needs.

I.D.  System Operational Status 

The [[[YOUR SYSTEM/APPLICATION NAME OR IDENTIFIER]]] is in the Operational phase of its life-cycle.

I.E.  General Description/Purpose 

The [[[Your System/Application Name or Identifier]]] purpose is to provide computing connectivity to various contractor personnel accessing the sub-network at the [[[LOCATION OF YOUR SYSTEM/APPLICATION]]].  The [[[YOUR SYSTEM/APPLICATION NAME OR IDENTIFIER]]] is a sub-network of the [[[AGENCY SYSTEM]]] which provides connectivity to major applications and resources located on and the Internet.  

The highest level of information accessed and processed on the system is “Sensitive But Unclassified” (SBU). Additional handling procedures are required for SBU processing.  See the [[[AGENCY’S]]] SBU Policy (Attachment 1) for guidance. No classified information is permitted on the system.

I.F.  System Environment and Special Considerations   

The system is physically housed on two floors in a Government-leased building located in [[[LOCATION OF YOUR SYSTEM/APPLICATION]]].  The two floors of the building are occupied by various contractor personnel and is not open to the general public.  Entrances to the working areas are secured using “KASTLE” card keys.  The computing center is further restricted by need-to-know.  Only cards assigned to authorized users are programmed for access to the computer room.  

The system is comprised of various file server hardware and software (See Attachments 2 and 3). Access to computing resources requires that the user complete the following:

· Background check

· Security training (Physical and INFOSEC)

· Management authorization

All dial-in capabilities are accomplished through the [[[AGENCY SYSTEM]]].  Security requirements associated with dial-in are addressed in the [[[AGENCY SYSTEM]]] security plan.

I.G.  System Interconnection/Information Sharing   

System interconnection is the direct connection of systems for the purpose of sharing information resources.  The sub-network [[[YOUR SYSTEM AND LOCATION]]] relies on the primary network [[[AGENCY SYSTEM AND IDENTIFIER]]] for access to the Internet and Major Applications [[[LIST OF MAJOR APPLICATIONS]]]. 

General support applications (e.g., WordPerfect, Beyond Mail, etc.) are included as part of the sub-network and are accessed at the remote site.  Security requirements associated with the Internet and the Major applications are addressed in a separate security plan for the [[[AGENCY SYSTEM]]].

The [[[YOUR SYSTEM]]] system is not directly connected to any external networks.  All connectivity is accomplished through the connection to the main network, [[[AGENCY SYSTEM]]].  See Diagram 1, [[[YOUR SYSTEM]]] Topology Diagram. The following is specific information associated with the interconnected systems.

System 

Name
System Identifier
Owning Organization
Type of Connection (protocol)
Sensitivity level of the System

[[[YOUR SYSTEM]]]
XXXXX002
[[[AGENCY]]]
TPC/IP

NETBEUI

IPX
SBU

[[[AGENCY SYSTEM]]]
XXXXX001
[[[AGENCY]]]
TPC/IP

NETBEUI

IPX

DIAL-IN

SNA
SBU

Internet
N/A
N/A
TCP/IP
Unclassified

[[[other connections]]]
TBD
TBD
TBD
TBD







I.H.  Information Contact(s)

The following individuals are provided as information contacts:

Title
Name
Organization
Telephone

ISSO
[[[XXXXXXX]]]
[[[XXXXXXX]]]
XXX-XXX-XXXX

Security Manager
[[[XXXXXXX]]]
[[[XXXXXXX]]]
XXX-XXX-XXXX

Program Manager

(System Owner)
[[[XXXXXXX]]]
[[[XXXXXXX]]]
XXX-XXX-XXXX

II.
SENSITIVITY OF INFORMATION  
This section provides a description of the types of information handled by the system and/or the criticality of the information to accomplishing the organization’s mission.

The nature of the information sensitivity and criticality are described in this section.  The description contains information on applicable laws and regulations affecting the system and a general description of sensitivity as discussed below.

II.A.  Applicable Laws or Regulations Affecting the System   

The following apply to the [[[Your System/Application Name or Identifier]]]:

· OMB Circular A-130, “Management of Federal Information Resources,” Appendix III, “Security of Federal Automated Information Resources,” updated in 1996.

· Computer Security Act of 1987 (P.L. 100-235).

· Freedom of Information Act of 1986 (P.L. 99-570).

· [[[AGENCY]]] Internal Policies:

· [[[AGENCY]]], Automated Information Systems Security Requirements Document

· [[[AGENCY]]] SBU Policy.

II.B.  General Description of Sensitivity    

The [[[Your System/Application Name or Identifier]]] information must be safeguarded and protected against unauthorized use in accordance with the Privacy Act and Freedom of Information Act Programs.  As such, the [[[Your System/Application Name or Identifier]]] is categorized as a sensitive unclassified system in accordance with criteria established by the Computer Security Act of 1987.  The information requires safeguards to ensure its confidentiality, integrity, and availability. The risk and magnitude of harm from the loss, misuse, or unauthorized access to or modification of information in the system could impact the mission and reputation of the agency.  Costs associated with the losses could result in budgetary cuts and agency program reductions.
Relative Importance of Protection Needs


HIGH

(Critical Concern)
MEDIUM

(Important Concern)
LOW

(Minimum Concern)

Confidentiality

X


Integrity
X



Availability
X
 


III. SYSTEM SECURITY MEASURES

This section describes the control measures (in place or planned) that are intended to meet the protection requirements of the general support system.  The types of control measures are consistent with the need for protection of the general support system described in the previous section. 

III.A.  Risk Assessment and Management

OMB Circular A-130, Appendix III, re-issued in 1996, no longer requires the preparation of a formal risk analysis.  It does, however, require an assessment of risk as part of a risk-based approach to determining adequate, cost-effective security for a system.  Risk assessment and risk management are crucial elements of the security planning process. 

Describe the Risk Assessment Approach

A risk assessment has not been conducted for the [[[Your System/Application Name or Identifier]]].  [[[ASSESSMENT TEAM]]] plans to conduct a formal risk assessment using the automated tool, “RiskWatch”. The automated risk analysis program is based on a standardized methodology that has been developed through the collective experiences and expertise of security consultants and analysts that have actually performed a multitude of risk analyses. The expected completion date is [[[DATE]]].

Other System Evaluation Approaches

Periodic internal system reviews are conducted by the Security staff to identify possible areas of concern.  The reviews are documented and the findings are forwarded to the appropriate personnel for action.  Follow-up reviews are conducted to verify actions taken.

III.B.  Review of Security Controls

[[[AUDIT AND REVIEW TEAM]]] is developing an ongoing audit and review program by which systems and applications will be assessed for security compliance and vulnerabilities.  The expected completion date for this program is [[[DATE]]].

Describe the Type of Independent Security Review and Its Findings

An independent security review was conducted by the Office of the Inspector General (OIG) on [[[DATE]]].  The results of the review identified weaknesses in the areas of security program documentation, risk assessment, security planning, and system configuration.  Actions have taken to address all the areas of concern.  No deficiencies in technical controls reportable under OMB Circular No. A-123 were identified.

III.C.  Applicable Guidance

· OMB Circular A-130, A-123, A-127

· Computer Security Act of 1987 (P.L. 100-235)

· Freedom of Information Act of 1986 (P.L. 99-570)

· FIPS PUBs 31, 41, 65, 73, 112, 113

· [[[AGENCY]]] Internal Policies:

· [[[AGENCY]]], Automated Directive System 

· [[[AGENCY]]] SBU Policy

III.D.  Rules

The “Rules of Behavior” associated with the subject system are defined in APPENDIX C ([[[GENERALLY ACCEPTED RULES OF BEHAVIOR]]]).  

III.E.  Security Control Measures

The following section contains a description of the security measures that protect system confidentiality, integrity, and availability. 

Security Control Measure Status 

For each control measure identified below specify whether the control is “In-Place
,” “Planned
,” “In-Place and Planned
,” or “Not Applicable
.” 

III.E.1.  MANAGEMENT CONTROLS     

III.E.1.a.  Assignment of Security Responsibility    

In-Place: The following person has assigned responsibility in writing for the security of the subject system:

[[[NAME - TITLE

PHONE NUMBER

E-MAIL ADDRESS]]]

III.E.1.b.  Personnel Security 
     

In-Place: All data processing positions have been evaluated for sensitivity level.  It was determined by [[[Responsible Group]]] that all positions require a background investigation equivalent to the “SECRET” level prior to accessing [[[AGENCY SYSTEM]]] and sub-networks.  

Access to [[[AGENCY SYSTEM]]] and sub-networks prior to receiving the appropriate background investigation requires management justification and ISSO approval.

III.E.2.  DEVELOPMENT / IMPLEMENTATION CONTROLS    

The following development/implementation controls are to assure that adequate protection is built into the system/application during development and to ensure continued operation at an acceptable level of risk during the installation, implementation, maintenance, and operation stages.


III.E.2.a.  Authorize Processing    

In-Place: The network system ([[[YOUR SYSTEM AND LOCATION]]]) has been approved for processing by [[NAME OF INDIVIDUAL AND TITLE]]].  The date for the approval was [[[DATE]]].

III.E.2.b.
Security Specifications 

In-Place: During the design, installation, configuration, and implementation of the [[[Your System/Application Name or Identifier]]], all security requirements identified in Section III.C. - Applicable Guidance were taken into consideration.



III.E.2.c.  Acquisition Specifications

In-Place and Planned: Appropriate technical, administrative, physical, and personnel security requirements were included in specifications for the acquisition or operation of information technology installations, equipment, software, and related services. 

IT products are evaluated by [[[EVALUATION TEAM]]] prior to request for procurement.  During the evaluation, the technologies are tested for vulnerabilities and reviewed for compliance with security requirements.

III.E.2.d.
Design Review and Testing 

In-Place and  Planned: A design review and testing was conducted on the [[[Your System/Application Name or Identifier]]].  The review and test consisted of a compliance verification of the system configuration with established guidelines identified in the appropriate Security Compliance Checklist (Attachment 4).  In addition, [[[AUDIT AND REVIEW TEAM]]] is developing an Audit and Review program that will include scheduled periodic system and application reviews and testing.  Expected completion date is [[[DATE]]].

Planned: [[[CONFIGURATION MANAGEMENT TEAM]]] is developing a Configuration Management program that will include reviewing and testing modifications made to systems and applications.  Expected completion date is [[[DATE]]].


III.E.3.  OPERATIONAL CONTROLS  

Operational controls are the day-to-day procedures and mechanisms used to protect production systems/applications (or planned systems/applications when they become operational).  Operational controls affect the application and system environments.  



III.E.3.a.  Physical and Environmental Protection 
   

The following physical and environmental protections are:

In-Place: 


· Card Keys for work area entrances (i.e., KASTLE)

· Locks on doors (types)

· Access control list for the Computer Center

· Raised floor in the Computer Center

· Dedicated cooling system in the Computer Center

· Fire extinguishers rated for electrical fires

· B/C rated fire extinguisher

· Smoke, water, and heat detectors

· Surge suppressors

· UPS for file servers

· UPS for cooling system

· Power strips/suppressors for computers and peripherals

Planned:
· Intrusion, Detection, and Monitoring software for network, June 1999

III.E.3.b.  Production, Input/Output  

In-Place: Procedures are in place to control access to printed and electronic information.  Property passes are used to control the transportation of hardware and software to and from the facility.  The passes are used as audit logs.  

Planned:  [[[RESPONSIBLE GROUP]]] is in the process of developing procedures to address the following: (Expected completion date is [[[DATE]]])

· Internal/external labeling for appropriate sensitivity

· Audit trails for inventory management

· Sanitization of electronic media for reuse

· Shredding or other destructive measures for hardcopy information

Not Applicable: The facility at [[[YOUR SITE]]] is not used as an information storage vault or library. Therefore, no additional physical controls are required.

III.E.3.c.  Contingency Planning 



In-Place and Planned: A Continuity of Operations Plan – Emergency Readiness Evaluation Questionnaire (Attachment 5) was completed for the [[[Your System/Application Name or Identifier]]].  Based on the results of the questionnaire, it was determined that many of the required procedures were in place, however the system lacked formal contingency planning documentation.  The [[[Contingency Planning Group]]] plans to develop a formal document by [[[DATE]]].

III.E.3.d.  Audit and Variance Detection

In-Place and Planned: The OIG performs independent audits on [[[YOUR AGENCY]]] information systems and applications.  The most recent was conducted on [[[DATE]]] and addressed [[[YOUR AGENCY]]]’s compliance with federal computer security requirements ([[[AUDIT REPORT NUMBER]]]).  [[[AUDIT AND REVIEW GROUP]]] is developing an Audit and Review program that will include system and application audit and variance detection.  Expected completion date is [[[DATE]]].  

III.E.3.e.  Application Software Maintenance Controls    

In-Place: In-house developed application software operating on [[[Your Agency System Name]]] follow an established software development life cycle procedure during the development and operational stages.  During these stages, all changes are documented, testing is accomplished using made-up data versus “live” data, and the test results are documented.


In-Place and Planned: Other application software is copyrighted commercial off-the-shelf products procured by the Government.  Licensing and distribution of the software is controlled by the [[[RESPONSIBLE GROUP]]]. [[[AUDIT AND REVIEW GROUP]]] is developing an Audit and Review program that will include reviews for compliance with licensing agreements for application software.  Expected completion date is [[[DATE]]].  Also being developed is a Configuration Management program that will include reviewing, testing, and documenting modifications made to application software.  Expected completion date is [[[DATE]]].  



III.E.3.f.  Hardware and System Software Maintenance Controls  

The following hardware and system software maintenance controls are used to monitor the installation and updates to hardware, operating system software, and other system software to ensure that the hardware and software functions as expected and that a historical record is maintained of system changes.  These controls are used to ensure that only authorized software is allowed on the system.  

Routine Maintenance and Repair Service

In Place: All personnel who service and maintain the computer and its support systems are cleared to the level of the most sensitive material associated with the system or monitored by authorized and well qualified escorts.

In Place: The organization has established an effective preventive maintenance program to eliminate or reduce most of the need for unscheduled corrective maintenance.  This program also addresses remote and off-site maintenance services.

Planned:  The organization is developing an effective training program to ensure that staff members, maintenance personnel and contractors are informed of IT security and Privacy Act requirements.  Expected completion date is [[[DATE]]].

Configuration Management/Change Control

Planned: [[[CONFIGURATION MANAGEMENT GROUP]]] is developing a Configuration Management program that will include version control, testing, impact analysis, change identification and documentation of modifications made to systems and applications.  Expected completion date is [[[DATE]]].


III.E.3.g.  Documentation 

In-Place: The following is a list of documentation for the [[[Your System/Application Name or Identifier]]]:

· Vendor supplied documentation of hardware

· Vendor supplied documentation of software

· Application requirements

· General support system security plan

· Standard operating procedures

· Emergency procedures

· User rules/procedures

· User manuals

Planned: Expected completion date is [[[DATE]]]

· Application program documentation and specifications

· Testing procedures and results 

· Contingency plans

· Memorandums of understanding with interfacing systems

· Disaster recovery plans 

· Risk assessment

· Backup procedures

· Certification documents and statements

· Accreditation (Approval to operate) statements
III.E.4.  SECURITY AWARENESS AND TRAINING

The Computer Security Act requires Federal agencies to provide for the mandatory periodic training in computer security awareness and accepted computer security practice of all employees who are involved with the management, use, or operation of a Federal computer system within or under the supervision of the Federal agency.  

III.E.4.a.
Security Awareness and Training Measures

In-Place and Planned: New hires are provided new employee orientation training prior to authorization to access Agency information.  All employees and contractors involved with the management, use, design, development, maintenance or operations of the system/application are made aware of their security responsibilities and trained in how to fulfill them.  [[[TRAINING GROUP]]] is developing a formal training and awareness program that identifies the training frequency associated with job functions (users, managers, system administrators, etc.).  The program will address awareness, training, and maintenance.  The expected completion date is [[[DATE]]].

III.E.5.  TECHNICAL CONTROLS

This section identifies the technical controls (hardware and software) used to provide automated protection from unauthorized access or misuse, to facilitate detection of security violations, and support security requirements for systems, applications and data.  Normally these types of controls are coordinated with the network and/or general support system managers.  

III.E.5.a.  User Identification 
and Authentication
    

In-Place: The system requires user identifiers (IDs) and passwords for identification and authentication.  User IDs are formulated based on the user’s first and last name.  (The first initial of the first name together with the full last name, up to a maximum of 8 characters.)  The follow is a list of the requirements associated with passwords:

· Must be at least six characters (combination of alpha, numeric, or special characters)

· Changed by the user every 90 days (enforced by the Network Operating System software)

· Unique (different from previously used passwords)

· Changed, if compromised

In-Place: IDs and passwords are used not only for access control, but also user accountability.  Actions associated with each account (ID and password) are logged in an audit file that can be used to trace system events to user accounts.  Therefore each account is assigned to a single individual. (sharing accounts is not permitted)

In-Place: Passwords are masked (hidden from view) on the input screen when a user is logging into the system. The passwords are verified against the above required system settings prior to granting access.  In addition, the passwords are stored by the Network Operating System in an encrypted file located in a restricted system directory.  

In-Place: After three unsuccessful login attempts, the user account is disabled.  The user must contact the system administrator, in person to have the account enabled. The system administrator must verify the identity of the user prior to enabling the account. 

In-Place: All system default accounts are either changed or removed from the system prior to operation.  In addition when the system undergoes a modification, the system administrator verifies that the default accounts are configured correctly.  

III.E.5.b.  Authorization/Access Controls 

In-Place and Planned: The network operating system access control mechanism limits who can logon, what resources will be available, what each user can do with these resources, when and from where access is available. Management, LAN, security, and key user personnel cooperate closely to implement access controls. The Network Operating System security procedures, User Security, Network File Access, Console Security, and Network Security, are highlighted below to illustrate the range of security that the sub-network provides. [[[RESPONSIBLE GROUP]]] is developing procedures to address access authorization and justification for information resources.  The procedures will also include actions for terminating/departing users.  The expected completion date is [[[DATE]]].

Logical
 Access Controls

In-Place: User Security. User access controls determine how, when, and where LAN users will gain access to the system. Setting up user security profiles includes the following tasks: 

· Specify group security settings 

· Specify settings for specific users 

· Manage password security - length, expiration, etc.

· Prevent user changes to settings 

· Specify logon settings 

· Specify logon times 

· Specify logout settings 

· Specify, modify, and delete logon locations (workstation, server, and link)

· Delete a user's security 

· Specify user dial-in access lists for servers 

In-Place: Network File Access. File security is determined by the level of security that is imposed on the directory in which the file resides.  (Individual files can be secured by employing "password protection" or other security mechanisms allowed by the specific application software.) Each directory has an access rights list (ARL) that consists of an ordered series of StreetTalk names (users) and access levels. There are four levels of access: 

· Control - the user can assign access rights on directories and subdirectories; create, modify, read, and delete files and subdirectories. 

· Modify - the user can create, modify, read, and delete files and subdirectories.

· Read - the user can read and copy (and execute) any file within a directory. 

· Null - prevents user access to a particular directory. This access right is for protecting sensitive information. (Any user not included in a directory's access rights list, directly by name or indirectly by group or list membership, has null access - which can be changed by system administrators, i.e., control access.) 

In-Place: Console Security. The console security/selection function allows the system administrator to prevent unauthorized persons from using the operator console. This function allows the system administrator to assign a console password, lock and unlock the console, and change the console type (i.e., assign operator functions to a workstation). 

In-Place: Network Security. These controls determine how outside users and servers can access the resources in the LAN over dial-up lines or intermediate networks or wide area networks. Network security tasks include: 

· Specifying user dial-up access 

· Specifying internetwork access 


REMOTE USERS

Dial-In Access
  /  Wide Area Networks

In-Place: Dial‑in access to the [[[Your System/Application Name or Identifier]]] is implemented under the following conditions:

1. The use of the dial‑in connection from private residences to the [[[Your System/Application Name or Identifier]]] is restricted to unclassified processing.

2. Prior to implementing the remote connection, the system manager reviewed the [[[Your System/Application Name or Identifier]]] to ensure basic security controls were in place to protect [[[YOUR AGENCY]]] information systems assets.  These controls included:

a. Adequate Operating System user account security exists for all users on the system (e.g., password length, forced password changes, etc.);

b. Software and data access controls are established strictly on the basis of need to know or need to use (e.g., through the use of Operating System Access Rights Lists (ARLs) for directories and files resident on the LAN system); 

c. A basic auditing capability (e.g., Operating System Log Reports) and a reasonable audit review procedure exist to detect and react to suspicious failed login attempts and failed attempts to access directories and files; and

d. Adequate backup procedures and practices exist to ensure that [[[Your System/Application Name or Identifier]]] software and data can be restored in a timely fashion should the integrity or availability of LAN resources be attacked and compromised through dial‑up access or some other means.

3. When using the remote connection, users are informed not to download and store any sensitive [[[YOUR AGENCY]]] information on personal computers located in private residences.  Additionally, users are not to upload any software to the [[[Your System/Application Name or Identifier]]].

4. Users are informed not disclose user IDs, passwords, or the remote access phone number to anyone or write them down on any medium accessible to others. Additionally, users do not embed user IDs, passwords, or the log‑in phone number in any file on the PC used to dial in. 

5. Users change log‑in passwords used for dial‑in access at least every 30 days.  To ensure this, the system manager forces the change by setting the appropriate Operating System log‑in security control.

6. Users employ computer virus scanning software on PCs located in private residences to ensure against viral infection.  This is especially important when users attach files to E‑mail messages and transmit them to the [[[Your System/Application Name or Identifier]]] or other [[[AGENCY]]] systems. 

7. The phone number used for dial‑in access is to be protected on the basis of need to know.  The phone number is not to be listed in any directory.

8. The system manager establishes an Operating System dial‑in access control list via the OPERATE command and authorize specific users dial‑in access to the LAN. Note: the system manger coordinates establishing this access list with establishing login location settings via the MUSER and MGROUP Security Settings menu. 

9. Individual user workstations connected to the LAN are not equipped with dial-in modems.

In-Place: The [[[Your System/Application Name or Identifier]]] dial-in functionality implements the use of the dial-back capability.  Only those users who complete a remote access form and are authorized are provided the necessary software and connection information required for remote dial-in.

In-Place: Remote access to systems other than the [[[Agency]]] network requires additional authentication by [[[a V-One Smart Gate]]] firewall.   The firewall requires that each user provide an authorized security token prior to granting the connection.  The distribution and configuration of the Smart Gate software is based on management justification and authorization.



Screen Warning Banners

In-Place: The [[[Your System/Application Name or Identifier]]] implements screen warning banners at the client level.  Each node connected to [[[AGENCY SYSTEM]]] is configured to display a system warning banner identifying the following guidance and notice:

“THIS IS A [[[AGENCY]]] COMPUTER SYSTEM.  THIS COMPUTER SYSTEM, INCLUDING ALL RELATED EQUIPMENT, NETWORKS AND NETWORK DEVICES (SPECIFICALLY INCLUDING INTERNET ACCESS), ARE PROVIDED ONLY FOR AUTHORIZED U.S. GOVERNMENT USE.  [[[AGENCY]]] COMPUTER SYSTEMS MAY BE MONITORED FOR ALL LAWFUL PURPOSES, INCLUDING TO ENSURE THAT THEIR USE IS AUTHORIZED, FOR MANAGEMENT OF THE SYSTEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES, SURVIVABILITY AND OPERATIONAL SECURITY.  MONITORING INCLUDES ACTIVE ATTACKS BY AUTHORIZED [[[AGENCY]]] ENTITIES TO TEST OR VERIFY THE SECURITY OF THIS SYSTEM.  DURING MONITORING, INFORMATION MAY BE EXAMINED, RECORDED, COPIED AND USED FOR AUTHORIZED PURPOSES.  ALL INFORMATION, INCLUDING PERSONAL INFORMATION, PLACED ON OR SENT OVER THIS SYSTEM MAY BE MONITORED.  USE OF THIS [[[AGENCY]]] COMPUTER SYSTEM, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO MONITORING OF THIS SYSTEM.  UNAUTHORIZED USE MAY SUBJECT YOU TO CRIMINAL PROSECUTION.  EVIDENCE OF UNAUTHORIZED USE COLLECTED DURING MONITORING MAY BE USED FOR ADMINISTRATIVE, CRIMINAL OR ADVERSE ACTION.  USE OF THIS SYSTEM CONSTITUTES CONSENT TO MONITORING FOR THESE PURPOSES.”

In-Place: Removal of the above message from the screen requires that the user take specific action in acknowledging the warning by hitting any key to continue.  This banner has been approved by the Department of Justice, Computer Crime Unit.

III.E.5.c.  Public Access Controls

In-Place: The [[[Your System/Application Name or Identifier]]] supports external connectivity to an Agency Web server.  The Operating System software on the Web server is configured to provide file level protections on the Agency Web page files. Only authorized personnel are granted modification rights to the Agency files.  In addition, the Web server software is controlled and configured  not to conflict or override the security settings established by the Operating System software.  All modifications are recorded in a system audit trail.
III.E.5.d.  Data Integrity/Validation Controls
    

In-Place: The [[[Your System/Application Name or Identifier]]] has been certified for processing prior to operations via the completion of a system compliance checklist (See Attachment 4). The checklist verifies that the configuration associated with the operating system software and hardware requirements are in compliance with established guidelines.

The following are some additional controls:

Malicious Programs

Planned: Controls associated with the installation of software will be included in the Configuration Management program.  The expected completion date is [[[DATE]]].

Virus Protection

In-Place: Virus detection/elimination software is installed on all servers and workstations connected to the [[[Your System/Application Name or Identifier]]].  The licensing is maintained and updated by [[[AGENCY]]]. 

In-Place and Planned: Currently, software updates are provided by Operations Systems personnel.  Evaluations are being conducted to procure a management server version of a virus software package that will provide for the central distribution and management of server and workstation virus software configurations.  Expected completion date is December 1998.



Message Authentication

In-Place: The [[[Your System/Application Name or Identifier]]] implements a Message Authentication method using encryption products to ensure that the sender of a message is known and that the message has not been altered during transmission.
Integrity Verification

In-Place: The [[[Your System/Application Name or Identifier]]] only implements Integrity Verification by relying on the Messaging authentication techniques identified above.

Reconciliation

Not Applicable: The [[[Your System/Application Name or Identifier]]] does not use any form of Reconciliation.

Digital Signature

In-Place: Digital signatures provide an extremely high level of integrity assurance. Digital signatures provide assurance of the identity of the originator, that the originator cannot falsely deny having signed the file (non repudiation), that the file has not been modified after being signed, and that the originator intends to be bound by the contents of the file.  Digital signatures are designed to meet the standards of proof required by law.  Digital signatures are required to replace a hand-written signature on a commitment document (e.g., contract, funds transfer document) or if the results of a risk analysis shows that level of protection is necessary and cost-effective. 




The [[[Your System/Application Name or Identifier]]] implements Digital Signature by providing users with access to encryption/authentication software.  The software utilizes the [[[identify type used]]] algorithm to provide adequate protection, non-repudiation, integrity, and verification of the information.  Key management of [[[product name]]] is controlled in a secure manner according to [[[Agency Policy]]].



III.E.5.e.  Audit Trail Mechanisms 

In-Place: An audit log is maintained on the [[[Your System/Application Name or Identifier]]] to effectively trace actions affecting the security of the system to the responsible individual.  The log is protected from unauthorized modification, destruction, and access by the limited rights assigned by the system administrator using the operating system software.  The audit logs are reviewed daily by the system administrator for instances of possible abuse.

The audit log records or has the capability to record the following events:

· Use of identification and authentication mechanisms

· Introduction of objects into a user’s address space (e.g., file open, program initiation, etc.)

· Deletion of objects

· Actions taken by computer operators and system administrators and/or system security officers, and other security relevant events.

For each recorded event, the audit record identifies:

· Date and time of the event

· User ID 

· Origin of the event (e.g., terminal ID, MAC address, etc.)

· Type of event

· Success or failure of the event



III.E.5.f.  Confidentiality Controls

In-Place: The confidentiality of information accessed and processed on the [[[Your System/Application Name or Identifier]]] is protected using a variety of methods.  The methods involve the use of Operational, Technical, and Administrative controls defined in previous sections of this plan. See the following sections: 

III.E.3.a. and b. – Operational Controls - Physical and Environmental Protection and Production Input/Output Controls, 

III.E.4.a. – Security Awareness and Training – Security Awareness and Training Measures, 

III.E.5.a. and b. – Technical Controls – User Identification and Authentication and Authorization/Access Controls.



III.E.5.g.  Incident Response Capability
     

In-Place and Planned: Incidents are investigated and responded to by the Operations personnel. They ensure that the appropriate managerial, operations and security personnel are contacted. No formal Incident Response Capability exists.  However, [[[RESPONSIBLE GROUP]]] is developing a Incident Response Capability to respond to security incidents in a manner that both protects its own information and helps to protect the information of others who might be affected by the incident.  The capability will address specific personnel responsibilities, training and awareness, and information sharing arrangements with other agencies.  The expected completion date is [[[DATE]]].

III.E.6.  COMPLEMENTARY CONTROLS PROVIDED   

By Support Systems

In-Place: Major applications like the New Management System (NMS) are located on [[[AGENCY SYSTEM]]] and are protected by the controls established for that system.  These controls are discussed in the Security Plan for [[[AGENCY SYSTEM AND IDENTIFIER]]].


Over Applications

Not Applicable: All applications located on the [[[Your System/Application Name or Identifier]]] are general support applications (i.e., WordPerfect, Word, Excel, etc.) available for use by everyone having access to the [[[Your System/Application Name or Identifier]]].  Therefore, no additional controls exist for these applications.  

IV. ADDITIONAL COMMENTS 

Planned: Technologies such as Intrusion, Detection, and Monitoring software will be evaluated for possible use on [[[AGENCY SYSTEM]]] and sub-networks.  This technology will enable security to take a proactive approach to implementing security.  The expected completion date is [[[DATE]]].
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�


The text provided in this document is for EXAMPLE ONLY.  Each user of this document must modify the text to accurately reflect the security specifications for their respective system/application.





�


This part specifies the Federal organizational sub-component responsible for the system being reported. Be specific about the organization and do not abbreviate.  Include physical locations and addresses.





��PAGE \# "'Page: '#'�'"  ���Each system/application must be assigned a unique name/identifier. The identifier may be a combination of alphabetic and numeric characters and can be used in combination with the system/application name. In this section list the unique name/identifier for the subject system.  If the system is, or has been, known by other names or acronyms, list them also.





�


The boundaries of a system must be properly identified to allow for completion of the system accreditation (approval to operate).





A system, as defined by this guideline, is identified by constructing logical boundaries around a set of processing, communications, storage, and related resources.  The elements within these boundaries constitute a single system requiring a security plan.  Each element of the system must:





Be under the same direct management control,


Have the same function or mission objective,


Have essentially the same operating characteristics and security needs, and


Reside in the same general operating environment.





�


An organization may have systems that differ only in the responsible organization or the physical environment in which they are located (e.g., air traffic control systems).  In such instances, it is appropriate and recommended to use plans that are identical except for those areas of difference.  This approach helps provide consistent levels of protection for similar systems.





�


Categorize each system as either a “major application” or as a “general support system.”  All applications must be covered by a security plan.  They will either be covered individually if they have been designated as a major application, or within the security plan of the appropriate general support system.    A particular system may be designated as a major application even though it is also supported by a system that has been designated as a general support system.





�


All Federal applications have value and require some level of protection.  Certain applications, because of the information they contain, process, or transmit or because of their criticality to the organization’s missions, require special management oversight.  These applications are major applications.





�


A general support system is an interconnected set of information resources under the same direct management control that share common functionality.  A general support system normally includes hardware, software, information, data, applications, communications, facilities, and people and provides support for a variety of users and/or applications.  





�


Indicate one of the following for the system’s operational status.





Operational — the system is operating,


Under development  — the system is being designed, developed, or implemented, or 


Undergoing a major modification — the system is undergoing a major conversion or transition.





If the system is under development or undergoing a major modification, provide information about the methods used to assure that up-front security requirements are included.  Include specific controls in the appropriate sections in Part III of the plan.





�


Present a brief (1-3 paragraphs) description of the function and purpose of the system (e.g., economic indicator, network support for an organization, business census data analysis, crop reporting support).





List all applications supported by the general support system. Specify if the application is or is not a major application, and include unique system identifiers, where applicable.  Discuss each application's function and the type of data/information processed.  Include a list of user organizations and a general description of the type of information and processing provided.





�


Provide a brief (1-3 paragraphs) general description of the technical system.  Include any environmental factors that raise special security concerns, such as: 





The system is connected to the Internet;


It is located in a harsh or overseas environment;


Software is rapidly implemented;


The software resides on an open network used by the general public or with overseas access;


The application is processed at a facility outside of the agency's control; or


The general support mainframe has dial-up lines.


			


Describe the primary computing platform(s) used (e.g., mainframe, mini-computer, micro-computer(s), LAN or Wide Area Network (WAN).  Include a general description the principal system components, including hardware, software, and communications resources.  Discuss the type of communications included (e.g., dedicated circuits, dial circuits, public data/voice networks).  Describe controls used to protect communication lines in the appropriate sections of the security plan.





NOTE: Include any security software protecting the system and information.  Describe in general terms the type of security protection provided (e.g., access control to the computing platform and stored files at the operating system level or access to data records within an application).   Include only controls that have been implemented or are planned, rather than listing the controls that are available in the software.  Controls that are available, but not implemented, provide no protection.





�


Include in this section the following information concerning the authorization for the connection to other systems or the sharing of information:


 


List of authorized systems (including Internet),


Unique system identifiers, if appropriate,


Name of system(s),


Organization owning the other system(s),


Type of interconnection (TCP/IP, Dial, SNA, etc.),


Short discussion of major concerns or considerations in determining interconnection (do not repeat the system rules included in Section III.D.),


Name and title of authorizing management official(s),


Date of authorization,


System of Record, if applicable (Privacy Act data),


Sensitivity level of each system,


How the systems will interact, and


Security concerns and Rules of Behavior of the other systems that need to be considered in the protection of this system (highlight unique security concerns and Rules of Behavior for interconnected systems in Section III).





�


List the name, title, organization, and telephone number of one or more persons designated to be the point(s) of contact for this system.  One of the contacts given should be identified as the system owner.





�


List any laws or regulations that establish specific requirements for confidentiality, integrity, or availability of data/information in the system.   





List all laws and regulations that apply to the system’s particular information protection requirements. At a minimum, OMB Circular A-130 and agency Automated Information Systems (AIS) security policies apply.





�


The purpose of this section is to indicate the type of protection needed for the system.  A system may need protection for one or more of the following reasons:





Confidentiality - The system contains information that requires protection from unauthorized disclosure.


Integrity  - The system contains information which must be protected from unauthorized, unanticipated, or unintentional modification.


Availability - The system contains information or provides services which must be available on a timely basis to meet mission requirements or to avoid substantial losses. 





Describe, in general terms, the information handled by the system and the need for protective measures.





Relate the information handled to each of the three basic protection requirements above (confidentiality, integrity, and availability).


Include a statement of the estimated risk and magnitude of harm resulting from the loss, misuse, or unauthorized access to or modification of information in the system.  To the extent possible, describe this impact in terms of cost, inability to carry out mandated functions, timeliness, etc.





For each of the three categories (confidentiality, integrity, and availability), indicate if the protection requirement is:





High — a critical concern of the system;


Medium— an important concern, but not necessarily paramount in the organization's priorities; or


Low —  some minimal level or security is required, but not to the same degree as the previous two categories.





�


In this section, describe the methods used to assess the nature and level of risk to the system. Be specific in describing whether the methodology addresses the crucial elements of the security planning process listed above. 





Include the date that the system risk assessment was conducted.  State how the identified risks relate to the requirements for confidentiality, integrity, and availability determined for the system.





If there is no risk assessment for your system, include a milestone date (month and year) for completion of the risk assessment.  If the risk assessment is more than three years old or there have been major changes to the system or its functions, include a milestone date (month and year) for completion of a new or updated risk assessment.





�


If other types of security evaluations have been conducted on your system, include information about who performed the review, when the review was performed, the purpose of the review, the findings, and the actions taken as a result of the review.





�


OMB states that at least every three years, an independent management review or audit of the security controls for the system must be performed.  This review or audit should be independent of the manager responsible for the major application or general support system. The objective of these reviews is to provide verification that the controls selected and/or installed are adequate to provide a level of protection to reach an acceptable level of risk for the system.





�


Include information about the last independent audit or review of the system and who conducted the review.  Discuss any findings or recommendations from the review and include information concerning correction of any deficiencies or completion of any recommendations. Indicate if the review identified a deficiency reportable under OMB Circular No. A-123 or the Federal Managers' Financial Integrity Act.  Indicate in this section if an independent audit or review has not been conducted on this system.





�


Indicate, to the extent practical, specific standards or other guidance used in the design, implementation, or operation of the protective measures used on the system (e.g., relevant Federal or industry standards).  List any Federal Information Processing Standards (FIPS) issued by NIST that may apply.  Include agency guidance documents.





�


Include the “rules of behavior” that have been established for the system.  





NOTE: If the set of rules are contained in a separate document, attach that document as an appendix to the plan and reference the appendix number in this section.





The rules of behavior shall clearly delineate responsibilities and expected behavior of all individuals with access to the system.  They shall also include appropriate limits on interconnections to other systems and define service provision and restoration priorities.  The rules must be clear about the consequences of behavior not consistent with the rules.  Rules should be in writing and will form a basis for computer security awareness activities and training. The rules of behavior should be made available to every user prior to receiving authorization for access to the system.





�


This is the most important part of the security plan.





�


Begin each of the following control sections by indicating the appropriate Security Control Measure Status” — “In-Place,” “Planned,” “In-Place and Planned,” or “Not Applicable” before discussing the control information.  For sections where some controls are “In-Place” while others are “Planned” list or discuss each category separately, and include milestone dates for completion of the planned actions.     Specifying “In-Place” is not adequate.  A general description of what is in place or planned must be included.  For each question, describe the control measures in enough detail to determine if they are adequate.  If a control is planned, provide an expected milestone date (month and year) when it will be in place. NOTE:  For operational systems, some specific controls of a given type may be “In Place,” while others may be “Planned.”  For systems under development or undergoing a major modification, it is expected that many measures will be “Planned.”





�


In-Place controls are operational and judged to be effective.  Use general terms for describing all controls that are currently in place.





�


Planned controls are specific control measures (e.g., new, enhanced) that will be implemented for the system.  Provide a general description of the planned measures, resources involved, and milestone operational dates (month and year).





�


In-Place and Planned controls are those where some measures are operational, while others are planned.  Include a general description of the measures in place and those planned, including resources involved and expected operational dates.





�


Not Applicable describes a type of control measure that is not needed, cost-effective, or appropriate for this system.  A control that may be appropriate but not cost-effective should be highlighted as management may disagree during certification and accreditation. If you identify a control as “Not Applicable,” your answer should justify that determination, as all of the listed controls are required by various regulations.





�


Describe the overall management controls of the application/general support system.





�


List the name, title, and telephone number and e-mail address (where applicable) of the individual who has been assigned responsibility for the security of the application/system and who will act as the Automated Information System Security Officer (AISSO).  Indicate whether the individual has been designated in writing as the AISSO.





�


Include detailed information about any personnel controls that are not included in other sections of this security plan, (i.e., technical controls and rules).  Also include a short discussion or list of controls discussed in detail in other sections of the plan, or reference section numbers of this plan where detailed information is included.  These discussions should include the following specific items:





A statement as to whether all positions have been reviewed for sensitivity level.  If all positions have not been reviewed, state the planned date for completion of position sensitivity analysis.


A statement as to whether individuals have received the background screening appropriate for the position to which they are assigned.  If all individuals have not had appropriate background screening, include the date by which such screening will be completed.


If individuals are permitted system access prior to completion of appropriate background screening, describe the conditions under which this is allowed and any compensating controls to mitigate the associated risk.


�


In this section of the plan, include the following information:  





Certification:	Date of certification, name and title of Certifying Official.  If not certified, name and title of manager requesting approval to operate and date of request.


Accreditation:	Date of approval to process/accreditation, name and title of individual approving/accrediting the system/application for processing.





If the application/system has not been certified or accredited, include reasonable milestone dates (month and year) for completing all requirements and obtaining certification and accreditation for the system/application.





�


Appropriate technical, administrative, physical, and personnel security requirements should be specified for the system/application.  Among the questions that should be addressed are the following:





During the application design, were security requirements identified?


Were the appropriate security controls included in the specifications for the system/application development?


Have security controls been added since development (i.e., during system operation and maintenance)?


If this is a purchased commercial application or the application contains commercial, off-the-shelf components, were security requirements identified and included in the acquisition specifications? 


Include a general discussion of any specifications that were used and whether they are being maintained.


�


Address the following in the security plan:





Development of security requirements with associated evaluation and test procedures before the procurement action(s).


Inclusion of security requirements and evaluation/test procedures in appropriate solicitation documents (e.g., Requests for Proposals).


Inclusion of provisions that permit updating security requirements as new threats/vulnerabilities are identified and as new technologies are implemented.





Include a general discussion of security specifications used, how they relate to specific system requirements, and whether the security specifications were reviewed and approved by the appropriate security personnel.





�


In this section, discuss when and by whom the design reviews and systems tests were conducted.  Include information about additional design reviews and systems tests for any new controls added after the initial acceptance tests were completed.  Discuss whether the documentation of these reviews and tests has been keep up to date and maintained in the agency records.





�


Discuss the physical protection in the area where system/application processing takes place (e.g., locks on terminals, physical barriers around the building and processing area).





�


Discuss controls over the marking, handling, processing, storage, and disposal of input and output information and media, as well as access controls (such as labeling and distribution procedures) for the information and media.





�


Describe the procedures (contingency plan) that would be followed to ensure the system/application continues to operate if the supporting IT systems were unavailable and provide a reference to the detailed plans.





�


In this section, describe the system monitoring procedures (including scope and frequency) and the process for resolving any concerns identified.  List and describe any system audits, internal reviews, or other audits performed.





�


These controls are used to monitor the installation of, and updates to, application software to ensure that the software functions as expected and that a historical record is maintained of application changes. The following questions are examples of items that should be addressed in responding to this section:


Was the application software developed in house or under contract?


Does the Government own the software?


Was the application software received from another Federal agency with the understanding that it is Federal Government property?


Is the application software a copyrighted commercial off-the-self product or shareware?


If a copyrighted commercial off-the-self product (or shareware), were sufficient  licensed copies of the software purchased for all of the systems on which this application will be processed?


Is there a formal change control process in place for the application, and if so, does it require that all changes to the application software be tested and approved before being put into production?


Are test data “live” data or made-up data?


Are all changes to the application software documented?


Are test results documented?


How are emergency “fixes” handled?


Are there organizational policies against illegal use of copyrighted software or shareware?


Do the policies contain provisions for individual and management responsibilities and accountability, including penalties?


Are periodic audits conducted of users’ computers (PCs) to ensure only legal licensed copies of software are installed?


What products and procedures are used to protect against illegal use of software?


Are software warranties managed to minimize the cost of upgrades and cost-reimbursement or replacement for deficiencies?





�


In this section, describe the procedures for managing routine and emergency system maintenance and repair activities.  Include in this discussion consideration for the following items:


Restriction/controls on those who perform maintenance and repair activities.


Special procedures for performance of emergency repair and maintenance.


Management of hardware/software warranties and upgrade policies to maximize use of such items to minimize costs.


Procedures used for items serviced through on-site and off-site maintenance (e.g., escort of maintenance personnel, sanitization of devices removed from the site).


Procedures used for controlling remote maintenance services where diagnostic procedures or maintenance is performed through telecommunications arrangements.





�


In this section, describe the configuration management procedures for the system.  Include consideration for the following items in this discussion:





Version control that allows association of system components to the appropriate system version.


Procedures for testing and/or approving system components  (operating system, other system, utility, applications)  prior to promotion to production.


Impact analyses to determine the effect of proposed changes on existing security controls.


Change identification, approval, and documentation procedures.


Procedures for ensuring contingency plans and other associated documentation are updated to reflect system changes.





�


List the documentation maintained for the system/application.





�


Include the information about the following in this section of the plan:





The awareness program for the system (posters, booklets, trinkets).


The type and frequency of application specific training provided to employees and contractor personnel (seminars, workshops, formal classroom, focus groups, role-based training, on-the-job training).


The type and frequency of general support system training provided to employees and contractor personnel (seminars, workshops, formal classroom, focus groups, role-based training, on-the-job training).


The nature of system security awareness provided during new employee orientation.





The procedures for assuring that employees and contractor personnel have been provided adequate training.





�


In this section, describe the system’s access controls.  The description should include consideration for the following items:





Describe the method of user authentication (password, token, biometric).


If a password system is used, provide the following specific information:


Allowable character set,


Password length (minimum, maximum),


Password aging time frames and enforcement approach,


Number of generations of expired passwords disallowed for use,


Procedures for password changes,


Procedures for handling lost passwords, and


Procedures for handling password compromise.


Procedures for training users and the materials covered.


Indicate the frequency of password changes, describe how password changes are enforced (e.g., by the software or System Administrator), and identify who changes the passwords (the user, the system, or the System Administrator).


Describe any biometric controls used.  Include a description of how the biometric controls are implemented on the system.


Describe any token controls used on this system and how they are implemented.


Are special hardware readers required?


Are users required to use a unique Personal Identification Number (PIN)?


Who selects the PIN, the user or System Administrator?


Does the token use a password generator to create a one-time password?


Is a challenge-response protocol used to create a one-time password?





SEE COMMENT UNDER AUTHENTICATION FOR ADDITIONAL REQUIREMENTS





�


Describe the level of enforcement of the access control mechanism (network, operating system, application).


Describe how the access control mechanism supports individual accountability and audit trails (e.g., passwords are associated with a user identifier that is assigned to a single individual).


Describe the self-protection techniques for the user authentication mechanism (e.g.,  passwords are stored with one-way encryption to prevent anyone [including the System Administrator] from reading the clear text passwords, passwords are automatically generated, passwords are checked against a dictionary of disallowed passwords, passwords are encrypted while in transmission).


State the number of invalid access attempts that may occur for a given user identifier or access location (terminal or port) and describe the actions taken when that limit is exceeded.


Describe the procedures for verifying that all system-provided administrative default passwords have been changed.


Describe the procedures for limiting access scripts with embedded passwords (e.g., scripts with embedded passwords are prohibited, scripts with embedded passwords are only allowed for batch applications).


Describe any policies that provide for bypassing user authentication requirements, single-sign-on technologies (e.g., host-to-host, authentication servers, user-to-host identifier, group user identifiers) and any compensating controls. 





�


Describe hardware or software features that are designed to permit only authorized access to or within the system/application, to restrict users to authorized transactions and functions, and/or to detect unauthorized activities (e.g., access control lists).





�


In this section, discuss the controls in place to authorize or restrict the activities of users and ADP personnel within the system/application. 


Describe formal policies that define the authority that will be granted to each user, or class of users.  Indicate if these policies follow the concept of “least privilege” which requires identifying the user’s job functions, determining the minimum set of privileges required to perform that function, and restricting the user to a domain with those privileges and nothing more.


Identify whether the policies include “separation of duties” enforcement to prevent an individual from having all necessary authority or information access to allow fraudulent activity without collusion.


Describe the application’s capability to establish an Access Control List, or register of the users and the types of access they are permitted.


Indicate whether a manual Access Control List is maintained.


Indicate if the security software allows application owners to restrict the access rights of other application users, the general support system administrator, or operators to the application programs, data, or files.


Describe how application users are restricted from accessing the operating system, other applications, or other system resources not needed in the performance of their duties.


Describe any formal process requiring application owners to authorize all new users and define their individual rights or restrictions to read, write, create, modify, execute application programs, or delete application data or files.


When the role or job function of a user changes, describe any formal process to review the access authorizations and change any rights or restrictions in line with the new requirements.(SEE NEXT COMMENT FOR ADDITIONAL GUIDANCE)





�


Indicate how often Access Control Lists are reviewed to identify and remove users who have left the organization or whose duties no longer require access to the application.





Describe controls to detect unauthorized transaction attempts by authorized and/or unauthorized users.


Describe policy or logical access controls that regulate how users may delegate access permissions or make copies of files or information accessible to other users.  This “discretionary access control” may be appropriate for some applications, and inappropriate for others.  Document any evaluation made to justify/support use of “discretionary access control.”


Indicate after what period of user inactivity the system automatically blanks associated display screens and/or after what period of user inactivity the system automatically disconnects inactive users or requires the user to enter a unique password before reconnecting to the system or application.


Describe any restrictions to prevent users from accessing the system or applications outside of normal work hours or on weekends.   Discuss in-place restrictions.


Indicate if encryption is used to prevent unauthorized access to sensitive files as part of the system or application access control procedures.  (If encryption is used primarily for confidentiality or integrity controls, include this information in the appropriate section.)  If encryption is used as part of the access controls, provide information about the following:


What cryptographic methodology (e.g., secret key, public key) is used?  If a specific off-the-shelf product is used provide the name of the product.  If it meets Federal standards (e.g., Data Encryption Standard, Digital Signature Standard), include that information.   


Discuss cryptographic key management procedures for key generation, distribution, storage, entry, use, destruction, and archiving.





�


Describe the type of remote access (dial, Internet) permitted and the functions that may be authorized for remote use (e-mail only, data retrieval only, full access).  The following are some of the issues that should be addressed in this description: Document whether the system disconnects after a set number of improper password attempts, and describe any controls to prevent a person from re-dialing and trying additional passwords.





Document who has access through the dial-in lines (by user type and number of users).


Describe the procedures for obtaining the telephone numbers for dial-in lines, including controls to prevent unauthorized individuals from dialing in (e.g., the dial-in telephone numbers are unpublished and/or unlisted).  If dial-in telephone numbers are published, describe why, where, and how extensively.


Document whether the system/application has a dial-back capability.





�


If your application is running on a system that is connected to the Internet or other wide area network(s), discuss what additional hardware or technical controls have been installed and implemented to provide protection against unauthorized system penetration and other known Internet threats and vulnerabilities.





List the connections to the Internet or other wide area networks, including whether application users access the system through the Internet or a wide area network.


Describe any type of secure gateway or firewall in use, including its configuration, (e.g., configured to restrict access to critical system resources and to disallow certain types of traffic to pass through to the system). 


Provide information regarding any port protection devices used to require specific access authorization to the communication ports, including the configuration of the port protection devices and if additional passwords or tokens are required.


Identify whether internal security labels are used to control access to specific information types or files, and if such labels specify protective measures or indicate additional handling instructions.


Indicate if host-based authentication is used. (This is an access control approach that grants access based on the identity of the host originating the request, instead of the individual user requesting access.)





�


In this section describe the rationale for electing to use or not use warning banners and provide an example of the banners used.  Where appropriate, state whether the warning banner was approved by the Department of Justice, Computer Crime Unit.





�


If this is a public access system, list and discuss the controls that provide protection to the system.





�


Discuss any controls to provide assurance to users that the information has not been altered and that the system functions as expected.  Include any tests or evaluations that were used to determine compliance with security requirements during development or modification.





�


In this section, provide a brief overview and reference the items in the discussion of configuration management and personnel controls that describe control measures intended to prevent installation of software that performs unauthorized functions.





�


In this section describe the virus detection/elimination approach used for the system.  Include in this discussion the following items:   





A list of components on which virus detection software is installed (client, server, firewall) and a rationale for its use.  Also include a statement as to whether the license is current.


Procedures for updating virus signature files.


Procedures for automatic and/or manual virus scans (automatic scan on network log-in, automatic scan on client/server power on, automatic scan on diskette insertion, automatic scan on download from an unprotected source such as the Internet, scan for macro viruses).


Virus eradication and reporting procedures.


Virus eradication support availability (e.g., central technical support specialists, incident response capability).





�


If message authentication is used, describe the methodology.





�


Integrity verification programs can be used by applications to look for evidence of data tampering, errors, and omissions.  Techniques include consistency and reasonableness checks and validation during data entry and processing.  These techniques can check data elements, as input or as processed, against expected values or ranges of values.  Message authentication techniques may also be used to ensure data integrity while in transit or storage. Describe the integrity controls used within this system.





�


Reconciliation routines use checksums, “hash totals,” record counts, and other approaches to detect unauthorized changes to data and/or program files.  These approaches generate a mathematical value based on the contents of a particular file which is stored external to the file.  To verify the integrity of the file, the mathematical value is recomputed on the current file and compared with the previously generated value.  The two values should match.  Describe any reconciliation routines used by the system.  Include a description of the actions taken to resolve any discrepancies.





�


In this section describe any use of digital or electronic signatures.  Address the following specific issues:


State the digital signature standards used.  If the standards used are not NIST standards, please state the date the waiver was granted and the name and title of the official granting the waiver.


Describe the use of electronic signatures and the security control provided. 


Discuss cryptographic key management procedures for key generation, distribution, storage, entry, use, destruction and archiving.





�


In this section, describe the measures used to protect system usage and audit trail logs.  Include consideration for the following items in this discussion:List the system usage and audit trail logs (including the events logged and data elements recorded) produced by the general support system.


Describe any linkages between logs maintained by the system and the supported applications.


Describe how the actions of individual users of the system may be monitored through the system logs.


Describe procedures used for reviewing logs and audit trail reports.





�


Discuss any controls used to protect the confidentiality of information from unauthorized disclosure.  If the information is already covered in other sections of the plan (e.g., operational controls or technical controls), do not repeat it here.  Include references to the section numbers where it is contained.





�


Describe the incident handling procedures for the system.  Include consideration for the following items in this discussion:





Formal incident response capability (in-house or external) and reporting;  


Procedures for obtaining the services of the incident response capability (e-mail address, telephone number, point of contact); 


Incident notification/alert procedures;


Response to alerts received (e.g., implementation of vendor-provided security “patches”);


Sources for receipt of security alerts;


Penetration testing; and


Analysis of system logs and audit trails for suspect activity.





�


List any controls in place on the general support system that add protection for the application. If the application is processed on another system(s), include the name of the organization, system name, and if one exists, its unique system identification. Indicate how the application owner has acknowledged understanding of the risk to application information that is inherent in processing on the general support system or in transmitting information over networks.





�


In this section, describe the controls used to maintain separation between applications. This discussion should include the following items:





Controls used to restrict application access to the network and/or computer operating system. 


Procedures for authorizing and reviewing system access authority.


Protection mechanisms for systems with dial access or wide area network access (e.g., Internet access).


List the name, unique identifier, and owner of supported applications.  Also describe any unique support requirements.


�


This section provides an opportunity to include additional comments about the security of the subject system and any perceived need for guidance or standards.  Use this section to discuss any features or administrative standards that are in place within your environment that may not be covered in the rest of the plan.  Also, include information in this section about planned major changes that might affect this application in the future.  Include discussion of any Federal or organizational security policies, standards, or guidelines that apply.
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