H.4 SECURITY CLEARANCE AND USER ID REQUESTS

The Industry Partner shall provide only fully qualified personnel for the work performed under this contract and they must also have the appropriate Department 6c Security investigation clearance. According to Department policy (OM:5-101, Sec III (Policy), part 4), every effort must be made to minimize and where possible eliminate, the number of non-U.S. Citizens employed in High Risk level positions; this applies to all contractors and sub-contractors.   However, the Department recognizes there is, from time to time, a compelling reason that may exist to grant a non-U.S. Citizen High Risk access.  In those circumstances where a non-U.S. Citizen possesses a unique or unusual skill or expertise urgently needed by the Department, but a suitable U.S. Citizen is not available, a non-U.S. Citizen may be assigned to a High Risk level position provided: they are Lawful Permanent Residents of the United States; they have resided continuously in the United States for a minimum of three (3) years; the head of the Principal Office, or his/her designee that owns the system/information/network approves the assignment in writing, and the written approval is filed with the Contracting Officer before requesting a preliminary screening and/or investigation.

Contractor staff proposed to perform work under this contract will be subject to ED investigation criteria as put forth in OM 5-101. Contractor staff working without a final clearance does so on a conditional basis while obtaining the required clearance. The ED investigation includes, at a minimum, the following items:
· Investigation of criminal record
· Reference checks
· Check for defaulted student loans
· Security clearances held with other Federal or DoD entities
· The OM:5-101 defines contractor security screening risk levels and corresponding investigations required. ED assigns the security risk level appropriate for each labor category, commensurate with the duties and system access of the position. The security level also dictates when new or replacement staff may begin to perform work under this contract relative to the submission of the security clearance paperwork. The security levels and work rules include:
· High Risk (Level 6C) - An employee cannot assume high-risk positional duties until the security investigation is completed and approved by ED. A waiver option is available, on approval by the Personnel Security Office and the appropriate CSO.  Employees selected for these positions can work in a lower-level position until the clearance is approved.
· Moderate Risk (Level 5C) - An employee can start working moderate risk positional duties upon submission of the security clearance paperwork to the OCIO CSO through the COR.
· Low Risk (Level 1C) - An employee can start working low risk positional duties upon submission of the security clearance paperwork to the OCIO CSO through the COR.
The contractor will:
Ensure, at the Project Manager level, that the security clearance forms and User ID paperwork required by ED is accurately and thoroughly completed and submitted to ED no later than with the submission of a resume for additional or replacement personnel.
Obtain its supply of security clearance forms directly from the OCIO CSO
Remove any individual from their position for whom ED disapproves and withdraws their clearance and immediately revoke their access to all ED systems and notify the COR immediately upon completion.
Clearance Submission Guidelines
The contractor shall submit security paperwork for any position requiring an ED clearance based on the OM:5-101 and OCIO IT Security Policy and the guidelines contained herein. Table 1 details the forms that contractor staff shall complete to request processing of a security clearance.
	Form
	Title
	Copies
	High Risk
	Moderate Risk
	Low Risk

	SF-306
	Federal Employment Form (as used for background check, Application for Federal Employment (Rev. 6-88); complete items 6, 17, 19, 25~28, 36, 38~44, 45 if applicable
	2
	X
	X
	X

	SF-85P
	Questionnaire for Public Trust Positions (Rev. Sept 1995)
	2
	X
	X
	

	FD-258
	Fingerprint Card
	1 original
	X
	X
	X

	SF-85
	Questionnaire for Non-Sensitive Positions (Rev. Sept 1995)
	2
	
	
	X

	SF85p-s
	Supplemental Questionnaire for Selected Positions
	2
	X
	
	



Table 1. Clearance Forms Required for Positions
In the submission of security clearance paperwork, the contractor shall:
a.
Assure the clearance level sought for the employee is based upon the criteria established by ED
b.
Assure that the employee completes the proper forms, as detailed in Table 1 as follows:
-
Employees without a clearance must complete all required forms and submit them with 14 days of reporting for work.  However high risk (6/6C) positions require staff to submit immediately upon reporting for work.
-
Employees with current or previous clearances but which may not meet ED requirements must complete additional forms as required to meet all requirements
c.
For employees with current or previous clearances requiring no additional paperwork:
· Complete a memo, on company letterhead with an authorized signature, with the following information:
Full name
Date and place of birth

Social Security Number

Level of security clearance
Employer Name
Date of investigation
(at time of investigation)
Contract Number

Agency completing the investigation
d. For employees with current or previous clearances requiring additional paperwork, forward the completed additional paperwork to the contractor's Project Manager. This primarily concerns upgrading to a higher security level.
e. Ensure that the proper forms are accurate and complete before forwarding the forms in sealed envelopes, through the COR, to the OCIO CSO.
f. Forms retruned for corrections must be resubmitted within 10 working days of receipt of the forms 
g.
Notify the employee's manager of the security investigation results.
h.
Remove the employee from performing work under this contract in the event of a clearance denial and revoke all User IDs.
H.5   REMOVAL FROM PROJECT ACCESS
When employees are removed from positions, for any reason, the contractor will:
a.
Revoke all access authorizations immediately
b.
Retrieve all specific keys and badges immediately
c.
Change the combinations on all locks to which the employee had access
d.
Review the employee's obligations to the organization
e.
Notify appropriate ED security officials of the removal action.immediately 
For all access terminations, the contractor will:
a.
Follow the Checklist for Employee Termination
b.
Assure that the departing employee either completes all assigned tasks or briefs the replacement on the requirements and status of ongoing tasks
c.
Determine the employee's access termination date and notify ED security officials 
d.
Immediately notify the assigned ADP Systems Manager(s) if access termination is for cause and request an immediate revocation of access
e.
Complete the Manager's Checklist for Employee Termination and forward the checklist to the Project Manager
f.
Review with employee their obligation to protect related data
g.
Assure that the employee completes the Access Termination Statement.
The Project Manager shall:
a.
Notify ED of the access termination action on the employee within 24 hours if not for cause
b.
Notify the assigned ADP Systems Managers of the access termination date.
H.6  DEPARTMENT SECURITY REQUIREMENTS (APRIL 1999)
The Contractor and its subcontractors shall comply with Department Security
policy requirements as set forth in:
     A.  The Statement of Work of this contract;
     B.  The Privacy Act of 1974 (P.L. 93-579, U.S.C. 552a);
     C.  The U.S. Department of Education OCIO IT Security Policy OCIO-1 and
     D.  The U.S. Department of Education, Contractor Personnel Security -
          OM:5-101
The Contractor may arrange to review copies of the above referenced
documents by contacting the Contract Specialist at telephone number
(202) 260-6219.
The Contractor shall include this provision in any subcontract(s)
awarded pursuant to this contract.
                                      (END OF CLAUSE)
H.7  WITHHOLDING OF CONTRACT PAYMENTS - SECURITY (JUN 2001)
Notwithstanding any other payment provisions of this contract, failure of
the contractor to submit required forms as specified above, responses or reports 

when due; failure to perform or deliver required work, supplies, or services; or,
failure to meet any of the requirements of the contract, to include all
requirements as specified in Clause 307-13 Department Security Requirements
,will result in the withholding of payments under this contract in such amounts as 

the contracting officer deems appropriate, unless the failure arises out of causes beyond the control, and without the fault of negligence, of the contractor, as defined by the clause entitled
"Excusable Delays or Default", as applicable.  The Government shall
promptly notify the contractor of its intention to withhold payment of any
invoice or voucher submitted.  Payment will be withheld until the failure
is cured, a new delivery schedule is agreed upon, or payment is made as
part of a termination settlement.
                                    (END OF CLAUSE)
