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1.  Purpose.  This Interim Policy Document (IPD) establishes XX Agency (XXA) procedures for managing network security.

2.  Objective.  The objective is to comply with the federal guidelines to maintain a proper level of network security commensurate with risk and threat assessment. 

3.  Reference.  

A.  Computer Security Act of 1987 (PL 100-235)

B. OMB Circular A-130, Appendix III, Security of Federal Automated Information 

Resources

C. NIST Special Publication 800-18, Guide for Developing Security Plans for

Information Technology Systems

4.  Policy.  It is XXA policy to protect information and corporate assets. 

5.  Responsibilities.  

A. The Council of Management Officials (CIMO)   are responsible for:

Ensuring coordination among Program area offices on IRM issues (including the Network) and activities   

B. The Security Working Group (SWG)
Approving documents prepared by the Chief Information Systems

Security Manager for the purpose of maintaining network security and/or for

Director XX Agency. 

C. Chief, Information Resources Management (IRM) is responsible for:

Approving documents prepared by the Information Technology

Security Manager for the purpose of maintaining network security and/or for

Director, XX Agency.

D. Information Technology Security Manager (ITSM) is responsible for:

(1) Ensure IT resources are adequately safeguarded throughout theAgency.

(2) Developing and implementing an overall network security plan for XXA systems.

(3)  Issuing guidelines and procedures.

(4)  Providing oversight for XXA network security.

(5) Maintain current inventory of sensitive systems and a schedule for testing 

systems Contingency Plans.

6. Procedures.

Policies, Procedures, and Guidance.  The ITSM has the overall responsibility for the security of the XXA network.  It is his/her responsibility to ensure that all of the federal rules, regulations, Public Law/statutes, policy, procedures, and guidelines applicable to network security are implemented and enforced.  

Delegations of Authority.  Every system will have someone identified as being responsible for its security.  This person, who will be referred to as the Systems Administrator may be a civil service or contractor employee as provided by the terms and conditions of the contract.  The Systems Administrator must know the nature of the information processed by the system (or an application on the system) and be able to apply and manage appropriate security controls.  The Installation Information Technology Security Manger (IITSM) provides oversight and direction to the Systems Administrator for network security purposes.  The appointment must be in writing and given to both the individual appointed and the organizational Program Information Technology Security Manager (PITSM), who will report the appointment to the ITSM.

Security Plans.  Every system will have an IT Security Plan that documents the security posture at a particular point in time.  The ITSM or his appointee will have the overall responsibility for the general support system (network), and the system owner will have the responsibility for the respective application.  The IT Security Plan reports the outcome of the IT security planning process, which is described in NIST Special Publication SP 800-18, Guide for Developing Security Plans for Information Technology Systems.  IT Security Plans are considered sensitive documents and must be protected as such.  They must be available to the ITSM, the respective PITSM, and their managers.  In addition, they must be made available to officials such as database owners, and authorized external auditors as required.  An IT Security Plan shall be updated when major changes to equipment, software upgrades, configuration, or integration affecting the application or system occur.  Each IT Security Plan content must be reviewed to ensure that it is up-to-date on an annual basis.  An IT Security Plan remains in affect until a new one is issued; however, the maximum time that may elapse before issuing a new plan is three years.

Procurements.  To comply with the OMB Memorandum, M-00-07 dated February 28, 2000, the ITSM shall participate or sign-off on, as required, every planned IT procurement “to ensure the incorporation and funding of security is part of agency information technology systems and architectures” throughout the system lifecycle (Initiation; Development/Acquisition; Implementation; Operation & Maintenance; Disposal).   

Periodic Reviews.  Periodic risk, threat, and/or vulnerability reviews of security controls are required to ensure that security is maintained as the system is changed and upgraded, as better technology is used, and as people, procedures, and risks change.  The scope and frequency of reviews depends on whether the system requires “special management attention” its operational environment (e.g., dynamic or steady), and the degree of risk that is considered acceptable.  The maximum time that may elapse between risk, threat, and/or vulnerability analysis will be a period of three years.  

Designated Approval Authority (DAA).   The ITSM, or his appointed representative, has the overall responsibility as the DAA. The DAA is the official who has the authority to decide on accepting the security safeguards prescribed for the Automated Information System (AIS) or the official who may be responsible for issuing an accreditation statement that records the decision to accept those safeguards.  The DAA must be at an organizational level such that he or she has authority to evaluate the overall mission requirements of the AIS and to provide definitive directions to AIS developers or owners relative to the risk in the security posture of the AIS.  By signing the authorization “to process,” the ITSM, or his appointed representative, is accepting responsibility for the level of risk inherent in the system.  Before a new, or significantly changed system or application can become operational, the following must occur:


--Ensure that the IT Security Plan is in place, up-to-date, and being followed


--Authorize in writing that the use of the system, based on the IT Security Plan, presents

               an acceptable level of risk to the system and the information it processes


--Re-authorize every three years or upon significant change, whichever comes first and

               maintain a copy of the written authorization to process with the IT Security Plan

Continuity of Operations (COOP)/Disaster Plans.   A COOP is required for each general support system and major application.  These plans will be approved and stored by the designated PITSM. COOPs are considered sensitive documents and must be protected as such.  They must be available to the ITSM, the respective PITSM, the IITSM, and their managers.  In addition, they must be made available to officials such as database owners, and authorized external auditors as required. The COOPs shall be updated on an annual basis.  The COOPs will be periodically tested as needed, but not to elapse for than three years between tests.  

System Documentation Reviews.    At least annually, System Administrators are required to review the documentation for the systems that are under the control of their organization.  The purpose of these reviews is to ensure that significant changes are brought to management’s attention and that any necessary corrective actions are planned, budgeted for, and implemented.  If no significant changes have occurred, then this should be reported to the PITSM who shall notify the ITSM or his designated representative.  

Security Awareness and Training.  The ITSM is responsible to oversee that all XXA AIS users are properly trained in network security.  In accordance with the guidelines referenced above, new XXA employees are to receive general network security training within 60 days of start of employment.  All general users (civil service and contractors) must receive periodic network security awareness training.  XXA Managers and Executives receive IT security awareness training at the program management level.  In addition, there is a requirement that System Administrators, Database Owners, and System Security Professionals receive security awareness training at a higher level.  

Franchising.  XXA permits, on a case-by-case basis, franchising of the XXA network.  This is done after a Memorandum of Agreement (MOA) is signed between agencies.  For network security purposes, the ITSM or his designated representative, should be involved in the planning and integration process, and coordinate on the MOA before it is signed by the Director, XXA.

Incident Reporting and Response.   The ITSM will ensure that procedures and guidance is established and maintained for recognizing, responding to, and reporting information security incidents.  The ITSM will designate in writing a formal Incident Response Team and provide direction to that team.  The ITSM will report incidents to the Department IT Security Manager and FedCIRC as required in accordance with their guidelines.   The ITSM has the ultimate responsibility of safeguarding XXA corporate and information assets to the best of his or her ability. 

In spite of any federal agency’s best efforts, unfortunately network compromise is commonplace. In the event that XXA falls victim to such compromise with a result of loss of system integrity, confidentiality, or availability, the ITSM must discuss whether or not to bring in the Federal Bureau of Investigation with the Director, XXA.  If this is decided, the ITSM will ensure that proper forensic procedures are implemented to preserve evidence.  The ITSM will work closely with the FBI throughout the entire investigative and prosecution process.  If the XXA web site is compromised, the ITSM will work closely with XXA Public Affairs officials and any outside inquiries will be directed to the XXA Public Affairs.  
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