APPENDIX A

Executive Overview and Briefings

Here is an example of a Sanitizing Task After-action Report (AAR):

INFORMATION SYSTEMS SECURITY TASK TEAM   (ISSTT)

<MISSION NAME> 

AFTER ACTION REPORT

PREPARED BY 

M/IRM INFORMATION SYSTEMS SECURITY TEAM

<DATE>
1. INTRODUCTION

This report documents the actions and findings of M/IRM’s Information System Security Task Team (ISSTT) sent to assist USAID’s <Mission Name> Mission from <start date> to <end date>.

2. BACKGROUND

In response to a <date> reqest by USAID’s <Mission Name> Mission for Information Systems Security (ISS) data sanitizing assistance for their Automated Information Systems (AIS), the USAID ISSO formed and deployed an ISSTT.  IRM’s action came after coordination with USAID’s CIO and members from the Office of Security.  In accordance with Federal regulation and USAID policy, the CIO directed IRM to put together an ISSTT to respond to <Mission name’s> request.  

The team was formed on <date> and departed for <Mission Name> on <date> at <time>.  The team prepared a plan of action, collected tools, and prepared logistics necessary.  The team’s composition is provided in Appendix A.

3. PURPOSE

The deployment of the ISSTT served three major purposes.  These purposes were:

· Protect National Security or Sensitive but Unclassified Information whose loss could result in grave damage to the National Security and/or violation of privacy policy

· Assist USAID Mission <Name> to prepare designated data processing equipment for removal to a location not under control of USAID

· Report to USAID Management and reassure information providers that no sensitive or classified data remain on the equipment to be removed

4. APPROACH

An action plan was developed by the team to guide and coordinate the ISS assistance activities.  The plan consisted of the following six areas.

· Review the list of equipment designated for removal, and meet with key personnel

· Control first ring storage media and processors

· Logistic planning and coordination with Mission staff

· Understand – develop <Mission Name> Mission IT environment and ensure that all possibly useful information has been removed to a safe storage location

· Conduct and verify machine sanitization operations and next phase planning

· Develop report and briefing

5. FINDINGS

This section documents the findings of M/IRM’s ISSTT team sent to assist USAID’s <Mission Name> Mission.  Items reported might include:

· Number of machines sanitized

· Amount of file storage sanitized

· Reference to the Activity Log maintained during the sanitization process

6. ACTIONS 

This section documents the actions of M/IRM’s ISSTT team sent to assist USAID’s <Mission Name> Mission.  Items reported might include:

· Names and secure storage locations of possibly useful files found

· List of machines sanitized, then classified by those retired from service and those returned to service

· Training provided to system administrators, etc.

7.  RECOMMENDATIONS

This section documents the recommendations of M/IRM’s ISSTT team sent to assist USAID’s <Mission Name> Mission.  Items reported might include:

· Subjects of future training sessions for system administrators and users

· Suggested revisions to system maintenance and security policies regarding custody and disposition of equipment containing possibly sensitive or classified data

· Suggested revisions to system administration practices

