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PREFACE

The culmination of New Management System (NMS) Major Application Security Certification and Accreditation (C&A) will be the formal authorization of the NMS to process.  This authorization is required by the Office of Management and Budget’s Circular A-130:

“A major application should be authorized by the management official responsible for the function supported by the application at least every three years, but more often where the risk and magnitude of harm is high.  The intent of this requirement is to assure that the senior official whose mission will be adversely affected by security weaknesses in the application periodically assesses and accepts the risk of operating the application…”  

- Office of Management and Budget (OMB) Circular A-130, Appendix III, B. b. 4).

By law, the heads of executive agencies are required to report the “material weaknesses” of their financial management systems to Congress:

“…the head of each executive agency, based on an evaluation conducted according to guidelines prescribed under [this Act] shall prepare a statement on whether the systems of the agency comply with [this Act], including…a report identifying any material weakness in the systems and describing the plans and schedule for correcting the weakness…”



- Federal Managers’ Financial Integrity Act of 1982, 31 U.S.C. 3512(d)(2).

In 1997, the Security and Access Controls of NMS were reported as a “material weakness” under the Federal Manager’s Financial Integrity Act.  USAID has pledged to correct this weakness by fiscal year 2001:

“USAID identified the security and access controls in NMS as a material weakness in fiscal year 1997…The material weakness resulted from the level at which controls are implemented in the system, the design of access control roles, audit trails of system activity, user identification and password administration, and access to sensitive Privacy Act information...USAID expects to fully correct this weakness by fiscal year 2001.”

- USAID Accountability Report, 1998, p.48.

To conform with the system authorization requirements of OMB Circular A-130, and to remedy the Security and Access Controls material weakness reported under the Federal Manager’s Financial Integrity Act, it has been determined by the USAID Chief Financial Officer (CFO) and Information Systems Security Officer (ISSO) that NMS will undergo Security Certification and Accreditation.  This C&A will be performed under the USAID Principal Resource for Information Management – Enterprise-wide (PRIME) Contract by Computer Sciences Corporation (CSC).

The CSC Contacts for this Plan are:
Mr. Scott Little, Security Team, Rosslyn, Virginia, 703-465-7398

Mr. Tom Kenavan, Security Team Lead, Rosslyn, Virginia, 703-465-7380
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1. INTRODUCTION

This section identifies the purpose and scope of Major Application Security Certification and Accreditation (C&A) of the New Management System (NMS).  It provides background information on the NMS C&A process and an overview of the C&A Plan.
1.1 Purpose

The purpose of this document is to present the plan for obtaining Security Certification and Accreditation for the USAID New Management System.

1.2 Scope

The scope of NMS Certification and Accreditation is comprehensive.  NMS C&A addresses the management, operational, and technical control requirements identified in the NMS Security Plan.
 

Special attention will be given to those aspects of NMS security and access controls that were reported as an Agency material weakness.

1.3 Background

The New Management System (NMS) is the core financial system of the United States Agency for International Development (USAID).  In 1997, NMS Security and Access Controls were identified by the Agency as constituting a “material weakness” under the Federal Manager’s Financial Integrity Act.  As a major step toward remedying this issue, the USAID Chief Financial Officer (CFO) and the USAID Information Systems Security Officer (ISSO) have determined that NMS will be taken through formal Security Certification and Accreditation.

At the time this plan is being written, two major initiatives are underway that should reduce the magnitude of long-term NMS security risk:

· NMS is being replaced by the Integrated Financial Management System (IFMS).  The NMS core accounting module, and possibly all remaining NMS modules, are scheduled to be replaced by an entirely new system, the IFMS.  Replacement of the NMS core accounting module is scheduled to be complete by the end of calendar year 2000.

· NMS operations at remote mission sites are being discontinued.  One of the primary security vulnerabilities of NMS has been its operation at remote missions.  At these sites, data transmission often occurs unencrypted, many users are uncleared foreign nationals, and enforcement of USAID security policies is difficult to monitor.  NMS operations at these remote mission sites are being discontinued.

As required by OMB Circular A-130,
 NMS C&A will be based upon the requirements identified in the NMS Security Plan.  These requirements were derived from a comprehensive analysis of OMB Circular A-130, the National Institute of Standards and Technology (NIST) Special Publication 800-18, the General Accounting Office (GAO) Federal Information Systems Controls Audit Manual (FISCAM), and the USAID Automated Directives System (ADS).  A summary of these requirements is included as Appendix C to this document.

Guidance for conduct of the overall NMS C&A Process will be provided by applicable National Computer Security Center (NCSC) standards and by Federal Information Processing Standard (FIPS) Publication 102.  These standards will also govern the contents of NMS C&A deliverables, with supplementary guidance to be provided by the Institute for Electrical and Electronic Engineers (IEEE) Standard 829-1998, “IEEE Standard for Software Test Documentation,” and IEEE Standard 12207.1, “Software Life Cycle Processes – Life Cycle Data.”

1.4 Overview

The actions necessary to obtain NMS Security Certification and Accreditation have been briefed to the USAID Chief Financial Officer by the Information Systems Security Officer.  These eight actions, to be performed by the C&A Team, are as follows: 

[1]  Certification and Accreditation (C&A) Process Approval.   A high-level summary of the USAID IT Security Certification and Accreditation Process has been developed and forwarded to senior USAID management for approval.

[2]  Certification and Accreditation (C&A) Planning.  The C&A Plan comprises the results of the major planning activities in support of NMS Certification and Accreditation.

[3]  Technical Fixes.  Five major technical fixes were identified in support of NMS security requirements prior to development of the NMS Security Plan.  The C&A Team will track the status of these fixes and serve as the application engineers in support of associated software Problem Reports (PRs).

[4]  Roles and Responsibilities Approval.  Security roles and responsibilities for key USAID officials have been put into writing and submitted to USAID management for signature.  These roles were specified by the USAID ISSO and written and submitted by members of the CSC Security Team.

[5]  Designation of Systems Security Managers.  Agency and CSC PRIME managers for NMS security will be specifically identified.  This will be done at the direction of the USAID ISSO and Director, M/IRM.

[6]  NMS Security Training.  NMS-specific security training will be incorporated into the ongoing NMS training program.  The C&A Team will evaluate the status of existing NMS security training and make recommendations for improvement.

[7]  NMS Security Plan Actions.  Select, high-priority action items from the NMS Security Plan will be considered for implementation prior to C&A.  These action items will be chosen to meet requirements of OMB Circular A-130 and to address the material weakness of NMS Security and Access Controls.

[8]  Risk Assessment.  Each of the requirements in the NMS Security Plan will be evaluated and the amount of residual risk will be identified in a Risk Assessment report.  For the assessment of NMS technical controls, this risk assessment will rely heavily upon the results of security testing performed as part of the NMS C&A process.

Following the successful completion of these eight steps by the C&A Team, the following four additional steps will be required by USAID personnel:

[9]  Security Certification.  NMS security will be certified following the completion of all technical evaluations and the security risk assessment. 

[10] Security Accreditation.  Once certified, NMS will be recommended for Accreditation to the NMS Accrediting Authority.

[11] Audit by the OIG.    Following C&A, the OIG will be asked to conduct an audit to verify that the material weakness of NMS Security and Access Controls warrants removal.

[12] Executive Briefing.  At the conclusion of NMS Certification and Accreditation, and following the OIG audit, the USAID ISSO will brief senior USAID management on the Agency’s readiness to remove the material weakness of NMS Security and Access Controls.
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2. ORGANIZATIONS AND RESPONSIBILITIES

This section identifies the primary NMS C&A stakeholders and their responsibilities for NMS Security Certification and Accreditation.  The Approval Package produced by the Certification and Accreditation (C&A) Team will be reviewed by the Certifying Authority and submitted to the Accrediting Authority for signature.  All C&A work will be done under the guidance and assistance of the Designated NMS Security Manager, the Agency Information Systems Security Officer, and NMS Program Management.  See Figure 1.
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Figure 1:  Certification and Accreditation Organizational Structure

2.1 Certification & Accreditation Team

The C&A Team consists of the following three members of the CSC PRIME Security Team:

Mr. Tom Kenavan, Lead


703-465-7380

Mr. Scott Little




703-465-7398

Mr. Paul Nelson



703-465-7082

The C&A Team will implement NMS Certification and Accreditation in accordance with the C&A Plan.  They will be responsible for the following actions:  

· Preparing the NMS Security Test Plan;

· Preparing the NMS Security Test Procedures;

· Configuring an NMS Security Test Environment;

· Testing NMS Security Functionality;

· Preparing the NMS Security Test Report;

· Evaluating the NMS Security Training Program;

· Drafting security-related software Problem Reports (PRs) and submitting them for consideration in upcoming NMS software releases;

· Tracking and facilitating the assignment of Security Roles and Responsibilities;

· Tracking and facilitating the assignment of NMS Security Managers;

· Establishing and promulgating NMS Rules of Behavior;

· Assessing the identification and sanitizing of sensitive NMS data from non-production instances;

· Ensuring Security representation on NMS Configuration Boards;

· Conducting an NMS Security Risk Assessment; and

· Preparing the C&A Approval Package.

2.2 Information Systems Security Officer

The USAID Information Systems Security Officer (ISSO) has Agency-wide responsibility for information security.  He is an Agency proponent of C&A and will be available to orchestrate the C&A process, including coordinating activities of the C&A stakeholders.  The USAID ISSO will:

· Assist the Accrediting Authority, Certifying Authority, and C&A Team as necessary in the Certification and Accreditation effort;
· Review C&A deliverables to ascertain compliance with USAID policy;  and 
· Submit the C&A Approval Package to the accrediting authority, requesting approval to operate.

The ISSO’s responsibilities for certification will become more significant following NMS Accreditation.  These responsibilities include:

· Determining if the NMS is maintaining the accredited security posture; and

· Initiating the Certification and Accreditation process when periodic three-year reaccreditation is required, or sooner as changes to the NMS or its environment dictate.

2.3 Accrediting Authority

The Designated Accrediting Authority (DAA) is the Agency official having the authority to accept the NMS application’s security risks and issue an accreditation statement recording the authorization to process.  The DAA also possesses the authority to allocate resources to achieve acceptable security and to remedy NMS security deficiencies. 

The USAID Chief Financial Officer (CFO) has been identified by the Agency ISSO as the NMS Designated Accrediting Authority (DAA).  

2.4 Certifying Authority

The certifying authority is responsible for the technical validity of the NMS Certification and Accreditation process.  This includes the technical validity of security testing, security risk assessment, and the contents of the C&A Approval Package.  

The USAID Director of Information Resources Management (M/IRM) has been identified by the Agency ISSO as the NMS Certifying Authority.

2.5 Program Management

2.5.1 USAID M/IRM

IRM will be responsible for the accuracy and completeness of the C&A Approval Package prepared by the C&A Team.  In particular, the IRM Verification and Validation (V&V) function and its supporting Independent Verification and Validation (IV&V) contractor will be responsible for reviewing the work of the C&A Team.   To determine whether the C&A Team has satisfied its requirements, V&V/IV&V will review deliverables to ensure they meet acceptance criteria.  It is anticipated that acceptance will be based upon the following considerations:

· Deliverables substantially address all requirements identified in the NMS Security Plan;

· Deliverables are complete, accurate, and conform substantially to the requirements as identified in deliverable templates;

· Deliverables are produced on time;  and

· Deliverables conform to the formats proscribed by CSC PRIME documentation standards.

In addition, V&V/IV&V will perform a sufficiency analysis to determine whether or not, in their opinion, requirements for NMS security have been substantively addressed by the NMS Security Plan.

2.5.2 CSC PRIME

CSC NMS Program Management will provide management oversight of the C&A Project.  Specifically, this management will be provided by two program managers:

Mr. Bill Cleveland, CSC PRIME Security Program Manager

703-465-7054

Ms. Kitty Richmond, CSC PRIME NMS Program Manager

703-465-7131

Both program managers will receive frequent progress updates from the C&A Team, and both managers have requested that representatives of the C&A Team be present at their weekly staff meetings.  In addition to providing general management oversight, these managers will provide the C&A Team with access to cognizant NMS development and test personnel.  This access will require interviews with development and test personnel, and access to project documentation.  In particular, the C&A Team will require the assistance of the NMS database administrators and the NMS Independent Software Testing Group to help configure an NMS test environment for C&A testing. 

2.5.2.1  Configuration Management

Configuration management of NMS C&A deliverables will be provided by the CSC PRIME Contract., under the guidance of the CSC PRIME Configuration Management Plan.
  NMS C&A deliverables will be coordinated among the stakeholders identified in this Section.  Each stakeholder will have an opportunity to review and approve C&A deliverables before they are deemed final. 

CSC PRIME NMS Configuration Management is overseen by the following person:

Mr. Robert Kraft
703-465-7362

NMS C&A deliverables have been assigned the following PRIME Contract deliverable ID numbers:


Deliverable



Deliverable ID

C&A Plan



922-061-1

Security Test Plan


922-061-2

Security Test Procedures

922-061-3

C&A Approval Package


922-061-4

In addition to its unique deliverable ID number, each deliverable will be date stamped to provide change history, distinguishing successive versions of drafts that incorporate comments from stakeholder reviews.  The schedule of NMS deliverables shown in Section 5.1 includes change milestones with expected turnaround times for internal and external reviewers.  Changes to NMS C&A deliverables will be made by the CSC PRIME contractor, with the intent of satisfying the expressed interests of NMS stakeholders within the stated limits of scope and schedule for this project.

2.5.2.1  Quality Assurance and Control

The NMS C&A Project will be conducted in conformance with the CSC PRIME Quality Assurance Plan.
  QA review times have been incorporated into the schedule of deliverables presented in Section 5.1.  All deliverables will be reviewed prior to their release by the following PRIME Quality Assurance personnel:

Ms. Paula Liebrecht

703-465-7328

Ms. Sue Ellsworth

703-465-7197

3. CERTIFICATION AND ACCREDITATION PLANNING
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This section of the C&A Plan presents the Certification and Accreditation Process and how it is applicable to NMS.  This process has been summarized and sent to USAID senior management as the first action in the list of eight actions comprising the substantive content of NMS Certification and Accreditation.  These eight actions are referenced in Section 1.4 of this plan and are shown again in Figure 2.

This C&A Process consists of four broadly defined phases, illustrated in Figure 3.  These four phases are Pre-Certification Activities; 

Certification and Accreditation Planning;


Figure 2:  C&A Actions
Certification and Accreditation; and Post-Accreditation Activities.

3.1 Pre-Certification Activities (Phase I)

The first Phase in the C&A Process consists of Pre-Certification Activities.  These activities identify and define the magnitude of the C&A effort by ascertaining current NMS security requirements and the level of its compliance:

· NMS Security requirements have been identified (See Appendix C);

· The NMS Security Plan has been developed;  and

· The NMS C&A Plan (this document) has been drafted.

In addition, C&A Process Approval [1] has been substantially completed in that an outline of the Agency C&A Process has been submitted to senior USAID management and is awaiting signature.  At the same time, Security Roles and Responsibilities [4]  have been defined and submitted to USAID management for approval.  Finally, NMS Systems Security Managers [5] are being designated for USAID and for  the CSC PRIME Contract.

3.2 Certification and Accreditation Plan Implementation (Phase II)

Phase II of the C&A process will see the implementation of C&A Planning [2].  Remaining Technical Fixes [3] identified for NMS prior to development of the NMS Security Plan will be submitted to the NMS Configuration Review Board (CRB) as Problem Reports (PRs).  The following fixes are candidates for incorporation into subsequent NMS releases: 

[Redacted]
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Figure 3:  The C&A Process

In addition, certain high priority NMS Security Plan Actions [7] will be implemented.  Those that will result in software changes will be submitted as PRs.  Those that are managerial or operational in nature will be implemented and documented.  Security Plan Actions requiring software changes include the following:

[Redacted]

Security Plan Actions that are managerial or operational and will not require software changes are as follows:

[Redacted]

NMS Security Training [6] will be evaluated and if needed, additional security training materials will be recommended for the existing NMS training program.  Supporting documentation will be included in the C&A Approval Package.

3.3 Major Application Certification (Phase III)

NMS software will be tested for compliance against the security requirements in the NMS Security Plan.  This will require the development of a Security Test Plan, Security Test Procedures, and a Security Test Report.  Each of these deliverables is identified in Section 5 of this document.  In addition, a Risk Assessment [8] will be developed that identifies the degree of residual security risk present for the management, operational, and technical control requirements in the NMS Security Plan.  This work will be overseen by USAID V&V/IV&V personnel and formally certified by the NMS Certifying Authority.  The Certifying Authority will be asked to sign the Certification Statement attached to this document in Appendix D.

3.4 System Accreditation (Phase III - Continued)

The resulting findings and supporting documentation for all eight security actions will be documented in the C&A Approval Package.  This package will also contain the results of all security testing, as well as the NMS Security Risk Assessment.  The resulting C&A Approval Package will be forwarded to the NMS Accrediting Authority for approval.  The Accrediting Authority will be asked to sign the Accreditation Statement attached to this document in Appendix D.

3.5 Post-Accreditation (Phase IV)

Once NMS has been certified and accredited, it will require on-going review.  Any changes made to the NMS that materially affect its security may require re-certification and re-accreditation for the changes made.  This judgment will be facilitated through future representation by security personnel on the Configuration Review Board, and as required, on the Configuration Control Board, and Capital Investment Review Board.  In addition, the system should be recertified and reaccredited every three years, regardless of changes made.
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4. DOCUMENTATION REQUIREMENTS

The first deliverable required by the NMS Certification and Accreditation Process is the NMS C&A Plan.  This section addresses the remaining documentation requirements of NMS Certification and Accreditation.  

4.1 Documentation Standards

Guidance for the content of NMS C&A deliverables will be provided by a combination of applicable NCSC standards, FIPS Publication 102, IEEE Standard 829-1998, “IEEE Standard for Software Test Documentation,” and IEEE Standard 12207.1, “Software Life Cycle Processes – Life Cycle Data.” 
  In addition, to comply with OMB Circular A-130 and to facilitate requirements traceability, NMS C&A deliverables will be tailored to follow the organizational structure and security evaluation criteria of the NMS Security Plan.

4.2 Security Test Plan

The NMS Security Test Plan will identify the scope and approach of NMS Security Certification and Accreditation testing.  It will describe the overall testing process as required by USAID C&A Program requirements, and where appropriate, comply with IEEE Std 829-1998.  The Security Test Plan will identify the scheme of requirements traceability to be followed in testing and will identify acceptance criteria.  The Test Plan will also specify what system access will be required to establish the security testing environment.

The Security Test Plan will delineate testing responsibilities for various members of the Security Team and identify what assistance may be required from the NMS Independent Software Testing Group. 

4.3 Security Test Procedures

For NMS software security features that were identified as fully or partially in place by the NMS Security Plan, detailed test scripts will be developed.  (See Appendix C for a list of these requirements).  For each test script, the Security Test Procedures will identify specific acceptance or “pass-fail” criteria.  The method of verification (e.g., demonstration, inspection) will also be specified.

4.4 Certification and Accreditation Package

The C&A Approval Package will be the final, cumulative deliverable of the C&A process.  It will contain the results of security testing and an assessment of the residual risks of NMS security.  Supporting appendices to the Package will provide documented evidence of NMS security compliance, accompanied by a formal Accreditation letter to be signed by the Designated Accrediting Authority.

4.4.1 Security Test Report

The Security Test Report will document the results of the C&A testing and evaluation.  This testing will be conducted in accordance with the C&A Test Procedures.  For each security requirement in the NMS Security Plan, updated findings will be assessed and documented.

4.4.2 Risk Assessment Report

Based on requirements in the NMS Security Plan, there will be a specific identification and discussion of threats, safeguards, and remaining vulnerabilities.  The Risk Assessment Report is the key indicator of the overall NMS security risk that the Agency will face going forward.


4.4.3 Other Appendices

Any other security information deemed important for the NMS Security accreditation decision will be included in the C&A Approval Package as appendices.  This is likely to include information on NMS security training, signed approvals of security roles and responsibilities,  supporting information on the implementation of NMS technical fixes, and any other information documenting compliance with this C&A Plan, the NMS Security Plan, or OMB A-130 “Authorization to Process” requirements.
 

5. SCHEDULE AND MILESTONES 

5.1 Schedule and Deliverable Products

The NMS C&A Team will produce the following deliverable products in support of the NMS C&A process:

· Certification and Accreditation Plan

· Security Test Plan

· Security Test Procedures

· Certification and Accreditation Approval Package, including:

Security Test Report

Risk Assessment Report

Other Supporting Appendices, to be specified.

A template for each document will be sent to USAID Verification and Validation (V&V) prior to the transmission of the corresponding deliverable to the Agency.  In addition, each deliverable will be coordinated internally among CSC PRIME reviewers in compliance with existing NMS Quality Assurance (QA) procedures.   Figure 4 summarizes the planned delivery dates for each of the C&A deliverables.  Note that delivery of the complete C&A Approval Package is planned for the end of May.  This is an aggressive schedule and will require the assistance and cooperation of all participants.

Primary Deliverables


Template

to V&V
Document

to QA
Comments

from QA
Document

to USAID/V&V
Comments

from USAID/V&V








C&A Plan
6-Mar
13-Mar
16-Mar
21-Mar
28-Mar








Security Test Plan
20-Mar
27-Mar
30-Mar
05-Apr
12-Apr








Security Test Procedures 
10-Apr
17-Apr
20-Apr
26-Apr
03-May








C&A Approval Package
12-May
19-May
24-May
31-May
-

Figure 4:  Schedule of NMS C&A Deliverables

5.2 Project Standards, Procedures, and Methods

The conduct of the NMS C&A project will follow the process described in Section 3 of this document.  This process is was derived primarily from applicable NCSC guidance
 and FIPS Publication 102.  The high-level C&A Process diagram shown in Figure 3 has been approved by USAID management.  The NMS C&A project will also comply with the general requirements of the CSC PRIME Contract Quality Assurance Plan (See Section 2.5.2.2) and the CSC PRIME Configuration Management Plan (See Section 2.5.2.1).  

5.3 Work Breakdown Structure

The following Work Breakdown Structure (WBS) identifies the basic tasks to be performed as part of the NMS C&A Project.  These tasks were defined in Section 3.  They were briefed to the USAID Chief Financial Officer by the Agency ISSO.  Note that WBS 2.1 (i.e., C&A Planning and Testing) will be further defined in the NMS C&A Test Plan.











Completion

WBS Element








Date 

WBS 1.0
Phase I:  Pre-Certification Activities

WBS 1.1
Obtain C&A Process Approval [1]


31-May-00

WBS 1.2
Identify Roles and Responsibilities [4]


31-May-00

WBS 1.3
Identify Systems Security Managers [5]


15-Apr-00

WBS 2.0
Phase II:  C&A Plan Implementation (“Verification”)

WBS 2.1
C&A Planning and Testing [2]



31-May-00

WBS 2.2
Monitor Technical Fixes [3]



31-May-00

WBS 2.3
Evaluate Security Training [6]



15-Apr-00

WBS 2.4
NMS Security Plan Actions [7]



31-May-00

WBS 3.0
Phase III:  Major Application Certification (“Validation”)

WBS 3.1
Risk Assessment [8]




31-May-00

WBS 4.0
Phase IV:  Post-Accreditation




TBD

(Not Performed as Part of This Project)

WBS 5.0
QA, CM, Other Technical Support



31-May-00

5.4 Sizing, Work Estimates

For each sub-task, the following level of effort estimates have been made for the effort required by the C&A Team as part of the NMS C&A Project:











Staff

WBS Element








Weeks
WBS 1.0
Phase I:  Pre-Certification Activities

WBS 1.1
Obtain C&A Process Approval [1]


  1.0

WBS 1.2
Identify Roles and Responsibilities [4]


  1.0

WBS 1.3
Identify Systems Security Managers [5]


  1.0

WBS 2.0
Phase II:  C&A Plan Implementation (“Verification”)

WBS 2.1
C&A Planning and Testing [2]



24.0

WBS 2.2
Monitor Technical Fixes [3]



  4.0

WBS 2.3
Evaluate Security Training [6]



  1.0

WBS 2.4
NMS Security Plan Actions [7]



  4.0

WBS 3.0
Phase III:  Major Application Certification (“Validation”)

WBS 3.1
Risk Assessment [8]




12.0

WBS 4.0
Phase IV:  Post-Accreditation




TBD

(Not Performed as Part of This Project)

WBS 5.0
QA, CM, Other Technical Support



  3.0

Total









51.0

Note that cost estimates will be provided as a proprietary appendix to this plan, at the request of USAID program management.

5.5 Staffing

The following personnel have been assigned to work on specific NMS C&A Tasks:

WBS Element








Assigned 

WBS 1.0
Phase I:  Pre-Certification Activities

WBS 1.1
Obtain C&A Process Approval [1]


Kenavan

WBS 1.2
Identify Roles and Responsibilities [4]


Kenavan

WBS 1.3
Identify Systems Security Managers [5]


Kenavan

WBS 2.0
Phase II:  C&A Plan Implementation (“Verification”)

WBS 2.1
C&A Planning and Testing [2]



Kenavan, Little, Nelson

WBS 2.2
Monitor Technical Fixes [3]



Little

WBS 2.3
Evaluate Security Training [6]



Kenavan

WBS 2.4
NMS Security Plan Actions [7]



Little

WBS 3.0
Phase III:  Major Application Certification (“Validation”)

WBS 3.1
Risk Assessment [8]




Kenavan

WBS 4.0
Phase IV:  Post-Accreditation




TBD

(Not Performed as Part of This Project)

WBS 5.0
QA, CM, Other Technical Support



Various

5.6 Training

The NMS C&A Team will require basic training on the NMS user interface to facilitate its testing and to provide an opportunity to evaluate, first hand, the security contents of the NMS training course.  The NMS C&A Team has been scheduled to take the NMS Overview training course on March 29, 2000.  No other specialized training is required.

5.7 Progress Tracking

An earned value scheme has been developed, based on delivered products and units of work accomplished.   The resulting earned value profile for the NMS C&A Project is included as Appendix E.  NMS C&A performance will be measured against this plan and monitored internally by CSC PRIME program management.

5.8 Project Resources

The NMS Security Team anticipates that it will require approximately three full-time equivalents working on this project from February through May to meet the schedule of deliverables shown in Figure 2.  Additional NMS Project Team resources will be required for any security software changes that are made as part of upcoming releases, though this work is not within the scope of the NMS C&A effort.

The NMS C&A Team will require access to the standard set of office automation resources available to all members of the CSC PRIME Contract (in particular, workstations running MS Windows 95/98/NT with Microsoft Office).  In addition, each member of the NMS C&A Team will require access to the NMS DEBUG environment.  No special hardware or additional software packages are anticipated as being necessary. 

5.9 Risks

The NMS C&A Team is responsible for providing a complete C&A Approval Package by the end of May, 2000.  It is the responsibility of all C&A Team members to identify risks and to report them to the NMS C&A Team Lead or to CSC PRIME Program Management.  Risks are also surfaced and reported via periodic staff meetings.  The primary risks identified to date for NMS C&A are as follows:

· The test environment must be made available in a timely manner.

· Internal review of deliverables by NMS staff must occur quickly to avoid jeopardizing the C&A schedule.

· External review of deliverables by USAID V&V/IV&V must occur quickly to avoid jeopardizing the C&A schedule.

· To meet schedule demands, the test and evaluation of NMS security controls will proceed while interim deliverables are being reviewed internally and externally.  Significant redirection on the part of reviewers could jeopardize schedule.

· Results of the requirements “gap” analysis performed by USAID V&V/IV&V must be made available early in the C&A Process to avoid jeopardizing schedule.

5.10 Risk Mitigation

This section discusses the mitigation strategies for the project risks identified in Section 1.6 of this document.

· Timely availability of a suitable test environment.

Mitigation Strategy:  Access to the NMS DEBUG environment has already been obtained.  The C&A Team will work to establish the test environment as soon as possible, on a schedule ahead of when testing will be required.

Residual Risk:  Moderate

· Timely review of deliverables is required by NMS project staff.

Mitigation Strategy:  Project staff have been sent a preliminary copy of the NMS C&A schedule.  Management has been made aware of the project’s time-sensitive nature.

Residual Risk:  Moderate

· Timely review of deliverables is required by USAID V&V.

Mitigation Strategy:  V&V has been sent the same preliminary schedule as NMS project staff.  The C&A Team has met with V&V and IV&V to communicate requirements. 

Residual Risk:  Moderate

· Test and evaluation of NMS security controls must proceed while interim deliverables are being reviewed internally and externally.  Significant redirection on the part of reviewers could jeopardize schedule.

Mitigation Strategy:   NMS Security Control requirements are for the most part, independent and granular.  Most requirements for rework are likely to be localized.  Moreover, the same basic test environment can be used by virtually all security control testing, minimizing the set-up times associated with re-testing.  

Residual Risk:  High

· Results of the requirements “gap” analysis performed by USAID V&V/IV&V must be made available early in the C&A Process to avoid jeopardizing schedule.

Mitigation Strategy:  This concern has been raised to IV&V.  V&V/IV&V were provided with a consolidated list of NMS Security requirements on March 1, 2000.

Residual Risk:  High
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ABBREVIATIONS & ACRONYMS

ADS

Automated Directives System

C&A

Certification and Accreditation 

CCB

Configuration Control Board

CFO

Chief Financial Officer

CIRB

Capital Investment Review Board

CRB

Configuration Review Board

CSC

Computer Science Corporation

DAA

Designated Accreditation Authority

DBA

Database Administrator

FIPS

Federal Information Processing Standards

FISCAM
Federal Information Systems Controls Audit Manual

GAO

General Accounting Office

ID

Identifier

IEEE

Institute of Electrical and Electronics Engineers

IFMS

Integrated Financial Management System

IRM

Information Resources Management

ISSO

Information Systems Security Officer

IT

Information Technology

IV&V

Independent Verification and Validation

M/IRM

Management / Information Resources Management

NCSC

National Computer Security Center

NIST

National Institute for Standards and Technology

NMS

New Management System

OIG

Office of the Inspector General

OMB

Office of Management and Budget

PR

Problem Report

PRIME

Principal Resource for Information Management – Enterprise-wide

QA

Quality Assurance

TAC

Task Assignment Control

USAID

United States Agency for International Development

USAID/W
USAID / Washington

V&V

Verification and Validation
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Management Controls

ID
Description of Requirement
Authority
Significance

3.1-1
Conduct a Risk Assessment to ensure that adequate security is provided.
OMB A-130, Appendix III;

NIST 800-12, I 4;

NIST 800-12, II 7;

NIST 800-14, 3.3;

NIST 800-18, 4.1;

FISCAM SP-1;

ADS 545.3.7.e
High

3.1-2
Update the Risk Assessment every three years or when major system changes are made.
FISCAM SP-1;

NIST 800-18, 4.1
Moderate

3.2.-1
Conduct an independent security review every three years. 
OMB Circular A-130, Appendix III, A.3.b(3);

NIST 800-12, I 4;

NIST 800-18, 4.2
High

3.2.-2
Conduct an internal assessment of security controls every year. 
NIST 800-12, I 2.7;

NIST 800-18, 4.2;

ADS 545.3.12.e;

ADS 545.5.3c.14;

ADS 545.5.1b
Moderate

3.3-1
Establish Rules of Behavior for all persons having system access.
Privacy Act of 1974, (e)(9);

OMB A-130, 

Appendix III B;

OMB A-130, Appendix III,   

B.b (2)(a);

NIST 800-18, 4.3
High

3.4-1
Ensure that security controls are included in NMS throughout the system life cycle
FISCAM CC-1.1;

NIST 800-18;

ADS 545.3.7.e
High

3.5-1
Conduct a sensitivity assessment
NIST 800-12, II 8.4.1;

NIST 800-14, 3.4.2;

NIST 800-18, 4.4.1;

FISCAM SC-1;

ADS 545.3.7.e
High

3.6-1
Incorporate security requirements into system design.
NIST 800-12, II 8.4.2.1;

NIST 800-14, 3.4.3;

NIST 800-18, 4.4.2;

ADS 545.3.7.a
High

3.6-2
Include security requirements in solicitation documents (e.g., requests for proposals). 
NIST 800-18, 4.4.2
High

3.6-3
For commercial off-the-shelf components, identify security requirements and include them in acquisition specifications.
NIST 800-18, 4.4.2
High

3.7-1
Ensure that security expertise is available to assist with the implementation of releases.
ADS 545.3.8.a,b
Moderate

3.7-2
Ensure that system security features are enabled.
NIST 800-18, 4.4.3
High

3.7-3
Conduct design reviews.
FISCAM SS-3.2;

NIST 800-18, 4.4.3
High

3.7-4
Conduct system testing.
FISCAM CC-2.1;

NIST 800-18, 4.4.3
High

3.7-5
Perform additional acceptance testing of any new controls added.
FISCAM CC-2.1;

NIST 800-18, 4.4.3
High

3.7-6
Ensure that results of system testing and design reviews are documented.
FISCAM SS-3.2;

NIST 800-18, 4.4.3
Moderate

3.8-1
Ensure adequate security operations and administration.
NIST 800-12, II 8.4.4;

NIST 800-14, 3.4.5;

NIST 800-18, 4.4.4;

ADS 545.3.8.a
High

3.8-2
Ensure adequate operational assurance.
NIST 800-18, 4.4.4
High

3.8-3
Ensure adequate audits and monitoring.
FISCAM AC-4.1;

NIST 800-18, 4.4.4
High

3.9-1
Ensure the accessibility of data archived for future use.
NIST 800-18, 4.4.5
High

3.9-2
Ensure that legal data retention requirements are not violated by disposal of data and records.
NIST 800-18, 4.4.5
High

3.9-3
Ensure that there are adequate measures in place to protect sensitive data on media that is targeted for disposal. 
FISCAM AC-3.4;

NIST 800-18, 4.4.5;

ADS 545.5.3c
High

3.10-1
Complete a technical and security evaluation of the system.
FISCAM SP-5.1;

NIST 800-18, 4.5
High

3.10-2
Conduct a system risk assessment.
FISCAM SP-1;

NIST 800-18, 4.5
High

3.10-3
Establish Rules of Behavior and obtain user signatures.
NIST 800-18, 4.5
High

3.10-4
Develop and test contingency plans.
FISCAM SC-3;

NIST 800-18, 4.5
High

3.10-5
Develop, review, and update the system security plan.
FISCAM SP-2;

NIST 800-18, 4.5
High

3.10-6
Ensure that NMS meets all federal laws, regulations, policies, guidelines, and standards.
NIST 800-18, 4.5
High

3.10-7
Evaluate in-place security safeguards.
FISCAM SP-5.1;

NIST 800-18, 4.5
High

3.10-8
Obtain authorization to process.
FISCAM SS-3.1;

NIST 800-18, 4.5;
High

3.10-9
Re-authorize processing every three years or periodically as system changes require.
FISCAM SS-3.1;

NIST 800-18, 4.5
Moderate

Operational Controls

ID
Description of Requirement
Authority
Significance

4.1-1
Review all positions for requisite levels of sensitivity.
ADS 545.5.3a.1)a;

FISCAM SD-1.2;

NIST 800-18, 5.MA.1
High

4.1-2


Conduct appropriate background screening.
FISCAM SP-4.1;

NIST 800-18, 5.MA.1
High

4.1-3
Do not grant system access until personnel are screened.
NIST 800-18, 5.MA.1
High

4.1-4
Restrict user access on basis of least privilege.
FISCAM SD-2.1;

NIST 800-18, 5.MA.1
Moderate

4.1-5
Separate duties among personnel performing key application tasks.
FISCAM SD-1.1;

NIST 800-18, 5.MA.1
High

4.1-6
Establish, document, and enforce process for opening and closing user accounts.
FISCAM AC-2.1;

NIST 800-18, 5.MA.1
Moderate

4.1-7
Link personnel actions to processes for issuing and closing accounts.
FISCAM SP-4.1;

NIST 800-18, 5.MA.1
High

4.1-8
Ensure user accountability for information accessed.
NIST 800-18, 5.MA.1
High

4.2-1
Restrict personnel access to critical system components. 
ADS 545.5.3a.4);

ADS 545.5.3c.12)a;

FISCAM AC-2.2, AC-3.1;

NIST 800-18, 5.MA.2
High



4.2-2


Provide sufficient system protection from fire.
FISCAM SC-2.2;

NIST 800-18, 5.MA.2
Moderate

4.2-3
Provide sufficient system protection from utility failure.
FISCAM SC-2.2;

NIST 800-18, 5.MA.2
Moderate

4.2-4


Provide sufficient system protection from structural collapse.
NIST 800-18, 5.MA.2
Low

4.2-5
Provide sufficient system protection from plumbing leaks.
FISCAM SC-2.2;

NIST 800-18, 5.MA.2
Moderate

4.3-1
Ensure existence of security incident response capability.
NIST 800-18, 5.MA.3
High



4.3-2


Restrict access to hardcopy and softcopy output.
ADS 545.5.3c;

NIST 800-18, 5.MA.3
High

4.3-3
Establish audit trails for the receipt of sensitive inputs and outputs.
NIST 800-18, 5.MA.3
Moderate

4.3-4


Establish procedures for the transport and mailing of media or printed output.
ADS 545.5.3b.2)d;

ADS 545.5.3c.7)b;

NIST 800-18, 5.MA.3
Moderate

4.3-5
Label system output with appropriate indication of sensitivity.
ADS 545.5.3c.5;

FISCAM CC-3.1;

NIST 800-18, 5.MA.3
High

4.3-6
Establish audit trails for management of media inventories.
ADS 547.5.10;

NIST 800-18, 5.MA.3
Moderate

4.3-7
Provide media storage vaults or other means of storing sensitive system output.
ADS 545.5.3c.4)d;

FISCAM AC-3.1A;

NIST 800-18, 5.MA.3
High

4.3-8
Provide procedures for sanitizing electronic media for reuse.
ADS 545.5.3c.10)b;

FISCAM AC-3.4;

NIST 800-18, 5.MA.3
Moderate

4.3-9
Control the storage, handling, and destruction of media and output identified for disposal.
ADS 545.5.3c.10);

ADS 545.5.3c.12)a;

NIST 800-18, 5.MA.3
Moderate

4.4-1
Put contingency plans in place to permit continuity of mission critical functions.
OMB A-130, App III, B.b.2)a; NIST 800-18, 5.MA.4
High



4.4-2
Ensure contingency plan awareness and training.


FISCAM SC-3.1;

NIST 800-18, 5.MA.4
Moderate

4.4-3


Test contingency plans.
OMB A-130, App III, B.b.2)a;  

ADS 531.3.10a-d, 545.5.3c.16)h;

FISCAM SC-3.1,4.1;

NIST 800-18, 5.MA.4
High

4.4-4
Ensure system backups are taken frequently and are maintained for sufficient generations.
NIST 800-18, 5.MA.4
High

4.4-5
Ensure system backups are backing up appropriate system data.
NIST 800-18, 5.MA.4
High

4.4-6
Ensure security of facility used to store backups.


ADS 545.5.3c;

FISCAM SC-2.1

NIST 800-18, 5.MA.4
High

4.5-1
Document all software changes.
ADS 547.5.9c;

FISCAM CC-3.3;

NIST 800-18, 5.MA.5
High

4.5-2
Ensure adequate change control processes are in place.
FISCAM CC-1.1;

NIST 800-18, 5.MA.5
High

4.5-3
Scrutinize policy for emergency software fixes.


NIST 800-18, 5.MA.5
Moderate

4.5-4
Conduct system testing with fictitious data.


NIST 800-18, 5.MA.5
Moderate

4.5-5
Identify ownership and corresponding intellectual property rights of software.
NIST 800-18, 5.MA.5
Moderate

4.5-6
Ensure organizational policies are in place against illegal use of copyrighted software.
ADS 550.5.1a;

FISCAM CC-1.3;

NIST 800-18, 5.MA.5
Moderate

4.5-7
Conduct periodic audits of user computers to ensure compliance with copyright policy.
ADS 543.5.1c;

NIST 800-18, 5.MA.5
Moderate

4.6-1
Install and run software for continuous detection and elimination of viruses.
ADS 550.5.1b;

ADS 545.5.3;

FISCAM SP-3.4;

NIST 800-18, 5.MA.6
High

4.6-2
Run system reconciliation routines.
NIST 800-18, 5.MA.6
Moderate

4.6-3
Use password crackers/checkers.
NIST 800-18, 5.MA.6
Moderate

4.6-4
Install intrusion detection tools.
ADS 545.5.3b;

ADS 545.5.3c.6)b;
FISCAM AC-4.1;

NIST 800-18, 5.MA.6
Moderate

4.6-5
Establish procedures for responding to intrusions.
ADS 545.3.11.b;

ADS 545.5.3c.9);

FISCAM AC-4.3;

NIST 800-18, 5.MA.6
High

4.6-6
Use system performance monitoring to identify availability problems.
NIST 800-18, 5.MA.6
Moderate

4.7-1
Provide adequate system documentation.


NIST 800-18, 5.MA.7
High

4.8-1
Ensure existence of an effective security awareness program.
ADS 545.3.7.f;

ADS 545.5.3c.15);

NIST 800-18, 5.MA.8
High

4.8-2
Conduct sufficient application-specific training of employees and contractors.
OMB A-130, App. III, A.3.b.2)b);  OMB A-130, App. III, B.b.2)a);

FISCAM SD-4.2;

NIST 800-18, 5.MA.8
Moderate

4.8-3
Conduct sufficient general support system training of employees and contractors.
NIST 800-18, 5.MA.8
Moderate

4.8-4
Ensure training is continually monitored.
FISCAM SD-3.2;

NIST 800-18, 5.MA.8
Moderate

Technical Controls

ID
Description of Requirement
Authority
Significance

5-1
USAID offices, bureaus and missions must implement technical controls to provide adequate protection for Agency personnel, information, and system resources.
ADS 545.5.3b;

OMB A-130, Appendix III, B.3.b (2)(e);

GSA IT Security Policy Manual, 2.8
High

5-2
Application security plans shall address Public Access controls.
OMB A-130, Appendix III, A.3.b (2)(g);

NIST 800-18, 6.MA.3
Low

5-3
Technical control measures, whether in place or planned, must be consistent with operational considerations and management of security within the organization.
NIST 800-18, 6.MA


Moderate

5.1-1
Provide identification and authentication to (1) prevent unauthorized people or unauthorized processes from entering an IT system, (2) differentiate among users, (3) establish user accountability, and (4) adjudicate access rights.
ADS 545.5.3b 3);

ADS E545.5.3b 3);

ADS 545.5.3b 5) c;

NIST 800-18, 6.MA.1;

NIST 800-14, 3.11;

NIST 800-12, IV 16;

GSA IT Security Policy Manual, 2.8
High

5.1.1-1
User IDs (3 character minimum) must uniquely identify users in order to correlate actions back to individuals or processes.
ADS 545.5.3b 5) a; 

NIST 800-18, 6.MA.1.1;

NIST 800-14, 3.11.1;

GSA IT Security Policy Manual, 2.8(a)
High

5.1.1-2
User IDs should be issued only to authorized users and should be reviewed to keep them current.
NIST 800-18, 6.MA.1.1;

NIST 800-14, 3.11.1
High

5.1.1-3
Inactive user IDs should be disabled after 90 days and purged after 180 days.
NIST 800-18, 6.MA.1.1;

NIST 800-14, 3.11.1


Moderate

5.1.1-4
The database should provide a mechanism that can limit the number of multiple concurrent logon sessions for the same user ID.
Best Practice - Draft USAID NMS Application Security Standards
Moderate

5.1.1-5
User accounts for departing employees should promptly disabled.
ADS 545.5.3a 4) a;

ADS 545.5.3b 5) g;

NIST 800-18, 6.MA.1.1;

NIST 800-12, III 10.2.1;

FISCAM AC-3.2A
High

5.1.1-6
DBA and Superuser privileges should be granted only to personnel whose duties include database and system administration.
GSA IT Security Policy Manual, 2.8
Moderate

5.1.2-1
Authentication should be maintained by logging a user out or locking the user’s display or session after a fixed period of inactivity.
ADS 545.5.3b 4)b;

FISCAM AC-2.2;

FISCAM AC-3.2;

NIST 800-18, 6.MA.2;

NIST 800-12, IV 16.4.2
Moderate

5.1.2-2
The allowable character set for passwords is recommended to be alpha, numeric, and special characters.
ADS 545.5.3b 5) b;

NIST 800-18, 6.MA.1.2;

NIST 800-12, IV 16.1.1
Moderate

5.1.2-3
The recommended minimum number of characters for a password is six to eight characters.  


ADS 545.5.3b 5) b;

FISCAM AC-3.2 A;

NIST 800-18, 6.MA.1.2;

NIST 800-14, 3.11.3;

NIST 800-12, IV 16.1.1;

GSA IT Security Policy Manual, 2.10
Moderate

5.1.2-4
Use of names or words in passwords must be prohibited.
ADS 545.5.3b 5) b;

NIST 800-18, 6.MA.1.2;

FISCAM AC-3.2 A
Moderate

5.1.2-5
Passwords shall be valid for a period of not more than 90 days.  
ADS 545.5.3b 5) d;

E545.5.3b 5) d, g;

FISCAM AC-3.2 A;

NIST 800-18, 6.MA.1.2;

NIST 800-14, 3.11.3;
GSA IT Security Policy Manual, 2.10
Moderate

5.1.2-6
Passwords must not be reused for six generations.
FISCAM AC-3.2 A;

NIST 800-18, 6.MA.1.2
Moderate

5.1.2-7
The login process must provide a mechanism allowing users to change their own password which requires users to re-authenticate as part of the change process.
ADS 545.5.3b 5) b;

NIST 800-18, 6.MA.1.2;

NIST 800-12, IV 16.1.1
Moderate

5.1.2-8
Procedures should be defined for handling XE "handling"  lost passwords
NIST 800-18, 6.MA.1.2;

NIST 800-14, 3.11.2;

NIST 800-12, IV 16.4
Moderate

5.1.2-9
Procedures should be defined for handling XE "handling"  password XE "password"  compromise.


ADS 545.5.3b 5) h;

ADS E545.5.3c 14);

NIST 800-18, 6.MA.1.2;

NIST 800-14, 3.11.2;

NIST 800-12, IV 16.4
High

5.1.2-10


Procedures should exist for limiting access scripts with embedded passwords. 
NIST 800-18, 6.MA.1.2;

GSA IT Security Policy Manual, 2.8(d)
Moderate

5.1.2-11
Policies should address the bypassing of user authentication requirements and single-sign-on technologies. 
NIST 800-18, 6.MA.1.2;

NIST 800-18, 6.MA.2;

NIST 800-14, 3.11.2;

NIST 800-14, 3.12.2;

NIST 800-12, IV 16.4.3;

NIST 800-12, IV 17.3.2
Moderate

5.1.2-12
The sharing of a single password among several users must be prohibited.


ADS 545.5.3b 5) e;

FISCAM AC-3.2 A;

NIST 800-18, 6.MA.1.2;

GSA IT Security Policy Manual, 2.10
High

5.1.2-13
Limit unsuccessful logons to three attempts.
ADS 545.5.3b 4) c;


OMB A-130, App. III, B.b(2)(e) ;

FISCAM AC-3.2A;

NIST 800-14, 3.11.2
High

5.1.2-14
Record multiple logon failures.


ADS 545.5.3b 5) b
High

5.1.2-15
Specify actions taken for multiple logon failures.
NIST 800-18, 6MA1.2


Moderate

5.1.2-16
The creation, use, and deletion of user IDs and passwords must be managed to prevent unauthorized access to the system.
ADS 545.5.3b 5) g;

ADS E545.5.3b 5) g;

NIST 800-12, IV 16.1.1;

GSA IT Security Policy Manual, 2.10
High

5.1.2-17
All authentication data must be transmitted securely from point-of-entry to the authenticating system to ensure the integrity and confidentiality of the authentication data.  
NIST 800-14, 3.11.2;

NIST 800-18, 6.MA.1.2
Moderate

5.1.2-18
All user IDs with default passwords must have their passwords changed prior to production deployment.
ADS E545.5.3b 5) g;

FISCAM AC-3.2 A;

FISCAM SS-3.4;

FISCAM SS-1.2;

NIST 800-18, 6.MA.1.2
High

5.1.2-19
Passwords must not be displayed on monitors or on hard copy documents. 


ADS E545.5.3b 3);

FISCAM AC-3.2 A
High

5.1.2-20
Authentication data (e.g., passwords) must be securely stored.
FISCAM AC-3.2 A;

NIST 800-18, 6.MA.1.2;

NIST 800-14, 3.11.2;

NIST 800-12, IV 16.1.1, 16.4
High

5.1.2-21
The use of constrained user interfaces should be investigated.


NIST 800-12, IV 17.3.1.4
Low

5.2-1
Ensure policies follow the concept of least privilege.
ADS 545.5.3b 2) e;

ADS E545.5.3b 3);

ADS 545.5.3c 2) a;

FISCAM AC-3.2;

FISCAM SS-1.1;

NIST 800-18, 6.MA.2;

NIST 800-12, IV 17.1;

NIST 800-14, 3.12.2 
High

5.2-2
Ensure policies follow separation of duties.


ADS 545.5.3a 3);

ADS 545.5.3b 2) e;

FISCAM SD-1.1;

NIST 800-18, 6.MA.2
High

5.2-3
Establish and maintain access control lists.
ADS 545.5.3b 2) e;

ADS 545.5.3b 3); 

FISCAM AC-2.1;

FISCAM SS-1.1;

NIST 800-18, 6.MA.2
High

5.2-4
Establish procedures for restricting access rights of other application users and administrators.
NIST 800-18, 6.MA.2
Moderate

5.2-5
Ensure users are restricted from accessing the operating system and other applications or resources not required by them.
FISCAM SS-1.2;

NIST 800-18, 6.MA.2
Moderate

5.2-6
Establish controls to detect unauthorized transaction attempts.
FISCAM SS-1.2;

NIST 800-18, 6.MA.2
High

5.2-7
Evaluate applicability of discretionary access controls.
NIST 800-18, 6.MA.2
High

5.2-8
Describe policy for restricting access during evenings or weekends.
NIST 800-18, 6.MA.2;

NIST 800-12, IV 17.1.4
Low

5.2-9
Evaluate applicability and utilization of encryption.
NIST 800-18, 6.MA.2;

NIST 800-12, IV 19;

FISCAM AC-3.3
High

5.2-10
Tie system access to personnel actions (e.g., termination, transfer, leave).
ADS 545.5.3c 2)f;

FISCAM SP-4.1;

FISCAM AC-2.1
High

5.2-11
Provide internal security labels.
NIST 800-18, 6.MA.2
High

5.2-12
Provide standardized log-on banners.
NIST 800-18, 6.MA.2;

NIST 800-14, 3.9
High

5.2-13
Evaluate applicability of host-based authentication.
NIST 800-18, 6.MA.2
Low

5.2-14
Control remote access.
FISCAM AC-2.1
Moderate

5.2-15
Ensure security measures are not circumvented for emergency access.
FISCAM AC-2.2
Moderate

5.3-1
Application security plans shall address public access controls.
OMB A-130, Appendix III, A.3.b (2)(g)
N/A

5.4-1
The system should be able to link actions to specific users based on their identities.
NIST 800-18, 6.MA.1.1;

NIST 800-18, 6.MA.4;

NIST 800-14, 3.11.1
High

5.4-2
System managers must activate the audit trail capabilities provided by the security software installed on Agency systems.
ADS 545.5.3b 5) f;

E545.5.3b 3);

E545.5.3b 5) f;

FISCAM AC-4.1
High

5.4-3
Audit trails shall support accountability by providing a trace of user actions.


NIST 800-18, 6.MA.4;
NIST 800-14, 3.13;

NIST 800-12, IV 18.1;

FISCAM AC-4.1;

GSA IT Security Policy Manual, 2.8(c)
Moderate

5.4-4
Audit trails shall monitor all logons and changes to access privileges both during working and non-working hours.


ADS E545.5.3b 5) f;

ADS E545.5.3c 14) d;
FISCAM AC-4.2;

NIST 800-18, 6.MA.4;

NIST 800-14, 3.13;

NIST 800-12, IV 18.1.3;

NIST 800-12, IV 18.2.2.3;

NIST 800-12, IV 18.2.2.1
High

5.4-5
The audit trail shall include sufficient detail to establish what events occurred; who (or what) caused them; type of event; when the event occurred; user ID associated with the event; and program or command initiating the event.
FISCAM AC-3.2 D ;

NIST 800-14, 3.13;

NIST 800-12, IV 18.1.2;

NIST 800-12, IV 18.2.2;

NIST 800-12, IV 18.3.3;

NIST 800-18, 6.MA.4
High

5.4-6
Access to online audit logs shall be strictly enforced.


ADS E545.5.3b 5) f;

NIST 800-18, 6.MA.4;

NIST 800-14, 3.13.2;

NIST 800-12, IV 18.3.1
Moderate

5.4-7
Confidentiality shall be maintained for applicable audit information.


NIST 800-18, 6.MA.4;

NIST 800-14, 3.13.2;

NIST 800-12, IV 18.3.1
Low

5.4-8
The IT Specialist/System Manager or site ISSO must generate and review the audit trail of all distributed systems at least monthly.  
ADS 545.5.3c 14)d;

ADS E545.5.3c 14)d;

FISCAM SS-2.1;

NIST 800-18, 6.MA.4;

NIST 800-14, 3.13;

NIST 800-12, 3.10.2.2;

NIST 800-12, 4.18.3;

GSA IT Security Policy Manual, 2.8 (c)
High

5.4-9
The site ISSO must review with the Program Manager and IT Specialist/System Manager all security related anomalies discovered during audit trail reviews. 
ADS 545.5.3c 14) e;

ADS E545.5.3c 14) e;

FISCAM AC-4.2;

FISCAM SS-4.3;

NIST 800-18, 6.MA.4;
NIST 800-14, 3.13;

NIST 800-12, IV 18.1.4;

NIST 800-12, IV 18.3.2
High

5.4-10
Only the Security Administrator shall be authorized to delete or disable the audit trail and that event must itself be audited.
Best Practice - Draft USAID NMS Application Security Standards
Moderate

5.4-11
The data-store shall provide or utilize tools which allow the Security Administrator to monitor the activities of specific terminals, network addresses, or user-ids in real time.
Best Practice - Draft USAID NMS Application Security Standards
Moderate

5.4-12
Financial audit trails must be retained for a period of two years.  Other audit trails must be retained for a period of six months. 
ADS E545.5.3b 5) f
High

Appendix D:

CERTIFICATION AND ACCREDITATION STATEMENTS
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Security Certification Statement

For the

USAID New Management System (NMS)

This Certification has been performed to conform with the system authorization requirements of OMB Circular A-130 and to assist in remedying the NMS Security and Access Controls “material weakness” reported under the Federal Manager’s Financial Integrity Act.

Attached are the findings from the security certification evaluation of the New Management System.  The security evaluation report summarizes findings and presents recommendations.  Attached to the report is a proposed accreditation statement for your review and signature.

Based on the report and my judgment, I hereby certify (with the exceptions noted below) that the results of NMS testing and evaluation demonstrate that NMS security provisions are adequate:



[TBD]

In addition, weighing the remaining residual risks against operational requirements, I recommend that you authorize continued operation of the NMS under the following restrictions:



[TBD]

I further recommend that you authorize initiation of the following corrective actions:

[TBD]

Signed, 

_________________________


_________________________

Mr. John Streufert



Date

USAID Director, Office of

Information Resources Management
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Security Accreditation Statement

For the

USAID New Management System (NMS)

I have carefully examined the certification findings and recommendations documented in the NMS Certification and Accreditation Approval Package, dated 31 May 2000.  Based on my authority and judgment, and weighing the remaining residual risks against operational requirements, I authorize operation of the NMS under the following restrictions:


[TBD]

I further authorize initiation of the following corrective actions:

[TBD]

Signed, 

_________________________


_________________________

Mr. Michael Smokovich



Date

USAID Chief Financial Officer
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� See The NMS Security Plan, CSC PRIME Deliverable 922-053, dated 4 February 2000.


� See OMB Circular A-130, Appendix III, B. b. 4).


� USAID PRIME Configuration Management Plan, CSC PRIME Deliverable 802-012-G, dated December, 1998.


� USAID PRIME Quality Assurance Plan, CSC PRIME Deliverable 801-018-G, dated August 1998.


� No single source of Security Certification and Accreditation guidance provides sufficient standards for the content of NMS C&A deliverables.  NCSC standards provide detailed requirements descriptions for C&A deliverables, though much of the content is directed towards classified systems and general support systems, neither of which are applicable to NMS.  FIPS Publication 102 provides sound overall guidance on the conduct of system Certification and Accreditation, though it does not provide detailed guidance on the content of deliverables.  IEEE Std 829-1998 provides guidance on software testing, though it is directed towards testing in a development setting, not the test and evaluation of security controls required by Certification and Accreditation.  Finally, IEEE Standard 12207.1 provides helpful guidance on the contents of plans generally, though again, its guidance is not specifically directed towards security C&A.





� See OMB Circular A-130, Appendix III, B. b. 4).


� National Computer Security Center (NSCS) TG-031, “Certification and Accreditation Process Handbook for Certifiers,”  July 1996.
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