Certification and Accreditation Document Support Services

Blanket Purchase Agreement

Statement of Work
Background. The Department of Education recognizes that security must be considered an integral part of the overall information technology (IT) infrastructure in order to manage risks effectively.  Understanding the importance of security to the life cycle of IT investments, the Department has embarked upon a thorough review of its security posture.  Completion of the Government Information Security Reform Act (GISRA) requirements has been the most recent initiative to measure the performance of security integration and risk management.  A result of the Department’s GISRA Annual Review, completed September 30, 2001, has been the development of an extensive Plan of Action and Milestones (POA&M).  This plan of action includes extensive Information Assurance oversight activities at the Departmental level.  These activities provide the foundation for the promotion and integration of IT security activities in the operations of the Department that encompasses the entire scope of Education's IT security program.  The POA&M mandates that all Department systems must be Certified and Accredited (C&A) by December 31, 2002.  The first step toward this goal was to revalidate the Department’s inventory of IT systems based on OMB Circular A-130, “Management of Federal Information Resources.”  This revalidation was completed in January of 2002 and identified 15 General Support Systems (GSSs) and 107 Major Applications (MAs) of varying size and complexity.  The Department must now begin Phase 1 of the C&A process that is the preparation of the required C&A documentation for the 122 systems.  Phase 1 must be completed by August 31, 2002 for these 122 GSSs and MAs.  Phase 2 of the C&A process (testing and Certification) may require adjustments to a system’s C&A documentation.  Phase 2 is expected to be complete for these 122 GSSs and MAs by November 30, 2002.

1.  Objectives. 

a. The first objective of this Blanket Purchase Agreement (BPA) is to provide support for the Office of the Chief Information Officer's Information Assurance staff in their implementation of the Agency-wide GISRA POA&M activities.  These include development of the following IT security program goals for the Department of Education: 
i. Governance.  Manages the overall IT security program, coordinates activities, establishes timelines and milestones for program implementation, tracks effectiveness of program, etc.

ii. Certification and Accreditation.  Provides a standard approach to performing certification and accreditation to assure that Department information systems are approved, or authorized, for processing.

iii. Continuity of Operations.  Ensures that Department information systems can be adequately reconstituted following a disruption of operations.  Included in this element are disaster recovery planning, contingency planning, and business recovery planning.  Additionally, this element includes the Department’s incident reporting and response program.
iv. Risk Management.  Provides a standardized process to assess and report address the threats to and vulnerabilities of the Department’s information system assets.
v. Security Training and Awareness.  Assures that all personnel involved in the development, operation, maintenance, or use of Department information IT systems have received the requisite security awareness and training commensurate with their responsibilities.
vi. Integration.  Ensures that other security related policies and procedures (personnel security, physical security, etc.) are coordinated and integrated into and with the overall information IT security program.
b. The second objective of this (BPA) is to provide Information Assurance expertise to support the development of documentation required for Certification and Accreditation (C&A) of the 15 General Support Systems (GSSs) and 107 Major Applications (MAs) identified and classified in the January, 2002 GSS and MA Inventory by September 30, 2002.  The C&A documentation requires extensive Information Assurance activities in order to produce final written products which meet NIST standards.  These activities are included in the objectives to produce the final written products.  The Department’s identification of GSSs and MAs is based upon OMB Circular A-130, “Management of Federal Information Resources.” All work done under this BPA must be coordinated with the Information Assurance staff of the Office of the Chief Information Office.  Performance will be measured by completing all sections of the Education provided Template for each Certification and Accreditation document.

There are six categories of system complexity at Education: 1) Access databases or COTS software with minimal criticality or data sensitivity; 2) Access databases or COTS software that are Mission Important or have medium data sensitivity, and Oracle databases with minimal criticality; 3) SQL databases, some combined with IIS, with medium criticality and higher data sensitivity; 4) Mission Important Oracle databases or dispersed SQL databases; 5) Oracle databases with high sensitivity or SQL databases with more complex configuration; 6) Mission Critical Oracle databases with high data sensitivity and major General Support Systems such as Education's LAN. Time estimates for each category are listed below each Certification and Accreditation Document. 

The required C&A documentation includes the following:

· An independent Risk Assessment (including final written report) compliant with NIST Special Publication 800-30, draft Risk Management for Information Technology Systems, and conforming to the Department of Education Information Technology Security Risk Assessment Guide, including the Risk Assessment Template included in the Guide.  Each Risk Assessment must also validate a NIST Security Self-Assessment Guide for Information Technology Systems (NIST Special Publication 800-26) for the GSS or MA that it assessed. .  This assessment may not be conducted by anyone with a vested interest in the GSS or MA for which it is completed.

· Category 1:  40 Hours

· Category 2:  60 Hours

· Category 3:  80 Hours

· Category 4: 100 Hours

· Category 5: 150 Hours

· Category 6: 200 Hours

· Written System Security Plan (SSP) compliant with NIST Special Publication 800-18, Guide for Developing Security Plans for Information Technology Systems, conforming to the appropriate Template included in the NIST guide.

· Category 1:  40 Hours

· Category 2:  60 Hours

· Category 3:  80 Hours

· Category 4: 100 Hours

· Category 5: 150 Hours

· Category 6: 200 Hours

· Written Configuration Management (CM) Plan compliant with NIST Special Publication 800-18, Guide for Developing Security Plans for Information Technology Systems, and the NIST Special Publication 800-12, An Introduction to Computer Security. The NIST Handbook., the Department of Education Information Technology Security Certification and Accreditation Guide.  The CM plan may either be incorporated into the relevant SSP or may be a separate document.

· Category 1:  10 Hours

· Category 2:  15 Hours

· Category 3:  20 Hours

· Category 4:  25 Hours

· Category 5:  40 Hours

· Category 6:  50 Hours

· Written Disaster Recover Plan (DRP) compliant with NIST Special Publication 800-18, Guide for Developing Security Plans for Information Technology Systems, and the NIST Special Publication 800-12, An Introduction to Computer Security. The NIST Handbook., the Department of Education Information Technology Security Certification and Accreditation Guide.  The DRP must satisfy the requirements of the SSP contingency planning section.  As such, it may either be incorporated into the relevant SSP or may be a separate document.  The DRP must be tested and this testing documented as well.

· Category 1:  20 Hours

· Category 2:  30 Hours

· Category 3:  40 Hours

· Category 4:  50 Hours

· Category 5:  80 Hours

· Category 6: 100 Hours

· Written System Security Testing and Evaluation (SST&E) Plan compliant with NIST Special Publication, 800-12, An Introduction to Computer Security. The NIST Handbook., and the Department of Education Information Technology Security Certification and Accreditation Guide.  The SST&E must be executed and the results documented as well. 

· Category 1:  30 Hours

· Category 2:  45 Hours

· Category 3:  50 Hours

· Category 4:  75 Hours

· Category 5: 100 Hours

· Category 6: 150 Hours

· Written System Security Authorization Agreement, compliant with NIST Special Publication, 800-12, An Introduction to Computer Security. The NIST Handbook., and the Department of Education Information Technology Security Certification and Accreditation Guide.
· Category 1:  10 Hours

· Category 2:  15 Hours

· Category 3:  20 Hours

· Category 4:  25 Hours

· Category 5:  40 Hours

· Category 6:  50 Hours

1.  Current Environment.  The Department is small (about 5000 FTEs) with a big budget (about $35 billion annually) most of which is spent on grants to education entities.  It has eighteen Principal Offices one of which, Student Financial Assistance, is a Performance Based Organization. There are 15 General Support Systems (GSSs) and 107 Major Applications (MAs) that must complete their Certification and Accreditation documents by September 30, 2002. The identification and classification of GSSs and MAs at the Department of Education is based upon the OMB Circular A-130, “Management of Federal Information Resources.” The CIO is leading an effort to effectuate this goal and the Information Assurance staff of the Office of the Chief Information Officer is providing oversight for these activities throughout the Department.

3.  Scope. The scope of this project covers all aspects of the preparing the documentation necessary for Certification and Accreditation, including all the Information Assurance activities requiring to produce this documentation.

a. Place of Performance. The work will be performed both at the contractor’s site (analyzing data, writing reports, etc.) and onsite (gathering data). 

b. Period of Performance.  Base period consisting of date of award through December 31, 2002 and one option period from January 1, 2003 through December 31, 2003.  The option period is to be exercised at the government’s discretion. 

c. Government Furnished Equipment (GFE) and Government Furnished Information (GFI).  No GFE is guaranteed for onsite work.  The Information Assurance staff of the Office of the Chief Information Officer will provide the contractor with all related materials including: Department of Education General Support System and Major Application Inventory Guide; Department of Education Information Technology Security Risk Assessment Guide; Department of Education Information Technology Certification and Accreditation Guide; other related materials.
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Task One – Risk Assessments

Instructions:   Offerors are invited to propose on the following task. Offerors should provide descriptions of past and current engagements under which they performed work comparable to that described in this Statement of Work. In addition, offerors should also provide client references for the work they describe. ED will check these references as part of the offerors’ technical evaluations.

Scope

The Department requires independent Risk Assessments on all General Support Systems (GSSs) and Major Applications (MAs) listed in the January 31, 2002 GSS and MA Inventory  with a completion goal of April 1, 2002.  The first task of this BPA will be to conduct Risk Assessments compliant with NIST Special Publication 800-30, Risk Management for Information Technology Systems, and conforming to the Department of Education Information Technology Security Risk Assessment Guide.  The written report of each Risk Assessment should conform to the Risk Assessment Template included in the Guide.  Each Risk Assessment must also validate a NIST Security Self-Assessment Guide for Information Technology Systems (NIST Special Publication 800-26) for the GSS or MA that it assessed.  Each Risk Assessment must be conducted in coordination with the Information Assurance office within the Office of the Chief Information Officer.  Each Risk Assessment will include six steps as follows:

· System Characterization to include a description of the business function that supports this GSS or MA; the hardware and software (and their locations) that supports this GSS or MA; the Mission Criticality of this GSS or MA; the level of sensitivity risk for confidentiality, integrity and availability for the data contained in this GSS or MA; the GSS supporting the system if it is a MA; any interdependencies with other GSSs or MAs.

· Identification of threats to this GSS or MA

· Identification of vulnerabilities of this GSS or MA

· Determination of Risks for this GSS or MA

· Remediation Plan to address all Risks determined for this GSS or MA

· Written Report encompassing the previous five steps and in the format of the Template included in the Department of Education Information Technology Security Risk Assessment Guide. 

Deliverable Delivery Schedule. 

· Work Breakdown Schedule for implementing this task.  Date of Award (DOA) plus 5 business days.

· Action Plan for completing Risk Assessments.  DOA plus 10 business days.

· Activities approved in action plan.  To be determined.

Period of Performance.  Base period consisting of date of award through December 31, 2002 and one option period from January 1, 2003 through December 31, 2003.  The option period is to be exercised at the government’s discretion.
Other Pertinent Information or Special Considerations and Requirements

The Department encourages identification of processes and products used by other Government entities that can be modified for use in this Department. 









