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	The publication of the Digital Signature Guidelines in August of 1996 (cited in NIST's description of Panel #2) was the culmination of a four-year project of the ABA Information Security Committee, under the chairmanship of Michael S. Baum, Esq., now of VeriSign, Inc.  





Because of the professional and national diversity of the 70 technologists and attorneys who shaped and contributed to the Guidelines, reaching consensus on the fundamental techno-legal definitions and principles of public key infrastructure (PKI)  was indeed a daunting challenge.  But now, a year after publication and distribution of thousands of copies of the Guidelines, the strong diversity of the authors and their points of view is often recognized as one of the reasons why the work is useful for the development of secure electronic commerce - even among those who disagree with some of it.  Within the Committee, there is enthusiasm for continuing this awesome and unique technological-legal collaborative effort, and focussing it on another PKI project of importance to the enhancement of global electronic commerce.





	The publication of the Guidelines in August of 1996 coincided with the beginning of a worldwide explosion of interest in certification authorities (CAs) and PKI as a promising strategy for achieving the Holy Grail of secure electronic commerce and communication.  





Over the past year a number of competing CAs, both large and small, in both  private and public sectors, have hung out their virtual shingles (or announced their intention to do so in the future) as providers of certification services and services ancillary to that mission.   These competitors represent a bewildering variety of applications, which target particular industries, and which emphasize different legal models of PKI which have divergent strategies for allocating legal liability among the parties and the CA.   





Because of continuing  non-uniform terminology in this emerging industry and wide disparity in the quality (or in some cases, the very existence) of the certification practice statements (CPS) published by each CA, it is difficult for even experts to make apples-to-apples legal comparisons of the price and terms of different public key certificates offered by the CPS of competing CAs.  Moreover, from a technical, security and systems standpoint, there are perceived to be wide but hidden disparities in the capabilities and practices of different CAs, which affect their ability to provide trustworthy certification services with a predictable assurance level.  





At its Boston meeting in October of 1996, the ABA Information Security Committee considered how the authors of the Guidelines might leverage that finished work to address the legal and technical Tower of Babel resulting from the accelerating CA competition.   Following an educational presentation in Boston by a representative of NIST on how the process of accreditation normally functions, members of the Committee expressed great interest in a project dealing with the accreditation of certification authorities.  





At the Committee's San Francisco meeting in January 1997, the committee discussed the project with a number of representatives from State legislative committees investigating PKI.  Virtually all State representatives expressed the need for accreditation of CAs, as the basis for State regulation and/or licensing of CAs, but most also expressed preference for the accreditation process to be piggybacked upon accreditation performed by someone else.  





In San Francisco, the ISC officially launched the "Accreditation WorkGroup," chaired jointly by Lynn McNulty of RSA Data Security, Inc. (emphasizing the process of accreditation). Rick Hornbeck, Esq., of Electronic Commerce Services (emphasizing technical standards), and myself, Charles R. Merrill, Esq., of the law firm of McCarter & English (emphasizing legal standards).   At the Committee's May 1997 meeting in Washington DC, a first draft of a working document was hammered out by more than 30 small drafting teams, each working on a subject summarized in an issue outline developed with the help of input from representatives of State PKI committees.   At the Committee's next meeting at the end of this month in San Francisco, editing and redrafting and further fleshing out of the working document will continue. 


 


The draft document is entitled The Accreditation of Public Key Certification Authorities - The Process of Accreditation and Technical and Legal Standards, organized under the three joint chairs identified above, with yours truly acting as Reporter.    Change is of course inevitable as the project evolves, but here are a few  conceptual highlights of the current draft:





The body which conducts the accreditation process should probably be separate from the body or bodies which propose and set the standards to be applied in the accreditation process.   Although the setting of technical and legal standards needs experts from both professions, there must be strong coordination between the two disciplines to create a consistent fabric of techno-legal standards.


A representative group of stakeholders (e.g., Federal PKI representatives, State PKI representatives, International PKI representatives, CA service providers, CA technology providers, industry groups, and representative private end-users ) might take ownership of both the standards and also provide independent, objective oversight of the ongoing process of accreditation.


The choice of the accreditation body itself must be universally perceived as competent, credible and independent.  Potential accrediting entities, each with their own pros and cons, include: a Federal Government Agency, a State Government Agency, a CA Service Provider Industry Association or Representative Board,  a Private Commercial Entity, or a Non-Profit Entity.


A glossary of agreed vocabulary will be included in the Accreditation work, to extend the efforts of the Digital Signature Guidelines in enhancing world-wide consistency in the language we use to discuss PKI.  Consistent translations into other national languages will be desirable, and will be considered as demand develops and resources permit.


 A great deal of confusion is currently occurring because there are many different PKI legal models favored by the various CA competitors, each of which has different legal implications and requirements.   One size will not fit all in the accreditation of CAs.  It is critical for the standards - particularly the legal standards - to distinguish between different PKI models as to the allocation of liability and contractual privity among subscribers, relying parties and the CA. 


To this end, an effort will be made to introduce standard labels for all identified species of PKI model and define those labels with rigor, consistent with the vocabulary in the glossary.  Although the process of reaching consensus on labels in the ISC is not yet complete, here are just some of the illustrative PKI labels which are currently under consideration in the Information Security Committee:  


			Uncertificated PKI			Self-Help PKI


			Open PKI				Closed PKI


			Membership PKI			Contractual PKI


			Interdomain Certification PKI		Outsourced PKI


						Voodoo PKI


� Charles R. Merrill, Esq. (merrill@mccarter.com) is a partner of the 210-attorney law firm of McCarter & English in Newark, New Jersey, where he chairs the Computer Law and High Tech Practice Group. He is Co-Reporter (with Alan Asay, Esq. and Joseph Wackerman, Esq.) of the Digital Signature Guidelines, published August 1996 by the Information Security Committee (Michael S. Baum, Esq., Chair) of the American Bar Association Section of Science and Technology.  Mr. Merrill is currently Reporter and Co-Chair (with Lynn McNulty, Esq. and Rick Hornbeck, Esq.) of a work in progress of the Information Security Committee, entitled Accreditation of Certification Authorities - the Accreditation Process and the Technical and Legal Standards.


� The Tutorial, Table of Contents and List of Editorial Committee and Contributing Members of the Digital Signature Guidelines is available at http://www.abanet.org/scitech/ec/isc/dsg-toc.html, along with information on purchasing the hardcopy of this 100-page booklet.  The Digital Signature Guidelines are the work of the Information Security Committee of the ABA Section of Science and Technology, and are endorsed by neither the American Bar Association nor the Section of Science and Technology.  This Statement and any oral remarks of Charles R. Merrill are based upon his involvement with the work of the Information Security Committee, but express his private views only. 
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